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CHAPTER 1

Administration Area

ANANNANANN NNNNNNNNENNNNNNNNNNNNNNN

OTOBO offers several administration tools to configure, monitor, control and extend OTOBO.

1.1 AN
NN NNV NNV ANV NNNNNNN NN NNV NN NNV NN
NNANNNNENNNNENNNNNNNNNNNNN NN NN NNV NNNNNNNN NRNNNNENNNNNNNNNNANNNNNNNN

NNANNNNANNNNNNNNNNNNNNNNNNNNNNNNNNN

Ticket systems such as OTOBO handle tickets like normal emails. The messages are saved in the system.
When a customer sends a request, a new ticket is generated by the system which is comparable to a
new medical report being created. The response to this new ticket is comparable to a doctor’s entry
in the medical report. A ticket is closed if an answer is sent back to the customer, or if the ticket is
separately closed by the system. If a customer responds again on an already closed ticket, the ticket
is reopened with the new information added.

ANNNNNNNNNNNNNNNNNNN ANNANNNNANNNNNNNNNNNN NN NN NNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNENY ANV NNV NN NN NN NNV NN NNNNNN

111 QN

ARNANNANANNNANNNNNNNNANANANNNNNNNNNANANNNN

OTOBO can handle an infinite number of attachments (PDF, image, etc.) and can bundle them into
templates. Your agents dont need to maintain the attachments on their own, nor don’t they need to
upload them again and again - they can just use the predefined templates.

Use this screen to add attachments for use in templates. A fresh OTOBO installation doesn’t contain any
attachments by default. The attachment management screen is available in the Attachments module
of the Ticket Settings group.
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Ticket#2020111949000011 — User cannot login to his mail account

Back | Lock @ Priority | Change Ticket = People =
- Move -
* Article Overview - 1 Article(s)
MNO. = SENDER VIA
1 Cw::::te Phone

Communication =+ | Pending

SUBJECT

User cannot login to his mail

Close

Quick Close

CREATED

11/19/2020 13:07

w #1 — User cannot login to his mail account — Wyle Coyote — 11/19/2020 13:07 (Europe/Berlin) vi...

Miscellaneous =

* Ticket Information

Age: Om

Great

@

(Europe/Berlin)
Created by: Super Admin
% State: ppen
Locked: unlock
Priority: 3 normal
Queue: Misc
Customer ID: acme.co

Accounted time: ¢

To open links in the following article, you might need to press Ctrl or Cmd or Shift key while clicking the link (depending on your %

Mark  Print | Split | Forward = Reply

browser and 0S).

The user reports outlook will not accept his password.

A Attachment Management
Actions

[+] Add Attachment

Filter for Attachments

Just start typing to filter...

N 1.1 NANNAN
List
MAME FILEMAME COMMENT
Product troubleshooting-
Manual Annex guide.doc
Service service-
Agreement agreement.pdf

N 1.2: NNNRRNN

VALIDITY

valid

valid

Owner: Super Admin

w Customer Information

Firstname:

Wyle
Lastname: Coyote
Usemame: we

Email:
Customer: Acme Inc.
Comment:

0 Open tickets (customer) (1)

CHANGED CHREATED
11/19/2020 13:29 11/19/2020 13:29
(Europe/Berlin) (Europe/Berlin)
11/19/2020 13:29 11/19/2020 13:29
(Europe/Berlin) (Europe/Berlin)

d: 11/19/2020 13:07

we@acme.example.com

A great company

DELETE

Chapter 1. Administration Area
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NN
ANNNNNNAN
1. Click on the Add Attachment button in the left sidebar.
2. NNNNNNN
3. NN AN NNN
Add Attachment
* Mame:
+ Attachment: Durchsuchen... Keine Datei ausgewahlt.
* Validity: | wvalid
Comment:
@ or Cancel
N 1.3: NNNNNN
ANNNNNNAN
RN NN NN NYNNNNY
2. NNNNN

3. NN AN N ANNAN NN

Edit Attachment

#* Name: Service Agreement

Keine Datei ausgewahlt.

Attachment: Durchsuchen...
& Validity: = wvalid
Comment:
D - GO - =~
N 1.4: NNNNAN
ANNNNANAN

AN NN NN NN NV YNNNYNN
2. NN AN NN

AN ANNANNNNNNNNNNNNN NN NN NN VNN

11, NNAN
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List
NAME FILEMAME COMMENT VALIDITY CHAMGED CHEATED DELETE
Product troubleshooting- iid 11/19/2020 13:29 11/19/2020 13:29 @
vali
Manual Annex guide.doc (Europe/Berlin) (Europe/Berlin)
Service service- valid 11/19/2020 13:29 11/18/2020 13:29 "
Agreement agreement. pdf (Europe/Berlin) (Europe/Berlin)
N 1.5 NANANN
NNNN

NNANNANANNNNANNANAN ANNNANNNNNNNN
AN * NNNNNNN SNNNNNNENRNRNNNNNNNNNNNNNNNENN ANNNNNNNNNN
NN A NN NN NN NN SN NSNS N N N S S NS S S NN NN NN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NANENNNNNANY NNNNNNNNNNNNNNNNNNNANNNNNNNNNNNNNNNNNNNNNNNY

1.1.2 NN

Quick and transparent service is vital to maintaining a good working relationship with your customer.
Emuail, fax, social media and other non-real-time communications are patient, but you want to engage
your customer immediately upon receipt of a request.

OTOBO allows you to respond to a customer immediately upon receipt of a request giving the cus-
tomers instantaneous feedback assuring them that their request is in processing, establishing expecta-
tion.

Automatic responses can be sent to customers based on the occurrence of certain events, such as the
creation of a ticket in a specific queue, the receipt of a follow-up message in regards to a closed or
rejected ticket, etc.

Use this screen to add automatic responses for use in queues. A fresh OTOBO installation contains
some automatic responses by default. The automatic response management screen is available in the
Auto Responses module of the Ticket Settings group.

NNNNNN

AN NNNENNNNNENNANAN N ANNEN INNNNNNNNN

NNNNNNNNNNY
1. SNNRAAN ANNEEN ANN
2. NNNNNAN
3. NN AN NN

6 Chapter 1. Administration Area
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L. Auto Response Management
Actions List
NAME TYPE COMMENT  VALIDITY = CHANGED CREATED
default follow-up (after a ticket follow- auto follow alid 09/21/2020 17:08 08/21/2020 17:08
vali
tor ¢ up has been added) up (Europe/Berlin) (Europe/Berlin)
Fiter for Auto Responses default reject (after follow-up and _ 09/21/2020 17:08  09/21/2020 17:08
ted of a closed tick autoreject vald El /Berli Europe/Berli
Just start typing to filter... eleC a closed ticket) (Europe/Berlin) (Europe/Berlin)
default reject/new ticket created (after auto

09/21/2020 17:08 09/21/2020 17:08
closed follow-up with new ticket reply/new valid

) (Europe/Berlin) (Europe/Berlin)
creation) ticket
default reply (after new ticket has been 09/21/2020 17:08 09/21/2020 17:08
auto reply valid _ )
created) (Europe/Berlin) (Europe/Berlin)

N 1.6: NNNNNNNN

AR: NNRNNNNENNNAN SNNNN MR ANNNN AN N NNV ANNNNN

NNNNNNNNNNNY
(NN NNNN NNV NN NNNN
2. NNARNN
3. NN AN N ANNAN NN

AN NNNANNNNNNNNANANNNNANNNNNNNN NN NNNNNNNNNNNN

NNANAN

NNANNNANANNNNNANNNANAN ANNNANNNNNNNNN

NN NN N NN NN NN N N N NSNS N N SN N NN
NN AN NN N NN NN NN

NNNNENNN YNV NN NNNN

NN * The event type that triggers the sending of this automatic response. Only one automatic response
can be sent automatically per event. The following event types are available:

auto follow up-NNNN |[s triggered for any follow-up message on an existing ticket. This includes
also article notes which are visible for the customer. If the NNNN option ‘AutoResponseFor-
WebTickets’ is activated the automatic response is also sent for follow up articles created
through the customer web interface or through a telephone call otherwise only for follow up
articles created from a customer email. This automatic repsonse does not apply for new
tickets, see the ‘auto reply’ event type.

auto reject NNAN [f the NN setting “follow up option’ is set to ‘reject’ this event will be triggered if a
customer answers in a ticket, that is already closed.

auto remove-NNNN If a ticket is deleted by the system, the customer gets this automatic response.

auto reply-NNNN If a new ticket is generated the customer will get this auto response. If the NNNN
option ‘AutoResponseForWebTickets’ is activated the automatic response is also sent for new
tickets created through the customer web interface or through a telephone call (telephone

11, NNAN 7
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Add Auto Response

= —

Sze ~| A~ - T, [¢Source () !

% Type:  auto follow up
+* Auto response from:  otobo@localhost
# \alidity:  valid

Comment:

@ or Cancel

N 1.7 ANNNNERN

Chapter 1. Administration Area



OTOBO Administration Manual, 8N 11.0

Edit Auto Response

x Mame: default reply (after new ticket has been create

* Subject RE: <OTOBO_CUSTOMER_SUBJECT[24]>

Response: B 1 U 8§ | 1= == i

i
i
I
[
B
]

Format - | Font - | size ~| A- [~ I, | [ Source Q) !

This is a demo text which is send to every ingquiry.
It could contain something like:

Thanks for your email. A new ticket has been created.

You wrote:
<0TOBO_CUSTOMER_EMAIL[G]>

Your email will be answered by a human ASAP
Have fun with OTOBO! ;=)

Your OTOBO Team

* Type:  auto reply
+* Auto response from:  otobo@localhost
# Validity:  valid

Comment:

N 1.8: NNNNNANN

11, NNAN
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ticket) otherwise only for new tickets created from a customer email. This automatic rep-
sonse does not apply if the ‘auto reply/new ticket” event type occours.

NNNN/NNN If the NN setting “follow up option’ is set to ‘new ticket” this event will be triggered if a
customer answers in a ticket, that is already closed. You can use this message to inform the
customer of the new ticket number.

NNANNANY * ANNNNANNNNENNNNNNNNN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNANNNNNNY NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NANNAN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.

For example, the variable <OTOBO_TICKET_TicketNumber> expands to the ticket number allowing a
template to include something like the following.

’Ticket#<OTOBO_TICKET_TicketNumber>

NNNNNNNNNNNY

’Ticket#2018101042000012

11.3 NN
NNNNNNNENANN NNNNNNNNNENAN NNNNNNNNNENNNNNNNNNNNNNNN NN NN NNNNNNNNNNNNNNN
NNNNNNNENNNNNNNNNNNNNNNNENEN
OTOBO provides a traffic light system based per default five levels of priorities to handle this task.
* Blue: very low
» Green: low
* Grey: normal
* Pink: high
* Red: very high
NNNNNNNEN DENNNN| DRNTRNNNNNNNNNNNNNNNNNNNNNNNN

Use this screen to add priorities to the system. A fresh OTOBO installation contains five default priority
levels. The priority management screen is available in the Priorities module of the Ticket Settings group.

NNNANN

AN NANENNNANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNANN

10 Chapter 1. Administration Area
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Reference

You can use the following tags:
<0TOBO_CUSTOMER SUBJECT[20]>
To get the first 20 character of the subject.
<0TOBO_CUSTOMER_EMAIL[5]>
To get the first 5 lines of the email.
<0TOBO_CUSTOMER_REALNAME>
To get the name of the ticket's customer user (if given).
<OTOBO_CUSTOMER_*>
To get the article attribute { e. 9. <0TOBO _CUSTOMER From=, <OTOBO CUSTOMER To®>, <OTOBO CUSTOMER Cc>,
<0TOBO CUSTOMER Subject>, <OTOBO CUSTOMER Body=).
<O0TOBO_CUSTOMER_DATA_*>
Options of the current customer user data ( e. . <0TOBO_CUSTOMER_DATA UserFirstname>).
<OTOBO_OWNER_*>
Ticket owner options ( e. 9. <OTOBO_OWNER_UserFirstname>).
<0TOBO_RESPONSIBLE_*>
Ticket responsible options ( e. §. <0T0OBO_RESPONSIBLE UserFirstnames).
<OTOBO_CURRENT *>
Options of the current user who requested this action (e. g. <0OTOBO_CURRENT UserFirstnames).
<0TOBO_TICKET *>
Options of the ticket data ( e. 9. <OTOBO_TICKET TicketNumber>, <OTOBO TICKET TicketID=,
<0TOBO_TICKET Queue>, <OTOBO TICKET State>).
<OTOBO_TICKET DynamicField *>
Options of ticket dynamic fields internal key values | e. g. <OTOBD_TICKET DynamicField TestField=,
<0TOBO_TICKET DynamicField TicketFreeTextl=).
<OTOBO_TICKET DynamicField_*_ Value>

Options of ticket dynamic fields display values, useful for Dropdown and Multiselect fields (e. g.
<0TOBO_TICKET DynamicField TestField value>, <0OTOBO TICKET DynamicField TicketFreeTextl Valuex).

<0TOBO_CONFIG *>
Config options ( e. g. <0TOBO_CONFIG_HttpType=).

Example response:
Thanks for your email.

You wrote:

<snip>
<QTOBO_CUSTOMER_EMAIL[G]> A
A Priority Management
Actions List
[+] Add Priority NAME VALIDITY CHANGED CREATED
1 very low valid 09/21/2020 17:08 (Europe/Berlin) 09/21/2020 17:08 (Europe/Berlin)
2 low valid 09/21/2020 17:08 (Europe/Berlin) 09/21/2020 17:08 (Europe/Berlin)
Filter for Priorities i ) )
3 normal valid 08/21/2020 17:08 (Europe/Berlin) 08/21/2020 17:08 (Europe/Berlin)
Just start typing to filter... 4 high valid 09/21/2020 17:08 (Europe/Berlin) 09/21/2020 17:08 (Europe/Berlin)
5 very high valid 09/21/2020 17:08 (Europe/Berlin) 09/21/2020 17:08 (Europe/Berlin)

N 1.10: NNNNANN

11, NNAN 1)
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(NN NNNN NN NN
PARNNNNNNN
ERINNINNINNN

Add Priority

* MName:

* Validity:  valid

@ or Cancel

(NN RINNNNNNN

AN: MNRNNNNNNNAN NRENN AN ANNAN AN N ANAN ANNNEN

AN ANNANNNNNNSANNNNNNNNNNNNNNNN S NN NNNNNNNNNNNN

(NNNNNNAN
(AN NN N NNN N NVNNNNNY
2. NN
3. NN AN N ANNAN RN

Edit Pricrity

* Name: 1very low

* Valigity:  valid

D - G - o

NN VANNNNNNNY

AN NANANNNANNNNNNNNANNNNNNNNNNNNN NN NNNNNNNNN

ARNANNANANNNANNNNNNANANNNNNNNNNNNNAN
ANANNAN . ANNNANNNNNANNAN

ANANNNNN - ANNNANNNNNNNNNNNNNNNNNNNNN
NNENNNNIN

12 Chapter 1

. Administration Area
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Motice

This priority is used in the following config settings:
s FACH:ApprovalTicketPriority
n PostmasterDefaultPriority
= Process::DefaultPriority
= Ticket::Frontend::AgentTicketBulk###PriorityDefault
r Ticket::Frontend::AgentTicketClose###PriorityDefault
n Ticket::Frontend::AgentTicketEmail###Priority
» Ticket::Frontend::AgentTicketFreeText###PriorityDefault
s Ticket::Frontend::AgentTicketMNotes ##PriorityDefault

Save and update automatically | Don't save, update manually

N 113 NNRNNNAN

ON: INNNNNNNNNNNNNNENNENNENNEN NN NN NN NN NN NN NN NN NN NNV A C LNNNNNNN NN N NN NN NN NN

NN

NNV NN N N N N NN NN NNV Y
AN ANNNAEN ANNNNENNNNNNNNNNENNNNENNNNNN ANNNENNNNEN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

11.4 QN

Teams need a workspace and the ability to dispatch work based on skill level, security level, department
or responsibility just to name a few. Other teams may also need to view or react to these requests as
well.

OTOBO uses queues to provide your teams with structure. Queues provide a powerful way to divide
and disperse the work to the responsible group of people.

Use this screen to add queues to the system. In a fresh OTOBO installation there are 4 default queues:
Raw, Junk, Misc and Postmaster. All incoming messages will be stored in the Raw queue if no filter rules
are defined. The Junk queue can be used to store spam messages. The queue management screen is
available in the Queues module of the Ticket Settings group.

ANAN

NN NN
1. MVNANANN NNNN NN

11, NNAN 13
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L. Queue Management
Actions List
NAME GROUP  COMMENT VALIDITY ~ CHANGED CREATED
. X . 09/21/2020 17:08 08/21/2020 17:08
Junk users All junk tickets. valid X .
ter for @ (Europe/Berlin) (Europe/Berlin)
Filter for Queuies o _ 09/21/2020 17:08 09/21/2020 17:08
Misc users All misc tickets. valid ) )
Just start typing to filter... (Europe/Beriin) (Europe/Berlin)
09/21/2020 17:08 09/21/2020 17:08
Postmaster = users Postmaster queue. valid
(Europe/Berlin) (Europe/Berlin)
All default incoming § 09/21/2020 17:08 09/21/2020 17:08
Raw users _ valid ) )
ti... (Europe/Berlin) (Europe/Berlin)

N 1.14: NNNRRNN

2. NNNNNAN
3. NN AN NN

AN: NNRNNNNRNEN ANEEN NN ANNAN AN & NN SSNNAN

NNNNNNNNY
[RNNNNNN NN
2. NNANN
3. NN AN N ANNAN NN

AN ANNANNNNNNNNNN NNV NNV NN NN

ANANNANANNNNNNNNNNNNNNNENNNNNNNNNNN
NNNENAN INNNNENNNNENNN

ANNNNNAN ANNNNNNNNNNNNNNNNNNNNNNEN
NNENNNNNY

AR: ANANNNNENNNNNNNNNNENNNNEN VNNV NN NNNN NNV SNV NNV NNNA CLANNNNNNNNANN

INANNNNANNNNR

NN

NNANNANANNANANNANAN ANNNANNNNNNNNN

AN * NNNNNNN SNNNNNNNRRNNNNNNNNNNNNNNNNNN ANNNNNNNNNN

NN NNNNNNNNNNNNNRNNNNENNNNN SNN:NNNN

N IRENNNEENNNNNANNNNENNNNNNNNNNNNNNNNENN

NNNNAAN ANNNNNNNNNNNNNENNNNNNNNNNNNNNNEEAN 0 SNNNNNNNNNNNNNNNNN
AN - NNNNNNEAAAN . NNNNNNNNNNNNNNNNNNNANN

14 Chapter 1. Administration Area
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Add Queus

* Mame:
Sub-queue of:
* Group:

Unlock timeout minutes:

Escalation - first response time:

[minutes):

Escalation - update time (minutes):

Escal

lation - solution time (minutes):

# Follow up Option:

* Ticket lock after a follow up:

* System address:

Default sign key:

* Salutation:

* Signature:

Calendar:
# \alidity:

Comment:

admin

0 = no unlock - 24 hours = 1440 minutes - Only business hours are counted.
If an agent locks a ticket and does not close it before the unlock timeout has passed, the

ticket will unlock and will become available for other agents.
( Notify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is not added a customer contact, either email-external or phone, to a new ticket
before the time defined here expires, the ticket is escalated.

{ Notify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is an article added, such as a follow-up via email or the customer portal, the
escalation update time Is reset. If there is no customer contact, either email-external or
phone, added to a ticket before the time defined here expires, the ticket is escalated.

( Motify by ]
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If the ticket is not set to closed before the time defined here expires, the ticket is
escalated.

paossible

Specifies if follow up to closed tickets would re-open the ticket, be rejected or lead to a
new ticket.

If a ticket is closed and the customer sends a follow up the ticket will be locked to the old
OWner.

Will be the sender address of this queue for email answers.

To use a sign key, PGP keys or S/MIME certificates need to be added with identifiers for
selected queue system address.

system standard salutation (en)

The salutation for email answers.

system standard signature (en)
The signature for email answers.

valid

@ or Cancel

11, NNAN

N 115: NNNNNN 15
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Edit Queue

#* Name:
Sub-queue of:
* Group:

Unlock timeout minutes:

Escalation - first response time

{minutes):

Escalation - update time (minutes):

Escalation - solution time (minutes):

* Follow up Option:

* Ticket lock after a follow up:

#* System address:

Default sign key (ctobo@locathost):

* Salutation:

* Signature:

Calendar:
# \alidity:

Comment:

Misc

0

0 = no unlock - 24 hours = 1440 minutes - Only business hours are counted.

If an agent locks a ticket and does not close it before the unlock timeout has passed, the
ticket will unlock and will become available for other agents.

( Notify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is not added a customer contact, either email-external or phone, to a new ticket
before the time defined here expires, the ticket is escalated.

( Notify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is an article added, such as a follow-up via email or the customer portal, the
escalation update time is reset. If there is no customer contact, either email-extermnal or
phone, added to a ticket before the time defined here expires, the ticket is escalated.

( Notify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If the ticket is not set to closed before the time defined here expires, the ticket is
escalated.

possible

Specifies if follow up to closed tickets would re-open the ticket, be rejected or lead to a
new ticket.

No

If a ticket is closed and the customer sends a follow up the ticket will be locked to the oid
owner.

otobo@localhost ||

Will be the sender address of this queue for email answers.

To use a sign key, PGP keys or 5/MIME certificates need to be added with identifiers for
selected queue system address.

system standard salutation (en)

The salutation for email answers.

system standard signature (en)

The signature for email answers.

valid

All misc tickets.

@ or EEVCELL LT or Cancel

16
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Motice

This queue is used in the following config settings:
® Ticket::Frontend::CustomerTicketMessage# ##QueueDefault
n Ticket::Frontend::UserDefaultQueue

You can either have the affected settings updated automatically to reflect the changes you just made
or do it on your own by pressing ‘update manualhy’.

Save and update automatically | Don't save, update manually

N 1.17: NNNNANN

AR: ANRNNNNNNNNNNANNN NNV NNNNNNNN

Notify by Notify before time limit is reached (in percent).
NN - NNNENANAN INNNNENNNNNENNNENNNN

Notify by Notify before time limit is reached (in percent).
NN - NNNENNNEN . NNNNNNNNNNENNNNNNNNNN

AR: NNNNNNNNNNNNNENNNEN

Notify by Notify before time limit is reached (in percent).
NN AN NN NN NN NN N NN
INNNNENNNNNNNNNNNY
NNENNNNNN NN NN
NN The follow up will be rejected.
QA
See NNNN chapter for more information.
NENENNNNEN * NN NNNN AEN AN SNNNENNNNEENNNN NN NN NN NN NN NN NN NN NN NN NN NN NN

N NN NNNNNNNNNNNN SNNNNNN NNNEN

NNANAN * NRAN NNV ANNNNENNNNNENNN

AN NNNNNNNIDN AN NN ANNNNNNNAN

NENNEN NENNNNNNNNNN PGPRN N S/MIMERNN N NNNN RNNN NNNNNNNNNNNNNNNNNN

11, NNAN 17
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NNV NNNNNNENNNN
NN RN NNN NN
AN NNNENNNNNNNNNENN NN ARNN NNEN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNRNNNANAN NNNRNNNNNNNNNNANNNNNENNNNENNNNNNNNNNNNNNNANN
AN NRNNNNNNNNNNNNNAN

11.5 NN N NNAN

NNNNNNNANNNNANNNNNNNNNNNNNNNANNNNNNNN NN NN NN NN NN NN NN NNV NN NNV NN NN NN NN NN NNV NNNNNNNY

OTOBO gives you the power to quickly assign the appropriate automatic responses to any queue,
containing pertinent service information, ensuring this information reaches your customers before ex-
pectations aren’t reached.

NANANNNNNNNNNNNNENNENNENNN ANNANNN ANNN AN NNNNANNN ANAN

# Manage Queue-Auto Response Relations
Actions Overview
Junk default reply (after new ticket has been created) (auto reply)
) Misc default reject (after follow-up and rejected of a closed ticket)
Filter for Queues .
Postmaster (auto reject)
Just start typing to filter... Raw default follow-up (after a ticket follow-up has been added)

{auto follow up)
default reject/new ticket created (after closed follow-up with

Filter for Auto Responses new ticket creation) (auto reply/new ticket)

Just start typing to filter...

N 118 NNANNNNAN

NNNNNNNNNNY

NNV NN NN
1. AN AN NNANNNNN
ZARNNNNNNNNNNNNNNN
3. NN AN N ANNAN NN

AR NNNRNNNNENNNNNANNNNNANNNNNANNNNENNNAN ARNN NN

AN ANNANNNNNNNN NN NN NN NN NN NN NN NN
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Change Auto Response Relations for Queus Raw

N 1.19: NNNNNNNNNAN

NNINNNNNNN

NN NN N NN N Y NSNS NN

auto reply-NNNN This automatic response will be sent to users, when they send a message to the queue,
and the message is not a follow-up message of a ticket.

auto reject NNNN This automatic response will be sent to users, when they send a message to the queue
and reject is set as Follow up Option in the queue settings.

auto follow up-0NNN This automatic response will be sent to users, when they send a message to the
queue and possible is set as Follow up Option in the queue settings.

NNNN/NNN This automatic response will be sent to users, when they send a message to the queue and
new ticket is set as Follow up Option in the queue settings.

auto remove-NNAN NNNNNNNNNNNNNNNNNENN

NN:  Auto reply, auto reject and auto reply/new ticket mutually cancel each other based on the NN
settings. Only one will take effect per queue.

11.6 NN

ANANNANANNANENN NNNANNNNNNNNNNNNNNNNNNAN

OTOBO provides you with the tools needed to create a standardized communication form for any one
of your queues. As defined in the Queue Settings: NN, NN, and NN are combined to ensure a well formed
standardized email communication.

NNANNANANNANN ANNNNNNNNNENNNNNNNNN

Use this screen to add salutations to the system. A fresh OTOBO installation already contains a stan-
dard salutation. The salutation management screen is available in the Salutations module of the Ticket
Settings group.

NN

ANNNNNNANN

11, NNAN 19



OTOBO Administration Manual, 8N 11.0

L. Salutation Management
Actions List
[+] Add Salutation NAME COMMENT WVALIDITY CHANGED CREATED

system standard Standard id 08/21/2020 17:08 08/21/2020 17:08
vali
salutation (en) Salutation. (Europe/Berlin} (Europe/Berlin)
Filter for Salutations

Just start typing to filter...

N 1.20: RRRNNNN

1. MVNANANN NNNAN NN
2. NNNNANAN
3. AN AN NN

AN: MNRNNNNNNNNEN NRENN AN ANNAN AN N ANNN ANNNEN

NNNNNNNANN
(RNNNNNNNNYNYNNNNY
2. NNANN
3. NN AN N ANNAN NN

AN NNNRRNNNENNNNNNNNNNNNN NN NNNRNNNNNNNNNEN

AN: ANNNNNNENENNAN ANEN AN AN ANNNNNNNNNENNNNENNNNNNNNN

NNNNN

ANNNNANANNNNANNANAN ANNNANNNNNNNNN
NN ANV NN NN NN NS S N NN NS SN NN N NN NN YN
NN * ANNNNNNNNENNAN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

N NNNNNNNNNNN NNV NNV NNV NN NNV NNNNNN

NNNYN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.

For example, the variable <OTOBO_CUSTOMER_DATA_UserLastname> expands to the customer’s last
name to be included in something like the following.
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Add Salutation
*= MName:
* Salutation: g 5 U & |z := Elz 2 2= =
Format - | Font - | size - | A~ B}~ T, [¢Source () !

* Validity: | valid

Comment:

@orcancel
N 1.27: NNNNNAN
1.1, NN

21
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Edit Salutation

% Wame: system standard salutation (en)

= Salutation: B T U S |:= ==
- =

Format - | Font u

[
B
I

- A~ [}~ T, [ Source Q) !

Dear <0OTOBO_CUSTOMER_REALMNAME>,

Thank you for your reguest.

# \alidity: ~ valid

Comment:  Standard Salutation.

N 1.22: NNNNARNN
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Hint

You can use the following tags:
<OTOBO_OWNER_*>
Ticket owner options (e. . <OTOBO_OWNER_UserFirstnames>).

<0TOBO_RESPONSIBLE_*>
Ticket responsible options (e. g. <0TOBO RESPONSIBLE UserFirstname>).

<O0TOBO_CURRENT *>
Options of the current user who requested this action (e. 0. <0TOBQ_CURRENT UserFirstname>).

<0TOBO_TICKET_*>
Options of the ticket data (e. . <OTOBC_TICKET TicketWumber=>, <OTOBO_TICKET TicketID>,
<0TOBO TICKET Queue>, <OTOBO TICKET State>).

<0TOBO_CUSTOMER_DATA *>
Options of the current customer user data (e. g. <0TOB0_CUSTOMER_DATA UserFirstname>).

<0TOBO_CONFIG_*>
Config options (e. 0. <OTOBO_CONFIG_HttpType=).

Example salutation;
Dear <0TOBO CUSTOMER REALNAME>,

Thank you for your reguest.

N 1.23: NNNAN

’Dear <OTOBO_CUSTOMER_DATA_UserFirstname> <OTOBO_CUSTOMER_DATA_UserLastname>,

NN NNNNNNY

’Dear Lisa Wagner,

1.1.7 NNNAAN

Your organization must meet the time demands of your customers. Timely service matters. Response
to questions, updates on issues, and solutions must be provided in an agreed amount of time. The
agent must receive notification of possible breaches, to prevent ticket escalation.

OTOBO scales well with your needs and offers management of service level agreements (SLAs). OTOBO
provides you with the possibility to create numerous service level agreements covering all of your ser-
vice and customer need. Each SLA can cover multiple services and define the availability of service and
escalation periods.

Use this screen to add service level agreements to the system. A fresh OTOBO installation doesn’t
contain any service level agreements by default. The service level agreement management screen is
available in the Service Level Agreements module of the Ticket Settings group.

aN:

To use this feature, Ticket : : Service must be activated in the NNNN under the Administration group to
be selectable in the ticket screens. You may click on the link in the warning message of the notification
bar to directly jump to the configuration setting.

11, NNAN 23



OTOBO Administration Manual, NN 11.0

w SLA Management

Actions List

s cower  wem o cwe
No data found.

Filter for SLAs

Just start typing to filter...

N 1.24: NRRNNNNNNN

NNNNNNANN

AN ARNNANNNNNNNNNNNNNNNNNNEN N AN SNNNNNNN

NNNNNNNNNANNN
1. NNANNAN NNSLA NN
2. NNNNNAN
3. NN NN NNN
Add SLA
* SLA:
Service:
Calendar:
Escalation - first response time (Notify by )
(minutes): 0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
Escalation - update time (minutes): (Motify by ]
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
Escalation - solution time (minutes): (Motify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
* Validity:  valid

Comment:

@ or Cancel

N 1.25: NNNNNNNNEN

AN NNVNNNNENNNNNEN NNVEN SN AN SN N SR SNV

NN NNNNNNNN
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1. INNNNANNNNNNNNNNNNNNN
2. NNNAN
30 AN AN N NNNAN NN

Edit SLA
# SLA:  VIP Customers
Service:
Calendar:
Escalation - first response time |0 (Motify by )
(minutes): D = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
Escalation - update time (minutes): |0 (Notify by ]
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
Escalation - solution time (minutes): |0 (Notify by ]

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
# \alidity: | valid

Comment:  This SLA is for VIP customers

@ or EETCELGRIGIEY W or Cancel

N 1.26: NNNNNNNNNN

AN: - NNNANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNV

NNANNANANNNNNANNNNAN ANNNANNNNNNNNN

SLA * NNNNNAN NNNNNENNNNNNNNNNNNNNNNNNNNN NNNNNNNNNNN
AN NNNANANSLANNNNAN NN

NNENNINY N NN N NN N N N SN N SN NN

AN - NNNNNNANANN - ANNNNNNNNNNNNNNNNNNNN

AN NNNNNNENNNNNNNNN NNV NNV NNNNNNNNNN

Notify by Notify before time limit is reached (in percent).
INNEN NN NN NN NN NN N N NN NN SN YNNI N

Notify by Notify before time limit is reached (in percent).
AN - NNNNENANYN - ANNNNNNNNNNNNANNNNNNN
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AR: NNNNNNNNNNNNNENNNAN

Notify by Notify before time limit is reached (in percent).

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNRNNNANAN NNNENNNANNNNNNNNNNNENNNNEN NNV NNV NNANN
NNEAN ANNNNNNNNNNENS LANNNNNNNNNNNNNNNN

11.8 NN

NNNNNNNNNNNNNY AN NNV NN N NN NN NN NNNNNNNNNNNNNNNNNNNN
NNV NNV NN NN NN NN NN NN NN NNV NNNNN

OTOBO allows adding all services offered to your customers. These services may be later bound to
NNNRAN to ensure a timely solution based on customer-specific agreements.

Use this screen to add services to the system. A fresh OTOBO installation doesn’t contain any services
by default. The service management screen is available in the Services module of the Ticket Settings

group.

A Service Management
Actions List
[ +] Add Service SERVICE COMMENT VALIDITY CHANGED CREATED
§ 11/17/2020 03:56 11/17/2020 09:56
Cable valid ) )
) (Europe/Berlin) (Europe/Berlin)
Filter for Services ) 11/17/2020 09:57 11/17/2020 09:57
Cable::Power valid i .
Just start typing to filter... (Europe/Berlin) (Europe/Berlin)
§ 11/17/2020 08:57 11/17/2020 09:57
Cable::USB valid i .
(Europe/Berlin) (Europe/Berlin)
X § 11/04/2020 20:52 11/04/2020 20:52
Computer Service Computer valid i i
(Europe/Berlin) (Europe/Berlin)
§ 11/17/2020 08:55 11/17/2020 09:55
Computer::Hardware valid i .
(Europe/Berlin) (Europe/Berlin)
Service § 11/04/2020 20:52 11/04/2020 20:52
Computer::Software wvalid i i
Comuter::... (Europe/Berlin) (Europe/Berlin)
_ o _ 11/03/2020 16:08 11/03/2020 16:08
Test service This is a test se... valid X .
(Europe/Berlin) (Europe/Berlin)

N1.27 NNANAN

NN:

To use this feature, Ticket : : Service must be activated in the NNNN under the Administration group to
be selectable in the ticket screens. You may click on the link in the warning message of the notification
bar to directly jump to the configuration setting.

NN

NN
1. MVNNNANN NNNN NN
2. NNNNAAN
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ERINNINNINNN

Add Service

* Service:
Sub-service of:
& Validity: ~ wvalid

Comment:

@ or Cancel

N 1.28: NNNNNN

AN: ANNNNNERNEN ANNEN NN ANNEN SN N ANAN SSNNAN

NNNVNNNNN
1. MNNNNNNNNNANN
2. NNANN
3. NN AN N ANNAN NN

Add Service

* Service: Testservice
Sub-service of:
* Validity:  valid

Comment:  This is a test service.

@ or Cancel

N1.29: NNNNAN

AR NNNENNNNENNNNNNNNNNNNNNNENNNNNNNNNNNNNN

ON: ARNNNNNNNNNNNNNNNNNNNNNNN NN NN NN NN NN NN NNV NNNNN A C LNNNNNNNNNNNN]

NN NN NNNN

NNAN

ANANNNNANNNNANNANAN ANNNANNNNNNNNN

AN ANNNNNN ANNNNENNNNNNNNNNRNNNNENNNNEN ANNNNNNNNNN
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NN ANNNNNNNNNNNNNNNNNY NNNEN NNN:ANEN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NANNNNNNANN NNNNNNNNNNANNNNNNNANNNNN NN NANNNNNNNNNNNNNNN

AN NNNRNNNNNNNNNNANNNNAN ANAN & AN ANV NNENNNNENNN

11.9 NN

ANANNNNANNNNENNNNNNNY MNNNNNNNNNNNNANNNNENNNNNNNNNNNNNNNENNNNNANY

OTOBO provides you with the same tools here, as with NNN, to create a standardized communication
form for any one of your queues. As defined in the Queue Settings: NAN, NN, and NN are combined to
ensure a well formed standardized email communication.

NNANNANANNAN AANN NNNNNNNNNNNNAN

Use this screen to add signatures to the system. A fresh OTOBO installation already contains a standard
signature. The signature management screen is available in the Signatures module of the Ticket Settings
group.

A Signature Management
Actions List
MAME COMMENT VALIDITY CHANGED CREATED
system standard Standard valid 09/21/2020 17:08 09/21/2020 17:08
signature {en) Signature. (Eurcpe/Berlin) {Eurcpe/Berlin)

Filter for Signatures

Just start typing to filter...

N 1.30: NNNRRN

(NN

NNNNNNNNN
[RNNNNNNNNNNNEY
2. NNNNNAN
3. NN AN NN

AR NNANNNNANEN ANANNN NN ANNAN SN N ANNN NN

NN NN
1. NVNNENNNNNANN
2. NN
3. NN AN N ANNAN RN
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Add Signature

* MName:

# Signature:

1]
L[}
lih
[[]
i)

- | Size - | A~ A~ T, [0 Source () !

# Malidity:  valid

Comment:

@ or Cancel

N1.37: NNNNAN

11, NNAN
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Edit Signature

= Name: system standard signature (en)

* Signature: B I U S|z := 3

m
il
m
i)
]

Format - | Font - Sze ~ | A- - T, | [¢Source

Your Ticket-Team

<0TOBO_Agent_UserFirstname:> <0TOBO_Agent_UserLastname:

Super Support - Waterford Business Park
5201 Blue Lagoon Drive - 8th Floor & 9th Floor - Miami, 33126 USA
Email: hot@example.com - Web: http://www.example.com/

* Validity:  wvalid

Comment:  Standard Signature.

D - IR =~

N 1.32: NANNAN
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AN NNNENNNNNNNNNNENNNNNNNNNENNNNNNNNNNENNN

AN ANNNNNNANANAN ANAN AN AN NNNANNNNNNNNNNNNNNENNNNNNN

NNAN

NNANNNNNANNANANNANAN ANNNANNNNNNNNN
NN AENNNNNN NN NSNS N N N N N NSNS NN N SN NN YN NN
NN AN NN N NN NN NN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNNNNNNNNN NNV NN NN NN NNNNNNNNNNN

NNAN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.

Hint

You can use the following tags:
<OTOBO_OWNER_*>
Ticket owner options (e. 0. <0TOB0_OWNER_UserFirstnames>).

<0TOBO_RESPONSIBLE *>
Ticket responsible options (e. 9. <0TOBC_RESPONSIBLE UserFirstnames).

<0TOBO_CURRENT_*>
Options of the current user who requested this action (e. g. <OTOBO_CURRENT UserFirstname>).

<OTOBO_TICKET *>
Options of the ticket data (e. 9. <0TOBO_TICKET TicketNumber>, <OTOBO_TICKET TicketID=,
<0TOBO_TICKET Queue>, <OTOBO_TICKET State>).

<0TOBO_CUSTOMER_DATA_*>
Options of the current customer user data (e. 9. <0TOBO_CUSTOMER_DATA UserFirstname>).

<0TOBO_CONFIG_*>
Config options (e. 0. <OTOBO_CONFIG_HttpType>).

Example signature:
Your OTOBO-Team

<0TOB0_CURRENT UserFirstname> <0TOBO CURRENT UserLastname:>

N 1.33: RN

For example, the variable <OTOBO_CURRENT_UserFirstname> <OTOBO_CURRENT_UserLastname>
expands to the agent’s first and last name allowing a template to include something like the following.
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Best regards,

<OTOBO_CURRENT_UserFirstname> <OTOBO_CURRENT_UserLastname>

NNNNNNVNNY

Best regards,

Steven Weber

1110 State pre-selection for Templates

1111 QN

ANANNNNNNNNANNNNNNNNNNNNANNNNNNNNN N NN NNNNNNN NN NN NNNNNNNNNN

OTOBO uses ticket states to ensure that your agents always know which tickets are being attended
to and which not. Additionally, detailed reports on the states of your tickets can be provided by
ticket search or reports and personalized sorting is possible using dashboards and queue and service
overviews.

NN NN NN NN NN SN N N NN N SO NN NN NN N NSNS
NNNANNN

closed successful-0NNN NNNNNNN NNNNNNNNNNNNNNN

closed unsuccessful-NNNN ANNNANNN NNNENNNNENNNNNNNNNN
merged-NNN NNNNNNNNENENNEN

new-NN NNNNNNNNNNNNNNNNNN

open-NNN NNNNENNNNNNNNNNNNNNNNNN

NN NN NN NN N SN N NN NN

NNNINNNNE NN NN N NN N NN

NNNVENN NN N NN NN

removed-NNN NNNNNENNNN

NN: Pending jobs are checked per default every two hours and forty-five minutes. This time is a static
time, which means the times are 02:45, 04:45, 06:45 and so on. The job can be run more often or seldom
and is configured in the System Configuration module of the Administration group.

Use this screen to add states to the system. A fresh OTOBO installation contains several states by
default. The state management screen is available in the States module of the Ticket Settings group.

NNAN

NNNNNNNNY
1. MNNNNANN NNNN ANN
2. NNNNNAN
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L. State Management
Actions List
NAME TYPE COMMENT VALIDITY ~ CHANGED CREATED
closed Ticket is closed X 08/21/2020 17:08 09/21/2020 17:08
closed valid X i
ter for S successful (Europe/Berlin) {Europe/Berlin)
Fiter for States closed Ticket is closed _ 09/21/2020 17:08 09/21/2020 17:08
closed valid ) )
Just start typing to filter unsuccessful (Europe/Berlin) (Europe/Berlin)
State for merged 09/21/2020 17:08 09/21/2020 17.08
merged merged valid
(Europe/Berlin) (Europe/Berlin)
Hint New ticket i 09/21/2020 17:08 09/21/2020 17:08
new new valid ) )
create... (Europe/Berlin) (Europe/Berlin)

Attention: Please also update the states in

X 09/21/2020 17:08 09/21/2020 17:08
SysConfig where needed. open open Open tickets. valid i i
(Europe/Berlin) {Europe/Berlin)
See also: https://doc.otobo.org/doc X .
pending auto X Ticket is X 08/21/2020 17:08 09/21/2020 17:08
pending auto X valid i i
close+ pending... (Europe/Berlin) {Europe/Berlin)
pending auto X Ticket is X 09/21/2020 17:08 09/21/2020 17:08
pending auto X valid . i
close- pending... (Europe/Berlin) {Europe/Berlin)
pending pending Ticket is o 09/21/2020 17:08 09/21/2020 17:08
wali
reminder reminder pending... (Europe/Berlin) {Europe/Berlin)
Customer X 09/21/2020 17:08 09/21/2020 17:08
removed remaoved valid . i
removed ... (Europe/Berlin) {Europe/Berlin)

N 1.34: NNANNAN

3. NN AN NN

Add State

* MName:
% State type:  closed
& Validity: | valid

Comment:

@ or Cancel

N 1.35: NRNNAN

AN: ANANNNNENEN ANANN NN ANNAN SN N ANAN SN

NNNNVNNNNN
1. MNNNNNNNNNANN
2. NN
3. NN AN N ANNAN NN

AR NNNRNNNNENNNNNNNNNNNNNNNANNNNENNNNN

ANANNNNNNNNANNNNNNNNNNNNNNNNNNNNNN
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Edit State

* Name: new
% State type:  new
 Validity:  valid

Mew ticket created by customer.

N 1.36: NRNNAN

Motice

This state is used in the following config settings:
= PostmasterFollowUpState
n PostmasterFollowUpStateClosed
= Ticket::Frontend::.AgentTicketBulk###StateDefault
n Ticket::Frontend::AgentTicketComposaf##StateDefault
= Ticket::Frontend::AgentTicketEmail##+#StateDefault
n Ticket::Frontend::AgentTicketEmailQutbound## # StateDefault
» Ticket::Frontend::AgentTicketFreeText###StateDefault
s Ticket::Frontend::AgentTicketMNotes##StateDefault

Save and update automatically | Don't save, update manually

N1.37: NNNNNNN
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NNNNNNNENNY NN NN NN
NNANNANN . NENNNNNNENNNNNNNNANNNNNNAN
AN NNNANN

AN ANANNNNANNNNENNNNNNNNNNNNNNNANNNNNNNN NNV NNV NN NNNNNNNANA CLNNNENNNNNN NN RNV NNV ANR

NN

ANNNNNNNANNNNNNNNNNN NNNNNNNNNNNNN

NN * AENNNAN SNEENNNNEENNNENNNNNNNNENNEN NESENNNNNNNE

NN ASNNNN NN NN NN N N NGO N NSO N NN NN YN N NSNS N
* closed-0NN

* merged-NNN
* new-NN

* open-NAN
NN
NN

* removed-NNN

AN: NANNNNENNNNNNNNNNANNNNENNNANAN AN & NN ANANNNANANNNNEN AN AN N8N
NNV

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNNNNNNNNN NNV NNV NN NN NNV NNNNNN

NNRNAN

NANARNNRNNRNAN NNNNNNNNNRNAN
* Daemon: :SchedulerCronTaskManager: : Task###TicketPendingCheck

* Ticket::StateAfterPending

1112 N

NNAMNNNNANNNNENNNNNNNNNNNN VNNV VNNV NNV NN NN NNV NN NN NNENN

OTOBO templates offer you a variety of ways to deal with standardizing communications and help to
pre-define texts so that the customer always receives the same level and quality of service from all
agents.

Use this screen to add templates for use in communications. A fresh OTOBO installation already con-
tains a template by default. The template management screen is available in the Templates module of
the Ticket Settings group.
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L. Ternplate Management
Actions List
[+] Add Template TYPE NAME ATTACHMENTS ~ COMMENT VALIDITY ~ CHAMGED CREATED DELETE
empty ) 09/21/2020 17:08 09/21/2020 17:08
Answer [i] valid ~ ~
ter ¢ answer (Europe/Berlin) (Europe/Berlin)
Filter for Templates test _ 09/21/2020 17:08  09/21/2020 17:08
Answer ] valid ) )
Just start typing to filter... answer (Europe/Berlin) (Europe/Berlin)
Auto
VIP . 11/19/2020 14:59 11/19/2020 14:59
Create 0 response for valid ) ) 7]
) customer (Europe/Berlin) (Europe/Berlin)
Hint VIPc...

A template is a default text which helps your
agents to write faster tickets, answers or
forwards.

Attention: Don't forget to add new templates
to queues.

N 1.38: NANNAN

NNAN

AN NNNANNNNENNNAN AN NNNNENNEN

NNNVNNNNN

1. MNNANANN NNNN NN

2. NNNNNAN

SN NINNMNNY
NNNNNNNNN

1. MNNNNNNNNNANN

2. NN

3. NN AN N ANNAN NN
NNRNNNNAN

1. MVNNNANNANANEN

PARNNINNENNY

AN: - NNNENNNNNNNNNNNNNNNNNNNNENNNNNNNNNNN

NN

NNV NN NN N N N NN NN NN NSNS
AN ANNNNRNNNANANNN NNNNNN

AN NNANNNNERNN

AN NNANNNNANNAN

NNEN To be used for writing an email to a customer user or to someone else.
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Add Template
* Type: | Answer
* Mame:
fempEE g 5 U s |2 i £ 22 = E|= =
Format - | Font ~| Size ~| A- - T, | [¢ Source () !
Attachments:
# \alidity:  valid
Comment:
@or(}ancel
N 1.39: NNNNNN
11, NN
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Edit Template
List
TYPE NAME
empty
Answer
answer
test
Answer
answer
VIP
Create
customer

* Type:  Answer

# Mame: empty answear

Tempiate: B r oy g |z = iz

Attachments:

# Validity:  valid

Comment:
CD - CRITTT - o=
N 1.40: NNNNNN
ATTACHMENTS ~ COMMEMNT VALIDITY = CHANGED
. 09/21/2020 17:08
0 valid )
(Europe/Berlin)
! 09/21/2020 17:08
0 valid ,
(Europe/Berlin)
Auto
. 11/19/2020 14:59
0 response for valid )
{Europe/Berlin)
VIP c...

NN EARNNNNYN

CREATED DELETE
08/21/2020 17:08
(Europe/Betlin)

08/21/2020 17:08
(Europe/Betlin)

11/18/2020 14:59
(Europe/Berlin)
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N NENNVNNN VNN

NN To be used to create notes.

AN ANNANNANAN

NNNNN To be used in process management to pre-fill text of articles in user task activity dialogs.
AN > NNNNNEN NNNNENNENNENNENNNNNNNNNNNNN NNENNNENNENN
NN The body of the article added by the template.
AN ANNNNNNNNNNNNNNN ANN AN NRNNNNAN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNENNNANAN NNNENNNNNNNVNNNNNNNENNNNENNNNNNNN NNV NNENY

NNAN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.

For example, the variable <OTOBO_TICKET_TicketNumber> expands to the ticket number allowing a
template to include something like the following.

’Ticket#<OTOBO_TICKET_TicketNumber>

NNNNNNNNNY

’Ticket#2018101042000012

1113 AN N AN
NNV NNNNNNNNNNN NNV VNN NENNVVNNNNNNNEN NN NNNNN
NNNNNNNNNNNNNNNNN

OTOBO empowers you to manage this providing you an overview to manage the 1:n relationships and
quickly identify the templates using your attachments.

ANNNNNNNNNNNANNNNNNNNNNNN NNNNNNNNNNNNNNNNNNNNNNNNNNY NNNNNN NN AN NNNEN AN

NNNNNNNNY

NN NN N NN
(NN NN N NNNNNYY
PANNNNNNNNNNN
3. NN AN N ANNAN RN
NNANNNNENNNANN
1 AN AN ANANNANNN
2. NNNNNNNNNNNNNANN
3. NN AN N ANNAN NN
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Reference

You can use the following tags:

<0TOBO_AGENT_SUBJECT[20]>

To get the first 20 characters of the subject of the current/latest agent article (current for Answer and Forward, |atest for Note
template type). This tag is not supported for other template types.

<0TOBO_AGENT BODY[5]>

To get the first 5 lines of the body of the current/latest agent article {current for Answer and Forward, latest for Note template
type). This tag is not supported for other template types.

<0TOBO_CUSTOMER_SUBJECT[20]>

To get the first 20 characters of the subject of the current/latest article (current for Answer and Forward, latest for Note template
type). This tag is not supported for other template types.

<0TOBO_CUSTOMER_BODY[5]>

To get the first 5 lines of the body of the current/latest article (current for Answer and Forward, latest for Mote template type).
This tag is not supported for other template types.

<OTOBO_OWNER_*>
Ticket owner options (e. g. <OTOBO_OWHER UserFirstname>).
<0TOBO_ RESPONSIBLE *>
Ticket responsible options (e. g. <0OTOBO_RESPONSIBLE UserFirstnames).
<OTOBO_CURRENT_*>
Options of the current user who reguested this action (2. g. <0TOBO_CURRENT UserFirstnames).
<OTOBO_TICKET *>
Options of the ticket data (e. g. <0TOBO_TICKET TicketNumber:, <0OTOBO_TICKET TicketID>,
<0TOBO_TICKET Queue>, <OTOBO_TICKET State>).
<OTOBO_TICKET DynamicField *>
Options of ticket dynamic fields internal key values ( e. 9. <0TOBO_TICEET DynamieField TestFields,
<0TOBO_TICKET DynamicField TicketFreeTextl:>).
<OTOBO_TICKET DynamicField *_ Value>

Options of ticket dynamic fields display values, useful for Dropdown and Multiselect fields [ e. g.
<0TOBO_TICKET DynamicField TestField value>, <OTOBO_TICKET DynamicField TicketFreeTextl Value>).

<OTOBO_CUSTOMER_DATA_+*>
Options of the current customer user data (e. g. <0OTOBO_CUSTOMER DATA UserFirstname=).

<OTOBO_CONFIG_ *>
Config options (2. . <OTOBO_CONFIG_HttpType>).

Mote: Create type templates only supports this smart tags: <0TOBO_CURRENT_*> and <OTOBO_CORFIG_*>

Example template:
The current ticket state is: "<0TOBO TICKET State>"

Your email address is: "<0TOBO_CUSTOMER UserEmail="

N1.42: NNAN
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& Manage Template-Attachment Relations
Filter for Templates Overview
Just start typing to filter... TEMPLATES ATTACHMENTS

Answer - empty answer Product Manual Annex ( troubleshooting-guide.doc )

Answer - test answer Service Agreement ( service-agreement.pdf )

Filter for Attachments Create - VIP customer

Just start typing to filter...

N 1.43: NNNNNRNNAN

Change Attachment Relations for Template Create - VIP customer

ATTACHMENT | ACTIVE
Product Manual Annex [ troubleshooting-guide.doc |
Service Agreement ( service-agreement.pdf )

@ or EETCELC R W or Cancel

N 1.44: NNNNANNAN

Change Template Relations for Attachment Service Agreement

TEMPLATE | ACTIVE
Answer - emply answer

Answer - test answer

Create - VIP customer a

@L‘rr LA R TR or Cancel

N 145 NINNNNANN

11, NNAN M
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AN: - ANNERNNNNENNNNNNNNNNNNN NN NNV NNNNNNNNNRNNAN

ANANNANANNNNENNNNNNNNNNNNNNNANNNNNNNNNNNNNNNAN NNNN AN NNV ANN

AN NNNNNNNNNNNNNNNNNNNNN

1114 NONAN

NNANNANANNNNENNNNNNNN NNV NN NNV NN NNNNNNNNNNAN

OTOBO can quickly aid you in ensuring that all of your teams have the correct templates available for

use by assignment based on the queue.

NNANNNNANNNNENNNNENNNNNN ANNNNNNNNNNNNNNENNNNNRNNNNNENN NNNREN NN AN AN N SN AENN

& Manage Template-Queue Relations
Filter for Templates Overview
Just start typing to filter... TEMPLATES QUEUES
Answer - empty answer Junk
Answer - test answer Misc
Filter for Queues Create - VIP customer Postmaster

Raw
Just start typing to filter...

N 1.46: NNNNRRRNNN

NN N NNNN

NN N NN
(NN NN N NNNNNYY
ZAENNNNNNNNNNNN
NNV NNNENNN

Change Queue Relations for Template Answer - empty answer

QUEUE ACTIVE
Junk
Misc
Postmaster
Raw

@ or EETCELCRLIE W or Cancel

N 147 NNNNNANNN

NNV NN N NN
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[RNNINNVINNNNNNNN
AN NNNN N NNNNNNNY
3. NN AN N ANNAN NN

Change Template Relations for Queue Misc

TEMPLATE ACTIVE
Answer - empty answer
Answer - test answer

Create - VIP customer

N 148: NINNNNNNN

AN: ANNENNNNNENNANNNNNNNNNN NNV NNNNNNNNNNNNAN

ANANNNNNNNNANNNNNNNNNNANANNNANNNNNNNNANANNNNNN NNNN NN NNNN NNN

N N NN NN N NN N NN

1115 AN

Good KPIs (Key Performance Indicators) require knowing the type of work your organization performs.
Not all tasks take the same amount of effort even when performed by the same team. Creating a
queue structure for this purpose can be overpowered due to the amount of configuration required to
create and manage a queue.

OTOBO provisions for KPIs with minimal overhead using ticket types. Typical types used in IT service
desks are unclassified, incident and problem. You can quickly define new types with ease.

Use this screen to add types to the system. A fresh OTOBO installation contains an unclassified type
by default. The type management screen is available in the Types module of the Ticket Settings group.

# Type Management
Actions List
Unclassified valid 09/21/2020 17:08 (Europe/Berlin) 09/21/2020 17:08 (Europe/Berlin)
Filter for Types

Just start typing to filter...

N 1.49: NUNAAN
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figuration setting.

NN: Ticket::Type must first be activated via NNNN under the Administration group to be selectable
in the ticket screens. You may click on the link in the warning message to directly jump to the con-

Please activate Type firstl —

N 1.50: NNNNAN

NN
NN
1. MVNANANN NNNN NN

2. NNNNAAN
3. AN AN NN

Add Type
* Name:

 Validity:  walid

@ or Cancel

N 1.51: NNNNNN

AR: NNNNNNNNNEN ANEEN NN ANNEN AN & ANNN SSNNAN

NNNNNNNWY
NNV NN

2. NNANN
3. NN AN N ANNAN NN

Edit Type

* Name: Unclassified

« Validity:  wvalid

N1.52: NNV

AN NNNRNNNNENNNNNNNNNNNNNNNENNNNNNNNNNNNNN

. Administration Area
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NN

NNANNANANNNNENNNNEN ANNNENNNNNNNY
AN * NNNNANN NNNANNNNNNNNNNENNNNNNNNANAN ANNNNNNNNNN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

1.2 NANAN

NNANNNNENNNNNANNNNNNNNNENNNNNANN NNANNNNANNNNENNNNNNNN NNV NNENNNNNNNN
NNANNNANANNNNANNNNNNNNNNNNNNN

OTOBO provides you with the tools to build teams, trust and security to better and uniformly serve
your customer. With system addresses you can assign your inbound mails to certain teams and allow
them all to use the same address without causing confusion by using team mailboxes via a mail client.
Templates, automatic answers, and attachment management let you leverage central management of
the most important communications. Many other tools are also available and covered in the sections
below.

1.2.1 ANNAN

Corporations may need to make general announcements to everyone or publish news to several groups
of agents or individuals. Also, OTOBO administrator may need to contact with specific agents regarding
an event.

OTOBO gives the administration the tool Admin Notification making sending announcements and news
to the masses of users accurate and timely, to target group of people, simple. Administrators can send
notifications based on a specific list of recipients, or a group of users inside OTOBO, with powerful text
editor enhanced content.

NNANNANANNNNENNNNENNNNNNNNAN INNNNENN NNNEN AN NANNN NNNN

NNNNNN

NNNNNNNNNNENNNNNN NNNNNNNNNENAY

AN > ANNNNNNNNNNNEN N8N ANAN

ANANNAN NNNNANNNNNENNNN ARNNNNNNNNANN
ANANNANN NNNNNNNNANNNAN ANNNNNNNNNNN

NNNNNNN With these radio buttons can be selected, if a group member needs read-only or read-write
permissions to receive the message.

Send message to role members One or more LN can be selected in this field, to whose members the
message will be sent.

Also send to customers in groups Select this checkbox to send the message also for customers in
groups.

NN:  This option is available only, if CustomerGroupSupport setting is enabled.
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Create Administrative Message

% From: support@otobo.org
Send message to users:
Send message to group members:

Group members need tohave @ ro

permission: w
Send message to role members:
Also send to customers in groups:

#* Subject:

*Bodv: B I U sz i i

N 1.53: NANNNNAN

m
1]}
il
m
i)
]
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NN RENNNNNN
NN RN NNY NN

1.2.2 NN

NNANNANANNANANN NNNNNNANANNNNNNNNNNNNNN
A NNNNNNNIN
« NNRRAN
« NNNNNNNNAN

ANANNNNNNNNNNNNNNNNN

OTOBO appointment notifications satisfies this need. Here an administrator can easily set notifications
with general rules, including trigger events and filters. Afterward, appointments fitting the bill notify the
correct users at the correct time.

Use this screen to add appointment notifications to the system. In a fresh OTOBO installation an ap-
pointment reminder notification is already added by default. The appointment notification manage-
ment screen is available in the Appointment Notifications module of the Communication & Notifications
group.

w Appointment Notification Management
Actions List
NAME COMMENT  VALIDITY = CHANGED CREATED EXPORT COPY DELETE
A Appointment 09/21/2020 09/21/2020
Export Notificat intme:
= port Nofifieations Ppa valid 17:08 17:08 & & .

reminder notification . X
(Eurcpe/Berlin) (Europe/Berlin)
Filter for Notifications

Just start typing to filter...

Configuration Import

Here you can upload a configuration file to
import appointment notifications to your
system. The file needs to be in .yml format as
exported by the appointment notification
module.

Durchsuchen... Keine Datei ausgewdhlt.

Overwrite existing notifications?

X Import Notification configuration

N 1.54: NNNNNNAN

NNNNAN

NNNNNNNENAN
(N NN NNNNNNNMNNN
2. NN Appointment Notification Settings NNNNNNNNNN
3. AN AN NN
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NNNINNNNNY
NN NNN NN NNV
2. NN Appointment Notification Settings NNNNNNNN
ERNNINNMININNNNVNNN

NNNNNNNNNIN
1. NN NNNNNNN
PANNINNINNN
List
NAME COMMENT  VALIDITY  CHANGED CREATED EXPORT COPY DELETE
Aopointment 09/21/2020 09/21/2020
Ppo valid 17:08 1708 L & W

reminder notification ) _
(Europe/Berlin) (Europe/Berlin)

N 1.55: NNNNANEN

NNNNNNNNENEN

(N NNNNN VNN NMNNN

2. ANNAINNNNNNNNAN Export_Notification. yml NN
NNNNNNNEN

1. NN AN AN

2. NNNNNNNAN . ym1 NNN

3. NRRNNNNNNNNNN NNNNNNN NNNN

EANNINNNNN NN

NNNNYY

NNNNNNNNNNNNNNNNENNN NNNNNNNNNNNNN
aN:

For an example, see the default appointment reminder notification which is included in a fresh OTOBO
installation.

NNNNN NN

AN+ NNNANAN MNNNNNNNNNNNNNNNNNNNNNNNNNN ANNNNNNNNNN
AN NNNRNNNNNAN NNNENNNNNENNNNNANNNNNENNNNENNNNNNNNNNANNNNRNN
NNANNANANNAN . ANNNANNNNNENNNNNNNNAN ANNNNNNNY

N NNNNNENNENENNNNEN NNNNENNNNENNNNNENNNNENNNN

N ANAANNNNNNNNNNENNNNN ANNNNNNNNNNNEN

ANNNANANNNNANNNNAN . ANNNNNNENNNNENNNNNNNNNNNNNNNENN NNNSNNNNNENNNNY
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Add Notification

* MName:
Comment:
Show in agent preferences: | No

Agent preferences tooltip:

This message will be shown on the agent preferences screen as a tooltip for this
notification.

Validity: | valid

N 1.56: NNNNAN - NN

Appointment notifications

NOTIFICATION = Choose for which kind of °
appointment changes you want

to receive notifications.

a

Appointment reminder notification

N1.57 NNNNNANNN

NNNNNNNAAN . ANNNNNNNNNNNNNN VNN NNV

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

NN

* Events

% Event:  AppointmentNotification

Here you can choose which events will trigger this notification. An additional appointment
filter can be applied below to only send for appointments with certain criteria.

N 1.58: NNNNAN - NN

Event * NNNNNNNNNNENENNNNNNNNNNNNNNNNNNNNNNNNNNNNNNAN
NNNNNRN
AppointmentCreate NNNNNNNANN
AppointmentUpdate NNNNNNNAN
AppointmentDelete NNNNNNNAN

AppointmentNotification This is a special appointment event that will be executed by the
OTOBO daemon in time. If an appointment contains a date/time value for notifications, as
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already described in this documentation, and such a notification date is reached, the OTOBO
daemon will execute this kind of event for every related appointment separately.

CalendarCreate NNNNNNNAN
CalendarUpdate NNNNNNNNN

NNNYN

* Appointment Filter

Calendar:
Title:
Location:

Resource:

N 1.59: NNNNAN - ANNNN

NNANNNNENNNNNNNNNNNNNNNENN
NNEN NNV NNNNNNNY

AN NNNNRNNNNNNNN
NNENNNNNNNNNNNNN
NNENNINN N NN NN NN NN

NNNNNNN

* Recipients

Send to: Al agents with (at least) read permission for the appointment (cal...
Send to these agents:

Send to all group members (agents
only):
Send to all role members:

Send on out of office: Also send if the user is currently out of office.

Once per day: Motify user just once per day about a single appointment using a selected transport.

N 1.60: NNNNAN - RN
AN NNANNNNNNNNNN ANNNNN
o NNANNNNANNNNENN
o NNANNNNENNNNNANNNNNENNAN
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» MNNNNNNNNNNNNNNNNNNNN

ANNANNANN . NNANNNNNNNNNNNNANNNANN
ANNNNNANNNANANNAN - ANNNANNNNNENNNNNNNNNNNNNAN
ANNEINNENAN - NNNNENNNNNNENNNNNNNNNNNNNNN

NNAAN ANNNNNNNNNNNNNNNYNNNNNNNNAN

NNRN Notify users just once per day about a single appointment using a selected transport. If this is
the first notification about an appointment, then the notification will be sent. If a notification was
already sent before and this option is checked, the OTOBO daemon will check the time the last
notification was sent. If there was no notification sent in the last 24 hours, the notification will be

sent again.

NNNNNN

w Notification Methods

These are the possible methods that can be used to send this notification to each of the recipients. Please

select at least one method below.

Enable this notification method:

Active by default in agent

preferences:

Additional recipient email

addresses:

Avrticle visible for customer:

Email template:

Enable emall security:

Email security level:

If signing key/certificate is
missing:

If encryption key/certificate is

missing:

Email

This is the default value for assigned reciplent agents who didn’t make a
choice for this notification in their preferences yet. If the box is enabled,
the notification will be sent to such agents.

An article will be created if the notification is sent to the customer or an
additional email address.

Alert

Use this template to generate the complete email (only for HTML
emails).

PGP and SMIME not enabled.

Skip notification delivery

Skip notification delivery

N 1.61: NNNNAN - NNAN

1.2.

NRNNNN
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ANNNANAN . NNNNNNNNNNNNNNNNNNNNNNNWe bNNNNNY

Active by default in agent preferences This is the default value for assigned recipient agents who
didn’t make a choice for this notification in their preferences yet. If the box is enabled, the no-
tification will be sent to such agents.

NNNNNNNNEN Additional recipients can be added here. Use comma or semicolon to separate the email
addresses.

NNANNANAN NNNENNNNENNNNNNNNNNNNNNNAN
AN NENNNNNNNNNNNN

NN:  Additional email templates can be added by placing a . tt file into the folder <OTOBO_Home >/
Kernel/Output/HTML/Templates/Standard/NotificationEvent/Email/. See the existing
email templates for an example.

NNV ANNNNNNNNNNNNNNN

NN:  NNNNENNNNSNN PGPRN N S/MIMENAN

NNNNNNAN AN NNNNNNNNNNNNNNNNNNNNNNENN
NPGPNN NAN PGP NNNNENNNNNNNNNNNNNNNNPGPANNNNNNNNNNN
NPGPNN NANPGPNNNENNNNNNNNNNNNNNNANPGPNNNNNNNNNNN
PGPNNNAN NPGPNNNNNNNNNNNNNNNNNNNNNNNNNNNPG PNNNNNNNNNNN
NSMIMENN NENS/MIMERNNNNNNNNNNNANNNNANENS /MIM ENNNNNNNNNNN
NSMIMERN NRNS,/MIMENNNNNNNNNNNNNNNNNNNNNS /MIMENNNNNNNNNNN
SMIMENRNEN NNS,/MIMENNNNNNNNNNNNNNNNNNNNNNNNNNNS /MIM ENNNNNNNNNNN

ON: NNNNANNNNAN PGPRN N S/MIMERRN

NN NN NN N NN NN NN NN NN
NENNINNN/NEN - NSENNNNNNNNNNNNNNNNEN

NANNAN

The main content of a notification can be added for each languages with localized subject and body
text. It is also possible to define static text content mixed with OTOBO smart tags.

AN ANNNNNANNAN
AN ANNNNNNNNNENN
ANANAN - NNANNNANNNANNNNNNNNNNNNANNNNN NN NN NNNNNNN NN NN NN NNNN NN NN NN NANNNNNNNNN

NN: Deleting a language in DefaultUsedLanguages setting that already has a notification text
here will make the notification text unusable. If a language is not present or enabled on the system,
the corresponding notification text could be deleted if it is not needed anymore.
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w Notification Text

¥ English (United States)
% Subject: Reminder: <OTOBO_APPOINTMENT _TITLE=

* Text: B I U S|z (==]

-olE

L]

Format - | Font -~ 8ize ~| A- B}~ T, [o Source |

Hi «0OTOBO_MOTIFICATION_RECIPIENT _UserFirstname:,

appointment "<OTOBO_APPOINTMENT_TITLE>" has reached its notification

Description: <OTOBO_APPOINTMENT _DESCRIPTION>
Location: <OTOBO_APPOINTMENT_LOCATION=
Calendar: m <OTOBO_CALENDAR_CALENDARNAME>
Start date: <OTOBO_APPOINTMENT_STARTTIME=>
End date: <OTOBO_APPOINTMENT_ENDTIME=
All-day: <OTOBO_APPOINTMENT_ALLDAY>

Repeat: <0OTOBO_APPOINTMENT _RECURRING:

<0TOBO_CONFIG_HttpType=.//<0OTOBO CONFIG_FODN>
/<0TOBO_CONFIG_ScriptAlias>index.pl? Action=AgentAppointmentCalendar(
AppointmentiD=<0TOB0_APPOINTMENT_APPOINTMENTID:>

N 1.62: NNNNNN - NNNN

[ ARNNNNN 53



OTOBO Administration Manual, 8N 11.0

NANNAN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.

* Tag Reference

Matifications are sent to an agent.

ou can use the following tags:

<0TOBO_APPOINTMENT TITLE[20]>
To get the first 20 character of the appointrment title.

<OTOBO_APPOINTMENT *>
To get the appointment attribute ( e. g. <0TOBO_APPOINTMENT APPOINTMENTID®, <0TOBO_APPOINTMENT STARTTIME-,
<0TOBO_APPOINTMENT DESCRIFPTION=)

<0TOBO_CALENDAR_*>
To get the calendar attribute ( &. §. <OTOBO_CALENDAR CALENDARID>, <OTOBO_CALENDAFR CALENDARNAME:,
<0TOB0_CALENDAR COLOR=>).

<OTOBO_*> or <OTOBO_NOTIFICATION RECIPIENT *>
Attributes of the recipient user for the notification ( e. g. <0TOBO_UserFullname> Of
<0TOB0_NOTIFICATION RECIPIENT UserFullname>).

<0TOBO_CONFIG_ *>
Config options ( e. g. <0TOBO_CONFIG_HttpType=).

Example notification:
Subject: Reminder: <OTOBO_APPOINTMENT _TITLE>

Text:
Hi <OTOBO NOTIFICATION RECIPIENT UserFirstname>,

appointment "<OTOBO_APPOINTMENT TITLE>" has reached its notification
time.

Description: <OTOBO_AFFOINTMENT DESCRIFTION>
Location: <0TOBO APPOINTMENT LOCATION>
Calendar: <OTOBO CALENDAR CALENDARNAME>
Start date: <OTOBO AFPOINTMENT STARTTIME>
End date: <0TOBO APFOINTMENT ENDTIME>
All-day: <OTOBO AFFOINTMENT ALLDAY>

Repeat: <OTOBO_ APPOINTMENT RECURRING>

N 1.63: RRNNNN

For example, the variable <OTOBO_APPOINTMENT_TITLE [20]> expands to the first 20 characters of
the title allowing a template to include something like the following.

’Title: <OTOBO_APPOINTMENT_TITLE[20]> ‘

NNNNNNNNNNNY

’Title: Daily meeting in the.. ‘

1.2.3 NANAN

NNV NNNNNNNNNNN NNV NN NN NN NN NNV NNV NN NNV NNV NN NN NNV NN NN NNNNNNY

OTOBO introduces the Communication Log module. It's designed to track the communication: building
and spooling the mail and the connection between client and server.
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NNNNNNNNNNNNNNNNNNNNNNNNN SNNN NNV SN ANNN SN

) Communication Log
Time Range Status for: Last 24 hours
Last 24 hours
Show only communication logs created in 2 2
specific time range. B :
No account activity No communication logs
Filter for Communications
Just start typing to filter...
= O
Hint No active communications Average processing time

Less than a second
In this screen you can See an overview about
incoming and outgoing communications.

You can change the sort and order of the
columns by clicking on the column header. If w* List of communications (0)

you click on the different entries, you will get m .
redirected to a detailed screen about the e 0 A |

message. 0-00f 0
STATUS TRAMSPORT = ACCOUNT ¥ START TIME END TIME DURATION
No communications found.

N1.64: NNNNNNAN

NNNNNN

NN NN NN NN NSNS S S S N NN NN S SN NN N S NS NN

ANAN NRNENNANNNNNNNNNNNENNNNNNNNNNNNNAN

AN NENNNNNNNNNNNNNNNNNNNNENNN

NNAN - NNRRNNNNNNNNNNNNNNNRNNNN

ANNNAN ANENNNNNNNNNNNNNNAN

ANANNANANNNNENNNNNNNNNNANNNANN ANNENNENNNNENNNNNNNNNNNNN NNV NNNNNNEN
NNNENNNNNNNNNNNNNNNNNNN

NNV NN NN NN NN NN NN NN NN NN

AN NNNNNNNNNNNNNNENNNNNN/ ANNNNNENNNNNRNN

AN NNNENNNNNNNNNNNNNNNENNAN FNNNNNENNNNENNVNNNNNNNNNNNNRNNNNNNNNNNNN

NNNNNNNNNNNENNNNNNNNNNENENENANNNEN  SNNNANNNNNNENNNNNNNNINNNNN NN NN NN NN NN NN NNNNNNN
Error NNAN

1.2.4 NNAN

The main channel of communication with the customers is often email. An organization consists of mul-
tiple departments or teams. Email addresses differ for each group which is servicing your customers.
You may have the following:

support@example.org
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Status for: Last 1 hour

X

Failing accounts
Mumber of accounts with problems: 2

-

Mo active communications

* List of communications (12)

All (12) Successful (8) Processzing (0)
STATUS TRANSPORT t—4 ACCOUNT
] mail.example.com
4 Email —
/ test (IMAP)
) mail.example.com
x Ermail —
/ test (IMAP)
_ mail.example.com
;4 Email —
/ test (IMAP)
) mail.example.com
® Email —
/ test (IMAP)
_ mail.example.com
x Email —
/ test (IMAP)
) mail.example.com
® Email —
/ test (IMAP)

¥START TIME

X

Failing communications
Number of reported problems: 6

@

Average processing time
4 seconds

1-6of &
EMD TIME

11/24/2020 14:20:16 (Europe/Berlin} ~ 11/24/2020 14:20:21 (Europe:

11/24/2020 14:10:06 (Europe/Berlin) = 11/24/2020 14:10:12 (Europe:
11/24/2020 14:00:17 (Europe/Berlin) = 11/24/2020 14:00:23 (Europe:
11/24/2020 13:50:02 (Europe/Berlin) ~ 11/24/2020 13:50:08 (Europe:
11/24/2020 13:40:12 (Europe/Berlin) = 11/24/2020 13:40:18 (Europe:

11/24/2020 13:30:03 (Europe/Berlin} ~ 11/24/2020 13:30:08 (Europe:

N 1.65: NNNNNN
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* Communication Log Overview (1)

STATUS A TYPE = ACCOUNT START TIME END TIME
. mail.example.com )
x Connection — / test (MAP) 11/24/2020 14:10:06 (Europe/Berlin) 1172472020 14:10:12 (Europe/Be

* Communication Log Details (2)

A PRIORITY  MODULE INFORMATION CREATED
Open connection to
1 E L Kernel::System::MailAccount: IMAP 'mail.example.com’ 11/24/2020 14:10:07 (Europe/Berlin)

(test).
IMAP: Can't connect to

2 X Kernel::System::MailAccount:: IMAP . 11/24/2020 14:10:12 (Europe/Berlin)
mail.example.com

N1.66: NNNNNNNNANN

hr@exapmle.org
sales@example.org

These addresses are just some examples, and you may have many more. Use these channels to receive
and send messages, and in mail clients, one can often send with the wrong address.

OTOBO manages as many email addresses for your teams as needed. All your email addresses,
whether for sending or receiving, are kept and configured nicely in one place. In the queue settings,
the correct address is always chosen preventing that someone working in multiple roles sends an email
out with the wrong account.

To enable OTOBO to send emails, you need a valid email address to be used by the system. OTOBO is
capable of working with multiple email addresses, since many support installations need to use more
than one. A queue can be linked to many email addresses, and vice versa. The address used for
outgoing messages from a queue can be set when the queue is created.

Use this screen to add system email addresses to the system. An email address is already added to the
system at installation time of OTOBO. The email address management screen is available in the Email
Addresses module of the Communication & Notifications group.

(NNNNNNAN

NNV
1. MVNANAN NNNNANNN NN
2. NNNNNAN
3. AN AN NN

AR: MNRNNNNNANNNNENNNNEN AN ANAEN AN N NRNN NNNRNN

NN:  Once an email address is added and set to valid, OTOBO cannot send an email to this address.
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L. System Email Addresses Management
Actions List
cunt sooess
OTOBO
otobo@localhost
System

Filter for System Addresses

Just start typing to filter...

Hint

All incoming email with this address in To or
Cc will be dispatched to the selected queue.

N 1.67: NNNRNNNNNN

Add Systemn Email Address

* Email address:

* Display name:

DISPLAY NAME

QUEUE

Postmaster

VALIDITY

wvalid

CHANGED CREATED
09/21/2020 17:08 09/21/2020 17:08
(Europe/Berlin) {Eurcpe/Berlin)

The display name and email address will be shown on mail you send.

* Queus:  Misc
& \alidity:  wvalid

Comment:

@ or Cancel

N 1.68: NNNNNNNNAN
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This prevents loopbacks which could crash your system. If you need to transfer information between
departments please use the ticket split option in the article menu. This will allow you to create a new
ticket to another team for assigning a task, for example.

Mark Print Split | Forward | Reply

N 1.69: NNNN

(NNNNNNNNNNNNNY
(NN NN NN NN
2. NNANN
3. NN AN N ANNAN NN

Edit System Email Address

* Email address: otobo@localhost

* Display name: QOTOBO System

The display name and email address will be shown on mail you send.
* Queue:  Postmaster

* Valigity:  valid

This system address cannot be set to invalid, because it is used in ong or more queue(s)
or auto response(s).

Comment: Standard Address.

@ or ETCELC RGN or Cancel

N 1.70: NNNNNNNEAN

NN NN N NS NN S S NN SN N NN NN YN NEY

(NNNNNNAN

NNV NN N NN NN NN NN NSNS

NNV NNV NN NNNNNN

ANAN * NNNNNNNNNANNNNENNNNNNNNNENNN NNV NNV NN
AN * INNNNNNNNNNNENNNNENNNN

AN NNNNRRNNNNNNNNNNNNNNNRNNNN SRNNNNNN INNNNNNN ANNNNNNN N Mail Account Settings RRN
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From: OTOBO Feedback =marketing@etobo.com=
To: Your OTOBD System =otobo@localhost=
Subject: Welcame to OTOBO!

N 177 NNANN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN: ANRNNNNNNNNNNNNNANANNANAN AN N NNENN

AN NNNNNNNNNNN NNV NN NN NN NN NNV NN

1.2.5 PGPON

NNANNNNANNNNENG D PR (NNRNN NNNERNNA) NNV NN NN NNV NNNNNNNNNENG D PRENNNNNNNNNNNNNNNNANN NN

OTOBO empowers you to encrypt communications where needed by means of S/MIMENN or PGPNX,

AN ANNANNNNNNNNNNNNNNNNNNNNNNNN

NNANNANENNPGPNNNPGPANNNNN ANNAN AN PGPRN NNNANN

& PGP Management

Notice List
TYPE STATUS IDENTIFIER BIT KEY FINGERPRINT CREATED EXPIRES DELETE

To be able to use PGF in OTOBO, you have to Mo data found.
enable it first.

& Enable PGP support

N1.72: PGPNNRN

NNPGPRN

NN: To be able to use PGP keys in OTOBO, you have to activate its setting first.

NNNNNNPGPRRN
1. MVNANAN ANPGPAN NN
AN N NN NN NN
3. MNRRNNNNNNPGPRNNNNY
ZNNENNRNNN
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Motice

To be able to uze PGP in OTOBO, you have to
enable it first.

= Enable PGP support

N1.73: NNPGPAN

Add PGP Key
* PGP key: Durchsuchen...  Keine Datei ausgewahlt.
@or Cancel
N 1.74: NNPGPRNNN
NNNNNNPGPRNN

1. ANPGPNNNNNNNNNNAN

PANNINNINNN
List

TYPE STATUS IDENTIFIER BIT KEY FIMGERFRINT CREATED EXPIRES DELETE

No data found.

N 1.75: NNPGPNNNN

AN NINNNRNNNNNPGPRNNNNNNNNNNNNNPGPNRN

PGPNNAN

Core — Crypt — PGP

1.2.6 NANNANAN

NNRNNNNENNNNENNNNNNNN NN NN NN NN NN NN NN NN NN NN NN NN NNNNNNNN

OTOBO uses so-called postmaster filters to read the emails envelope and take further action. Depend-
ing upon, for example, a subject or sender, an email bound for the service desk could land in a sub-
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queue or be redirected to a completely different team to create transparency and give your customer
the fastest service possible.

ANANNANENNNNENNNNNNNNNNANNAN SNNN NNNAN AN MNNNENNAN SNNN

L. PostMaster Filter Management
Actions List
No data found.
Filter for PostMaster Filters
Just start typing to filter...
N 1.76: NNNNNNNNNNNN
NANNRNNANN

NN:  When adding or editing a postmaster filter, please keep in mind that they are evaluated in ASCI-
lbetical order by name.

NNNNNNNNENNNNNN
(RNNNNNN NN NN NN NNMNNNY
2. NNNNNAN
3. NN AN NN
NNNNNNNNNNNNANN
1. MNNNNANNNNENNNNNNNNNANNAN
2. NNANN
3. NN AN N ANNAN NN
NNV NN NN
1. MNNANANNNNENNNNENNNN
PANNINNENNNY

List

NAME DELETE
SPAM Filter W

N 1.77: NNNNNNNNNNAN

AN: - NNNANNNANNNNNNNNANNNANNNNNNNNANNNANNNNNNN NN NNNNNNN
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NANNANNANN

NNANNANANNNNANNANAN ANNNENNANENNN

* Example
Filter Condition
Header1: | To Value 1: | (meltestj@example.com
Set Email Headers
Header 1:| X-OTOBO-Queus Value 1: SomeQueue

N1.78: NNANNNNNANNAN

NNNNNNNENNNAN

Add PostMaster Filter

*= Name:

* Stop after match: | MNo

N 1.79: RRNNNNNNAN - NN
AN RNNNAEN ANNNNENNNNNANNNNNENNNNENNNNEN ANNNNNNNNEN

AN:  When adding or editing one of the postmaster filters, remember multiple filters may apply
to a single mail. Rules are executed and sorted by the ASCII value of the names. Based on the
sorted order in the overview, they are applied from top to bottom. Look at the ASCII table to see
how to sort your names based on the ASCllbetical order.

NNNEN * Postmaster filters are evaluated in ASClibetical order. This setting defines the evaluation of the
subsequent postmaster filters.

NN NN NN NN
N NNNANNNNNNNNANNNNNNNNNNNENNNAN

NNNYN

ANANNANANNNNENNNNNNNNNNNNNNNANNANENNNAN ANNNNENNNNNNNNNNNNNNNNNNANN

Search header field ... for value Select a mail header or an x-0T0BO header from the first drop-down
list, and enter a value as search term for the selected mail header to the second field. Even regular
expressions can be used for extended pattern matching.

A list of mail header entries can be found in RFC5322. Itis also possible to define x-0TOBO headers
as filter condition. The different x-0TOBO headers and their meaning are the following:

X-O0TOBO-AttachmentCount NNNNNNNNNNNNNNNNNENO NNNNNNNNNNN
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w Filter Condition (AND Condition)

Search header field: for value:

Megate:

Search header field: for value:

MNegate:

N 1.80: NNNNNNNNAN - NNNNN

X-OTOBO-AttachmentExists Depending on whether attachments are included in the email this
X-0TOBO header is set to yes, or it has a no value if no attachments are included.

X-0TOBO-BodyDecrypted NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
X-OTOBO-CustomerNo NNNNNNNIDN
X—-OTOBO-CustomerUser NNNNNNNNNN

X-OTOBO-DynamicField-<DynamicFieldName> N <DynamicFieldName> NNNENNNNNNNNNNNN
NNNNNNNNNENNNNNNNNNNN otebookNNNN2010-11-20 00:00:008NNN1NN

X-0TOBO-FollowUp—* NNNNNNAN FollowUp NNNN NNNNNNNNNNNNANNNNNNNNNNEN

X-0OTOBO-FollowUp-State-Keep NNNNN TNNNNNNNENNNNNNNNNNN NNNNNNENNNNNNNN
KeepStateHeader NNNNNNN

X-OTOBO-Ignore If set to Yes or True, the incoming message will completely be ignored and
never delivered to the system.

X—-OTOBO-IsVisibleForCustomer NNNNNNNNNNNNNN NNWNAN O NN
X-0OTOBO-Lock Set the lock state of a ticket. Possible values are 1ocked or unlocked.

X-0TOBO-Loop If set to Yes or True, no auto answer is delivered to the sender of the message
(mail loop protection).

X-0TOBO-Owner NNNNNNNNNNNAN
X-0TOBO-OwnerID NNNNNNNNNNANIDN
X—-OTOBO-Priority NNNNNANNN

X-0TOBO-Queue NNNNNNNNNNNNAN ANNNANANNNNNNNNNNENNNNNNNNNNNNNNNAN
NRNNNNNNNNNNAN NNN:NNNN

X-0TOBO-Responsible NNNNNNNNNNNNY
X-O0TOBO-ResponsibleID NNNNNNANNNNNIDN

X-OTOBO-SenderType Set the sender type for the ticket. Possible values are agent, system or
customer.

X-O0TOBO-Service NNNNNNNANN NNNNNNNNANNNNN SNN:NNNN
X-0TOBO-SLA NNNNNNNNNNNNAN
X-O0TOBO-State NNNNNANN

X-OTOBO-State-PendingTime Set the pending time for the ticket (you should sent a pending
state via Xx—-0TOBO-State). You can specify absolute dates like 2010-11-20 00:00:00 or rela-
tive dates, based on the arrival time of the email. Use the form + $Number $Unit, where
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$Unit can be s (seconds), m (minutes), h (hours) or d (days). Only one unit can be specified.
Examples of valid settings: +50s (pending in 50 seconds), +30m (30 minutes), +12d (12 days).

AN: N +1d 12h NNNNNNNNNNNNNEEEN +36h NNNN

X-OTOBO-Title NNNNNNEN
X-OTOBO-Type NNNNNNEN

NN: These headers must be manually injected into the mail by means not provided for by OTOBO.
OTOBO only accepts X-0TOBO headers from trusted sources.

NN:
Mail Account Settings NNNNNNN
AN NNNRNNNNNNNNNNNNNNN

NNNYN

w Set Email Headers

Set email header: with value:

Set email header: with value:

N1.81: NNANNNNNAN - NNNAN
ANANNANANNNNNANNNNNNNAN

Set email header ... with value Select an x-0T0BO header from the first drop-down list, and add a
value to the second field that should be set as value of the selected X-0TOBO header.

NN:

The X-0TOBO headers are already described above.

1.2.7 NNANNNNAN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNY ANNNNNNNNNNNNNN

OTOBO eases setup for email mailboxes. OTOBO manages polling one or multiple email mailboxes of
any internet standard type.

ANANNANANNNNENNN MNANNNANENN NNNAN AN ANENNNNEN NN

NN: When fetching mail, OTOBO deletes the mail from the POP or IMAP server. There is no option
to also keep a copy on the server. If you want to retain a copy on the server, you should create
forwarding rules on your mail server. Please consult your mail server documentation for details.
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L. Mail Account Management
Actions List
[+] Add Mail Account HOST/USERNAME TYPE COMMENT
mail.example.com Thisis a X
IMAP X valid
/ test mail ac...

Filter for Mail Accounts

Just start typing to filter...

Hint

All incoming emails with one account will be
dispatched in the selected queue.

If your account is marked as trusted, the
X-0TOBO headers already existing at arrival
time (for priority eic.) will be kept and used, for
example in PostMaster filters.

Outgoing email can be configured via the
Sendmalil* settings in System Configuration.

N 1.82: NNNNANAN

VALIDITY

CHAMNGED CREATED DELETE RUN NOW!
11/20/2020 14:57 11/20/2020 14:57

. i Fetch mail
(Europe/Berlin) (Europe/Berlin)

AN NNANIMAPNNNNNNNANNNNENNNNNNNNNNNNNAN

All data for the mail accounts are saved in the OTOBO database. The bin/otobo.Console.pl
Maint::PostMaster: :MailAccountFetch command uses the settings in the database and fetches
the mail. You can execute it manually to check if all your mail settings are working properly.

On a default installation, the mail is fetched every 10 minutes when the OTOBO daemon is running.

NNNNNY

NNNNNNNNNNNY
1. DVNNENNN NNANEN NN
2. NNNNANAN
3. NN AN NN
NNNNNNNNNNNY
1. MUNNENENNNNNNNNNN
2. NN
3. NN AN N ANNAN NN
NNNNNNNNNNY
1. NVNNANNNNNNNNNNN
PR NNINNINNN

AN NNNANNNNENNNANANNNNNNNNNNENNN NNV NNNNNNNAN
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Add Mail Account

#* Type:
* Username:
* Password:

# Host:

IMAF Folder:

* Trusted:
# Dispatching:
# Validity:

Comment:

Edit Mail Account

* Type:
# Lsername:
* Password:

#* Host:

IMAF Folder:

= Trusted:
* Dispatching:
* Validity:

Comment:

IMAP

Example: mail.example.com

INBOX

Only modify this if you need to fetch mail from a different folder than INBOX.

Mo
Dispatching by email To: field.

valid

@ or Cancel

N 1.83: NNNNNNAN

IMAP
test

mail.example.com

Example: mail.example.com

INBOX

Only modify this if you need to fetch mail from a different folder than INBOX.

Mo
Dispatching by email To: field.
valid

This is a mail account test.

@ or EEVCELCRIGT W or Cancel

N 1.84: NNNNANAN

[ ARNNNNN
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List
HOST/USERMAME TYPE COMMENT VALIDITY CHANGED CREATED DELETE RUMN NOW!
mail.example.com Thisis a _ 11/20/2020 14:57 11/20/2020 14:57 _
IMAP , valid ) , | Fetch mail
/ test mail ac... (Europe/Berlin) (Europe/Berlin)
N 1.85: NNNNNNNN
INNNNNN

NNANNANANNNNANNNNEN ANNNENNNNENNN
AN ANNNNNNNNNNANNN ANNNNAN

IMAP
IMAPS
IMAPTLS
POP3
POP3S
POP3TLS

NNV NNNNNNY

NN AENNNNNNNN

(NNRENNNNNNNYN

IMAPRNN ARNNNNANNNNENNN NNNNNNNENN

Trusted *

If Yes is selected, any Xx-0TOBO headers attached to an incoming message are evaluated

and executed. Because the X-0TOBO header can execute some actions in the ticket system, you
should set this option to Yes only for known senders.

NN:

The x-0TOBO headers are explained in the filter conditions of NNNNNNNN.
Dispatching * NNNNNNNN NNN NNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNENTo:(NNR)NNNN . NNNNNNNNNNNNNN To:(NRN) NNNNNNNAN NNAN NNNN

NNNNNNNNNNNY NN To:(NRN) NNANNANANNNNENNNNNANNANANEN  SAN To:(RNN)
ARNNNNNANNNNANNNNNNNNNENNNNNANN Raw SNNNNNNNNNNENNNNNNNNNNNN

NN:

The postmaster default queue can be changed in system configuration setting
PostmasterDefaultQueue.

ANNNANN . NNENNNNNANNNNNANNNANAN NNNNNNNNNNNNNNENN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNRNNNANAN NNNRNNNNNENNNANANNNNNEN NNV NN NN NNANN
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POP3 and IMAP OAuth2 Authentification

Authentication via OAuth2 / OpenlD Connect is possible by using an additional package in OTOBO.

Please install the package MailAccount-OAuth2 in the OTOBO package management.

NN:  After installing the package sometimes a restart of the OTOBO webserver or container is needed.

Azure Configuration

Go to https://portal.azure.com

In the next step switch to “Azure Active Directory” and add a new “Enterprise Application®:

ece M~ < > L)) & portal.azure.com = N
= Microsoft Azure @) Upgrade 2 Search resources, services, and docs (G+/)
All services
@ Standardverzeichnis | Overview
Azure Active Directory
+ add ~ £ Manage terants  [F] What's new T Preview features A7 Got feedback?
@ Overview
')
B Preview features Microscft Entra has a simpler, integrated experience for managing all your |dentity and Access Management needs, Try the new Microsoft Entra admin center (Preview)! &
# Disgnose and solve problems
Manage Overview Monitering Properties Tuterials
& Users
% Groups A Search your tenant
BE External Identities

Basic information

&l Roles and administrators
Mamne Standardverzeichnis Users
& Administrative units
% Delegated admin partners Tenant 1D 933a05b6-09c3-4acd-Bles-deccdad10ec? I'n Groups
HE Enterprise applications Brimary damain stratherass onmicrasoft com Applications 0

; . . _
4 Devices Azure AD Free HEvices

H. App registrations

= Alert
1Z] Identity Governance e

B Application proxy [v] Your tenant has no alerts,
Q Upcoming TLS 1.0, 1.1 and 3DES deprecation
ecuriiy atiributes Please enable suppart for TL5 1.2 on
clients(applications/platform) to avoid any service
% Licenses impact
Learn maore [
b Azure AD Connect
¥ Customn domain names
My feed
2 Mobility (MDM and MAM)
Password reset
e Stefan Rother Azure AD Connect
& User settings £c1371ea-2598-457Te-9757-52404855¢789 [y ¥ @ Not enabled

Create your own application

Assign a name to the app

[ ARNNNNN
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eoe M~ < L)) & portal.azure.com = N

el e O

All services > Standardverzeid

1nis | Enterprise applications > Enterprise applications

=tz Enterprise applications | All applications

= Standardverzeichnis - Azure Active Directory
= Mew application Refresh & Download [Export) O Previewinfo == Columns [#] Preview features &7 Got feedback?

Overview

@ Overview View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.

X Diagnosg solve problems The list of applications that are maintained by your organization are in application registrations.

Manage 12 Search by application name or abject 1D Application type == Enterprise Applications Application ID starts with 3 Tir Add filters

822 Al applications 0 applications found

B Application proxy Name TL  Object ID Application 1D Homepage URL Created on
Mo results

F:,:’,L User settings

BH Collections

Security

& Conditional Access

[ Consent and permissions
Activity

3 sign-inlogs

Al Usage & insights

E Audit lags

®  Crovisioning logs

= Access reviews

@ Admin consent requests

& Bulk operation results

Troubleshooting + Support

& Virtual assistant (Preview)
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ese M~ < > L)) & portal azure.com =" N/

el e O

All services > Standardverzeichnis | Enterprise applications > Enterprise applications |

Browse Azure AD Gallery

I applications >

—+ Create your own application 57 Got feedback?

The Azure AD App Gallery is a catalog of thousands of apps asy to deploy and configure single sign-on (350) and automated user provisioning. When deploying an app from the App Gallery, you leverage prebuil
ar create your own application here, IF you are wanting to publish an applicat veloped into the Azure AD Gallery for other organizations ta discover and use, you can file  request using the process described in 1

# Search application Single Sign-an : All User Accaunt M. il [ fes - All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle SAP

aWws

®
Google Cloud
On-premises applications
Add an on-premises application Learn about Application Proxy Manage Application Proxy connectors
ire Azure AD Application Prowy to enable secure remate Leam her use Application Proxy to provide secure remote access Cannectors are ightweight agents that sit on-premises and facilitate
10 your on-premises applcations. the outbound connection 1 the Application Prowy service.
a Federated 550 2 Provisioning
Featured applications
ese M- < (] & portalazs B ¢ @ + H

All sarvices > Sta

werzaichnis | Entarprise applications » Enterprise applications | Allapplications

Create your own application *
Browse Azure AD Gallery

' Got leednack?

|+ Eroate your cwn apglication ¥ Got foodback?

sing Apglication Proxy, of wart to integrate ar
@an treate your own applcation here.

The

A0 Ap Gallery s i catalog of thousands of apps that make

i b, IF you are want

550} ard autom
AD Gallery for athe

app fram the Apg
an fie 3 request us

O CIBAE Our G 301

Wihiat's the name of your ape?

2 Search applcaton Singhe Sigr-on - AN User Accourt Marsgement : All Categories - ANl CTORD

Cloud platfarms Wihiat are you kacking to do with your spication?

() Configurs Agplcatian Pra ecure remate simess o & on-premises applicstion

Amazon Web Services (AWS) Google Cloud Platform Oracle

adws S

Google Cloud

On-premises applications

Add an on-premises application Learn abaut Application Praxy

st Presey to

sle secure remote scremn

D) Federated 550 () Provisioring

Featured applications
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The mailbox user must be assigned to the application. You will need the Application ID lateron in
OTOBO (Attention, the application ID of the “Enterprise APP” may differ from that of the “Application
Registration”. In this case, please use the Application/Client ID of the registration.).

eee M~ < 0 & portal azure.com [ ®@ M + ®|
= Microsoft Azure £ Search resources, services, and docs (G /) = & ® s & & !;r?::::ur-assm s
Home > Standardverzeichnis | Enterprise applications > Enterprise applications | All applications

222 OTOBO | Overview L
L

Entarprise Application
B Ouveniew Properties
[0 Deployment Plan

K Diagnse and solve problems

App -'

Manage .
bd74a80b-eai2305-078e-0.. [y

[l Properties

& Ouners E2b023b0-aB30-48eT- 8363, [
Getting Started
& Users and groups

3 single sign-on

° 3 -
ning 1. Assign users and groups D 2 provision User Accounts = 3.cConditional Access
&
E appicaton prosy Provide specific users and groups access ¥ou'l need 1o create user accounts in Secure access to this application with 2
the appiication custamizable access policy.
© Self-senice Learn mare Create 3 policy

£ Custom security attributes
(preview]

Security G

4, Self service

B Conditional Access B

i Permissions S,

Get started

Activity

D sign-in logs What's New

il Usage & insights

X 2 /n  Signin charts have moved!
Hie in 1 tion data. View insigh
ing logs
Troubleshoating + Support W Getting started has moved to Overy
The Gettng Started page has been replaced by the steps above

T Vintual assistant (Preview)

You will also need the domain’s tenant ID*
In the next step you have to add a new app in App registration.
Create a Redirect URL of type Web and a secret client key.

Redirect URL = https:;//<OTOBO address>/otobo/index.pl?Action=AdminMailAccount

Switch to “API permissions® and add “IMAP.AccessAsUser.All“ and “POP.AccessAsUser.All*
The Azure configuration is now complete. Please check whether port 143 and 993 are enabled.
OTOBO OAuth2 Configuration

Please switch to the OTOBO Admin Interface -> System Configuration now and enable the pro-
file / option OAuth2: :MailAccount: :Profiles###Customl.

In the next step, add the ApplicationlD/ClientID and the Client secret (You need the value, not the secret
id):
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ese @M~ < L1} & portal aznse com @ + H

5 - Micrasaft

D) 07080 - wecrusart Azurs 10 sssncanc B¥ Sucran der Mancanton- 5, dar Gkt

und dar Parnarzucrdrungsdutals in Azus Masksiplase.

Microsoft Azure O Smarch recaurces, sonices, and dacs (G+/]

Home

0 Standardverzeichnis | Overview S

zure Active Directory

fddd ants (% B2 Preview features A Got fesdback?
0 Overview
B Preview fesfures superionce for mansgirg all vaue lden i rels T 1
# Diagnose and sabve problems
Manage Overview  Monitaring  Properties Tustari
& Users
& Groups
Bk Esternal dentities Basic information
& = and administ
Har Standardverzeic User
A Acmiristrative s o o o
B Delegated acmin parirers 933805b-0e 3-4acD-B0eS-4eccdat | De Geoups
B Ererprise applicstions snotheross.camicras
e Azure AD Dwwices
B App registrations
£ Identity Govemance
Q Upcoming TLS 1.0, 1.1 and JDES deprecation
Please erable support for an
clients(applications/platfarm) to avaid any service
& Licerses mpact
B Azure AD Connect
& Custom domain names
My feed
Moility (MOM and MAaM)
T Password reset
AW stofan Rother b Azure AD Connect
eees M- < Lt & portal.azure.com
Standardvarzaichnis - Mcrsoft Azure Standardverzai Microgalt Azure, B Schnalistart: Raghiriann ainer Age bei Micresott idantity Flatfom -
i
Microsoft Azure £ Search resaurces, senvices, and dacs (G|
Al services » Standardverzeichnis
Standardverzeichnis | App registrations kS

o Active Directary

Refresh L

Ml registratios dpoints 47 Troubleshoatin swnload  F Preiew festures 5 Got feechack?

@ Overview

O Proview fustures
@ suating June

30th, 20120 wee will i lomger ackd amy new features to Azure Active Directory Authentication Ubrary (ADWL) and Azure AD Graph. We wil continue to provide technical support and security updates but we will no longer provide Seature

K Disgnose and sohe problems updates. Applications wil reed 1o be upgraded to Momsoft Authentication Library (MSAL) and Microsaft i
Manage
i Al applications  Owned applications  Deleted applcations  Apglications from personal account
Users —
2 Groups £ Stant typing & display name or application {cient) 1D 15 fiter these « i Add filters
BE External Identities
i Rizles and administ: ceount isn't listest as an owner of any applications in this directary.
B Admiristative units View all applications in the directory
B Dalegated admin View all applications from personal account
B Enterprise applicst

ices

App registrations. ‘___

Igentity Governance

L

#

censes
& Azure AD Connect
&) Custom domain names

PMoility (MO and MAM)

Passward reset
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ese M- < 1] § portalazie com X @ f + B
All sa Stars 5

Register an application - x
* Name

The user-fazing display name for this application {this can be thanged later),

o

Supported account types

AP

wse this appi

Qunits in this orgar

)] ey only {Standardverzsichnis only - Single tenant)

@) Accourts i any o

[Arry Azure AD d

fcaunts in any ergan ooy [y Azure AD d Multiterant) and persansl Micmsoft sccounts ie.g. Skype, Xbax)

ersanal Micrasoft a

Help me choase

Redirect URI (optional)

well ing the wser. Praviding this naw i optianal and
changed
w slaccourt |
eee M~ < L1} W portal azure.com R @t + B
e )

Stan

OTOBO = - *

o

Search ] Delete &3 Endpaints B Froview features
B oveniew @ 5ot 0 second? We would kove your feecack or Microsaft identity platfar (previousty Anure AD for developer]
& Quickstart
# Integration assissant ~ Essentials
Marsge Display rame o Client crecentials Al el O 3tc7e!, e —
- . pplicat DT 4805 aaf3- 43950782 D604 T B3 Radiract LURls 1 web, D sps, 0 paiblic chgrt
B Bearding & properties

Object ID : afaddeel-445 £-9bb3-e54d b0 Add an Application D LR

D Authentication

© 933005bG-09¢3-4ach-B0eS-beccdah | DecT

Certificates 6 secrets

Supported accol a5 © Multiple

I Token

B AP permissions @ Wirkcome to the rew and improed App regi Looking 1 learn baw it's changed from App registrations (Legecyl? Learm mare

& Expose an AP

@ searing hune
updates. Appli

#, 20120 we will i Iorger 2dd ary new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We wil continue to provide technical suppart and security updates but we wil no lcnger provide feature
s will need 1o be upgraded to Microsoét Authentication Library (MSAL) and Microsaft Graph. Lesen moee

L App roles

& Owners

& Roles and admink

A\ Saring November th, 2620 end users wil o kngar be able t2 grant consen 1o newy raginersd mlitenart apps wihout veriied publishers. Acd MPN 12t verfy gubliher
W Manifest

Get Started  Documnentation
Suppart + Traubleshoating E—

Build your application with the Microsoft identity platform

aen
and praty

The Microsaft identity plaform is an authentication service,
authentication salutions, 2

libraries, and appiication management tools. You can create madem, standards-based
5 and add sign-n far your us

N1.86: Please add a new client secret and note the value (not the secret id) as we need it later. It will only
appear during the creation and you will not be able to see it afterwards anymore. Apparently Microsoft
only allows a time of validity for two years max.
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eees M- < L1 i portalazun \ @© + =|
e
Al Stan serzaichnis | A rations > O ¢

OTOBO | Certificates & secrets =+ - b

¢ feedback?

arch

B overview
Cradentials enable confidential applications o idansify thems

& Quickstart scham

25 ta the au

nticatian sendce when raceving takens 3t a web addrssable locaban {using an HTTPS
teacl of 3 chent sacrat) as a cradarial

For & higher level of assurance, we recomenend using 2 cartficate

& Integration assistant

s smcrets med Tederatid sredentials can e b

Manage Li

B Bearding & propent

derated credentials (|

D Authentication Certificates (0} Client secrets (0)

Cortificates & secrets & secret string that the

cation Lses.

«—

Descriptian Expires Valug [ Secret 1D

o its igentity when

1 Tok

Mew clier

AP permiSsi

& Expose an AP

cllant secrets have bean craated for this applicatio

£pp roles

& Owners
& Roles and adminkstratars

m Man:

t

Suppart + Traubleshoating
£ Troublesheating

& Mew suppon reguest

ese @M~ < L) & portalazue.com 0 o]

All sarvicas

OTOBO | APl permissions = - b

p registrations > OTOBO

Search ) Rofresh

B Cvervie A ¥ou aee editing permissionis] to your application, users will have to consent even if they've aeady done so previoush:

& Quick
& Integratien assistant

Manage anset to ey it AP withaut verif birs. Ackl WPH 1T b sy

B Bearding & proper

D Authentication 1 The "admin consent reduired” cokumn shaws the default value for an arganizaticn. Haweer, user consent can be custcmized per pemmission, user, of 3pe. This column may not reflect the value in your cranzzson, o in argankatians where this app wil b

used Leam more
Cortificates & secrets

1! Toien cantigura

Configured permissions

are autharized 1o call AP when
ans the application needs, Lea

= AP permissions Appiic:
ll the p

ted perr

=

@ Expose an AP

| Adeapermission " Grant admin consent for Sandardverzaichnis

B App roles

B Owners APIJ Parmissions nams Type Doseriptian Admin consent requs.. Status
& Roles and adminktr “ Micr —
W Manifest IMAF dccissbsliser ] Dedegated Read and write access 1o mailboxes via IMAP. Mo A
) FOP Accassasliser A8 Delegated  Read and write access to mallbaxes via POP Mo -
Supgart + Troubleshoating s
T Delegated  Sign in and read user prafie ™ .

Z2 Troubleshooting

& Mew suppor reguest

w and manage permissicns and user consert, try Ener

N 1.87: Please click on “Add permission” and choose Microsoft Graph, then new delegated permissions
in the bar on the right. If Microsoft Graph is no show up as like in the screenshot.
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[:
2
5
5

In the option 0Auth2: :MailAccount: :Providers###MicrosoftAzure, please adjust the provider.
For AuthURL and TokenURL, the path “common” must be replaced by the TenantID.

DAuth2: MailAccount: Providess##EMicrosoftAzure

@ historie | | D Einstebung zuriicksetzen % Direkl-Link ko
]
-]
© o
o
eQ
-]
e o
-]
hak L]

Now the desired profile can be selected under Admin -> PostMaster Mail Account.

-~

L E-Mai-Kontenverwaliung

Aktionen E-Mail-Konto hinzufigen

= Typ | MAPOAuNZ

= Profil | MeROAUR2 (MicrosofAzure)

Hinwers

= Beruzemame | postach @

INBOX

® Veaut | Nem
= Verteilung  Vertsiung nach suspewahier Queuse
Systemkonfiguration

* Quous. | Junk

* Gifigkeit | giig

.,.1... Abbrochen

When you save your settings, you will be redirected to the Active Directory login. If everything works
as it is supposed to, you are redirected to the mail account overview after logging in and there is the
corresponding mailbox. Of course, it says IMAPOAuth2 and not IMAPS.

AN: it is important that you log in with the account that owns the mailbox. Otherwise errors can occur.
Sometimes it is helpful to use a private tab for this.

You can check on the console if fetching mails from the newly created account is successful:

otobo> bin/otobo.Console.pl Maint::PostMaster::MailAccountFetch

Or for a Docker installation:
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docker_admin> docker exec -t —u otobo otobo_web_1 bin/otobo.Console.pl,,
—Maint::PostMaster::MailAccountFetch

NN: Add —-debug for more verbosity

1.2.8 S/MIMENN

NNANNNNANNNNENNNNNNNN NNV NN NNV VNN NNV NN NN NN NNNN

OTOBO empowers you to encrypt communications where needed by means of S/MIMENN or PGPNN,

AN ANNANNNNNNNNNNNNNNNNNNNNNNNN

NNNNRNNENNS/MIMERNNS,/MIMENNNNN ANNAN AN S/MIMERN RNNN

a S/MIME Management
Actions List
[+] Add Certificate TYPE SUBJECT HASH FINGERPRINT CREATE EXPIRES DELETE
No data found.
[+] Add Private Key

Filter for Certificates

Just start typing to filter...

Hint
To show certificate details click on a certificate

icon.

To manage private certificate relations click on
a private key icon.

N1.88: S/MIMENNAN

NNS/MIMERN

NN: To be able to use S/MIME certificates in OTOBO, you have to activate its setting first.

NNNNENS/MIMERNNN
1. MVNANANN NNNN NN
AN N\ NN NN NN
3. NNNNNNANANS/MIMENEN
ZNNENNRNNN
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Motice

To be able to use SMIME in OTOBO, you have fo
gnable it first.

- Enable SMIME support

N 1.89: ANS/MIMERNN

Add Certificate

#* File: Durchsuchen...  Keine Datei ausgewahlt.

@ or Cancel

N 1.90: ANS/MIMENNNN

NN NNNANNAN ————— BEGIN CERTIFICATE ————- NANNASCINbase 64NNNNNNNNNNNNNNNNAN key .
pem N root.crtNcert . p7b NMNNNNNNNNNNNOpenSSLANN

NN NN
1. NVANNNAN NNNN NN
AN NN NN NN NN
3. NNNARNNNNANNNNN
4. AN AN NN

Add Private Key

* File: Durchsuchen... me@mydomain.com.key.txt

% Secret:  seresssrrssssssssseses

N 1.91: ANS/MIMERNAN

NNNNENS/MIMENNN
1. NNS/MIMENNNNRINNNNNNN
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PANNINNINNN
List
TYPE = SUBJECT HASH FINGERFRINT = CREATE EXPIRES DELETE
C =IL O = StartCom Ltd., OU =
Secure Digital Certificate Signing,
[EEl  cert aeB153b8 3E2B:F7... 2006-09-17  2036-09-17 W

CN = StartCom Certification
Authority

N 1.92: ANS/MIMENNEN

N NNNNENNENNS,/MIMERNNENNNNNNNNNNNNNNNNINNNNNNS /MIMENNN

S/MIMENNRN

Core — Crypt — SMIME

1.2.9 NNAN

ARNNNNANANANANNNNNNNNANANNNNNNN NNV NN NN NN NN NN NN NANANNN NN NN NN NANANN NN NN NNNNNNN

The flexible OTOBO is an industry leader in email communication and offers you complete control of

notifications based on any event in your system.

Use this screen to add ticket notifications to the system. In a

fresh OTOBO installation several ticket

notifications are already added by default. The ticket notification management screen is available in
the Ticket Notifications module of the Communication & Notifications group.

NNNNNN

NNNINNNNNNY
(NN NNNNNNNNINNN
2. NN Ticket Notification Settings NNNNNNNNNN
3. NN AN AN
NNNINNNNNY
NN NNN NN NNV
2. NN Ticket Notification Settings NNNNNNNN
ERNNINNMININNNNVNNN
NNNINNNNNY
(ANNNNN NN NN
PAINNINNVINNN
NNNYNNNNNNN

[ ARNNNNN
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# Ticket Notification Management
Actions List
NAME COMMENT  VALIDITY ~ CHANGED CREATED EXPORT COPY DELETE
3 ificati Ticket create 09/21/2020 09/21/2020
= e e valid 17:08 17:08 & @ a
notification : X
(Eurcpe/Beriin) (Europe/Berlin)
i ificati 09/21/2020 09/21/2020
Filter for Motifications Ticket emall delivery .
-~ i wvalid 17:08 17:08 & (4] W
) ) ailure notification
Just start typing to filter... (Europe/Berlin) (Europe/Berlin)
) ) 09/21/2020 09/21/2020
Ticket escalation X
Conf tificati wvalid 17:08 17:08 & (=] w
i i notification
onfiguration Import (Europe/Beriin)  (Europe/Beriin)
Here you can upload a configuration file to Ticket escalation 09/21/2020 08/21/2020
import Ticket Notifications to your system. R i i valid 17:08 17:08 X (4] 1]
The file needs to be in .yml format as exported warning notification (Europe/Beriin) (Europe/Berin)
by the Ticket Nofification module. . 08/21/2020 08/21/2020
icket follow-u| '
Durchsuchen.. Keine Datei ausgewahlt. P valid 17:08 17:08 & (4] o
notification (locked) ) )
(Europe/Beriin) (Europe/Berlin)
Overwrite existing notifications? 09/21/2020 09/21/2020
Ticket follow-up
_— . N N valid 17:08 17:08 * 4] W
X Import Motification configuration notification {unlocked) . "
(Europe/Beriin) (Europe/Berlin)
) 09/21/2020 09/21/2020
Ticket lock timeout §
valid 17:08 17:08 & 74} W
notification : X
(Europe/Beriin) (Europe/Berlin)
09/21/2020 09/21/2020
Ticket new note )
i i wvalid 17:08 17:08 & (4] W
notification § X
(Europe/Beriin) (Europe/Berlin)
Ticket pdat 09/21/2020 09/21/2020
icket owner update
. valid 17:08 17:08 & & ]
notification : X
(Europe/Beriin) (Europe/Berlin)
Ticket pending 09/21/2020 09/21/2020
reminder notification valid 17:08 17:08 r 3 (4] 1]
(locked) (Eurcpe/Berlin) (Europe/Berlin)
N 1.93: NNNNNRNN
List
MAME COMMENT  VALIDITY CHAMGED CREATED EXPORT COPY DELETE
) 09/21/2020 08/21/2020
Ticket create _
) ) valid 17:08 17:08 & [y i)
naotification ) _
(Europe/Berlin) (Europe/Berlin)
Ticket i deli 09/21/2020 08/21/2020
ICKet emall delivery i
] o valid 17:08 17:08 & ()] i)
failure notification ) _
(Europe/Berlin) (Europes/Berlin)

N1.94: NNNNNNAN
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1. INNNNAN NNNN ANN
2. ANNANNANNNNNNN Export_Notification. yml NN

AN: ANNNNNNEN DNNENNNNNANNNNNNNNNNENNNNNNNNANN

NNRNNNNAN
1. ANNNRAN AN NN
2. NNNNNNNAN . ym1 NNN
3. AN NNAN NNNNNNN NNEN
4. NN ANNNEN NN

NNANAN

NNNANNNNNNNNANNNNNN NNNNNNNNNNNNN
NN:

For an example, see a default ticket notification which is included in a fresh OTOBO installation.

NNANNNNAN

Add Notification

* Name:
Comment:
Show in agent preferences: | No

Agent preferences tooltip:

This message will be shown on the agent preferences screen as a tooltip for this
notification.

Validity: | walid

N 1.95: NNNNAN - AN

AN ANNNNEN NNNNNNNNNNNNNNNNNNNNENNNNNN NNNNNNNNNEN
AN RRAEENNENN NNNNNNNNNNNNNNNYNN NNV NN NNV NNV NNSNAY
NNANNNNANNAN . ANNNENNNNENNNNNNNNAN INNNNNNNN

N NNNANNNNNANNANENN NNNENNNNNNNNNNENNNNNNNNNNN

N NNNNNNNNENNNNNNENNNN SNNNENENNNNENN

NNNNAANEENENNANNAY ANEENENNNANNNNNNNENNNNYNNNNNEEN SNENANENNNNNAN
NNANNANANN INNNNNNNNNNNNNNNENNNNNNNNNNENNAN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.
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Ticket notifications

NOTIFICATION

Ticket create notification

Ticket follow-up notification (locked)
Ticket follow-up notification (unlocked)
Ticket lock timeout notification

Ticket queue update notification
Ticket service update notification

<N<N<N<N<N<}N |

N1.96: NNNNNNAN

EventsNNNN

w Events

# Event:

Choose for which kind of ticket °
changes you want to receive

notifications. Please note that

you can't completely disable

neotifications marked as

mandatory.

Hera you can choose which events will trigger this notification. An additional ticket filter
can be applied below to only send for ticket with certain criteria.

N1.97: NNNAAN - AN

NN RN N NN NSNS N N NN NS N NN N N Y NN

NNNNN'

AVENNANNANNANNANNANNNNNNNNNN

AN: ANANNNNENNNNENNNNNNNNNNN ANV NNNNNNENNNNN

[NNENNNYNNNN

AN NRNNNNRRNN

AN NNANNNNENN

NNENNNNNNNNNNY

ANID NNNNNNNIDN

NNANID NNNNNNNANIDN

NNEN ANNNNENENNNNENN NENENNNNNNNNNNN NNNN NNN

NNNNN!

1 INRNNNENNNNNNNNEN
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+ Ticket Filter

State:
Priority:
CQueue:
Lock:
Service:
SLA:
Gustomer ID:

Customer User ID:

Dynamic Fields

Process:

Activity:

N 1.98: NNNNAN - NNV

* Article Filter (Only for ArticleCreate and ArticleSend event)

Article sender type:
Customer visibility

Communication channel

Attachment Name:
Bee

Body

Ce

From:

Subject

To

: |
: |
: |
Include attachments to notification: | [No
|
: |
|
|
: |
|
|

N 1.99: MUNNAN - NNNAN

1.2.

NRNNNN
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AN: NAN AN ANNNNAN ArticleCreate

NArticleSend

NRNNNNNANN

NNNNNAN NNNNNNNNNNN NNNNN agentNNNNNNNsystemNNNN N customerNNNNN
NRNNN ONNNNNNNNNNNN Invisible to customerRNNENEN N Visible to customerNNNNNEN

NNNN Filter for the communication channel. Possible values are Chat, Email, OTOBO, Phone or SMS.
NN NNEN SNNNNNNNNNENEN N ANNNENEN
NAN NNNNAN
NNNNENNNNNNNNY

NN NNNNNNN
NNENNNNNEN
NNNENNNNNNTY
NNENNNNNNN
NNNENNNNNNNNNNY
ANANNN NNNNNNNNNN

NNNNENNNNNNNY
NNANEN ANNNNRNNAN

NNNNNNN

w Recipients

nd to: All agents subscribed to the ticket's queue

7]
@

e Also send if the user is currently out of office.

All agents subscribed fo the ficket's service

y (=] Notify user just once per day about a single ticket using a selected transport.

AN NNANNNNENNNNN ANNNNN

NN NN NNV

NNRNNNNANNAN
NNNNNNNNNNNY
NNNENNNNNNNNNNNNNNNNNNN
NN NN NN N NN

NN NN N NN
NNNNNNNNNNNNN

NN NNV
NNNNNNNNNNNY

N1100: NNNAAN - RN
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EENNNNNNNNNNNY

« NNANNAN
NNANNANAN - NNNNNNENNNNNNNNNNNNY
ANANNANANNANANNN - ANNNNNNNNNNNNNNNNNNNNNNAN
NNANNNNANN - INNNNNENNNNENNNNNNNNNNNNNN
NNAAN - ANNNNNNNNNNNNNNNNNNNNNNNNNN

NNNN Notify users just once per day about a single ticket using a selected transport. If this is the first
notification about a ticket, then the notification will be sent. If a notification was already sent
before and this option is checked, the OTOBO daemon will check the time the last notification was
sent. If there was no notification sent in the last 24 hours, the notification will be sent again.

Capability to Send Ticket Notifications Only During Working Hours

A new option has been added to the ticket notification settings. Now, within the recipient’s section, an
additional field named “Calendar” is displayed.

« Recipients

All agents subscribed to the ticket's queue All agents subscribed fo the ficket's service:

office Also send if the user is currently out of office

O Motify user just once per day about a single ticket using & selected transport

N 1101 Recipient block configuration

This field allows for the selection of whether notifications should be sent to recipients during working
hours or outside of them:

* Selecting the option for working hours will result in notifications being sent only during the estab-
lished work schedule.
Calendar Only gend within working hours
N 1102: Option working hours

» Conversely, choosing the non-working hours option will result in notifications being sent outside
of the defined working hours.

~alendar Only send outside working hours

N 1103: Option outside working hours

NNNNNN

NNNANNENN . ANNNNNNNNNNNNNNNNNNNNNNWe bRNRNNNN
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w Motification Methods

These are the possible methods that can be used to send this notification to each of the recipients. Please
select at least one method below.

Email

Enable this notification method:

Additional recipient email

addresses:  |Jse comma or semicolon to separate email addresses.

You can use OTOBO-tags like <OTOBO_TICKET_DynamicField_...> to
insert values from the current ticket.

Article visible for customer: [

An article will be created if the notification is sent to the customer or an
additional email address.

Email template: Default

Use this template to generate the complete email (only for HTML
emails).

Enable email security: [

Email security level:

If signing key/certificate is Skip notification defivery

missing:

If encryption key/certificate is Skip notification delivery
missing:

N 1.104: NN - NN
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NNNNNNNNEN - Additional recipients can be added here. Use comma or semicolon to separate the email
addresses.

ANANNANAN ANNNNNNENNNNNNNNNNNNNNNAN
NN NENNNNNNNNNNRN

NN:  Additional email templates can be added by placing a . tt file into the folder <OTOBO_Home>/
Kernel/Output/HTML/Templates/Standard/NotificationEvent/Email/. See the existing
email templates for an example.

NNV ANNNNNNNNNNNNNNN

NR: NNNNANNNNRNN PGPAN N S/MIMENAN

NNNNNNAN ANEN NNVNNNNNNNNNNNNNNYNNNNENN
NPGPNN NN PGP ANNNENNNNNNNNNNNNNNNNPGPENNNNNNNNNENN
NPGPNN NNNPGPNNNNNNNNNNNNNNNNNNNNNP G PNNNNNNNNNNN
PGPNNNEN NPGPENNNNNNNNNNNENNNNNNNNNNNNNNPG PNNNNNNNNNNN
NSMIMERN NENS,/MIMENNNNNNNNNNNNNNENNNNNNS /MIM ENNNNNNNNNNN
NSMIMERN NRNS,/MIM ENNNNNNNNNNNNNNNNNNNNNS /MIM ENNNNNNNNNNN
SMIMENRNEN NNS,/MIMENNNNNNNNNNNNNNNNNNNNNNNNNNNS /MIMENNNNNNNNNNN

NN:  NONNNNNNSNN PGPAN N S/MIMENAN

NRNNRNNEN/NN - NNNNNNNNNNNNNNNNNNAN
NNNNNNNN/ANN SNNNNNNNNNNNNNANNNNN

NN

The main content of a notification can be added for each languages with localized subject and body
text. It is also possible to define static text content mixed with OTOBO smart tags.

AN ANNNNNANNAN
AN ANNNNRNNNNENN
ANANAN - NNANNNANNNNNNNNNNNNNNNNNNNNNNNNNANNNNNNNNN NN NN NANNNNN NN NN NN NANNNNNNNNN

NN: Deleting a language in DefaultUsedLanguages setting that already has a notification text
here will make the notification text unusable. If a language is not present or enabled on the system,
the corresponding notification text could be deleted if it is not needed anymore.
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* Notification Text

w English (United States)

* Subject:

*t B I US| =

= |

Format - | Font -

Add new nofification language:

N 1.105: ANNAAN - ANAN

Size
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NANNAN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.

For example, the variable <OTOBO_TICKET_TicketNumber> expands to the ticket number allowing a
template to include something like the following.

’Ticket#<OTOBO_TICKET_TicketNumber>

NNNNNNNNNNNY

’Ticket#2018101042000012

1.3 DNANNAN

NNANNNNANNNNENNNNNNNNNNANN NNV NNV NN NN NN NNV NN NN ANV NN NN NN NN NN

OTOBO provides powerful tools for this purpose and their use is described in the following chapter.

1.3.1 NN

Agent and access management for your service desk should be easy. Flexibility in adding, editing,
invalidating access and a quick overview of which permissions a user has will help you maintain a clean
permissions system and record of your setup in OTOBO.

OTOBO aqids you giving you the power to manage agents within OTOBO across multiple back ends.
OTOBO can use up-to ten back end sources, even marking some as read-only. Managing user settings
centrally, an administrator can quickly invalidate a compromised account or set an account to out-of-
office in case of an unexpected iliness.

Use this screen to add agents to the system. A fresh OTOBO installation contains an agent with admin-
istrator privileges by default. The agent management screen is available in the Agents module of the
Users, Groups & Roles group.

NN:  The superuser account username is root@localhost. Don’t use the superuser account to work
with OTOBOQO! Create new agents and work with these accounts instead. One of the adverse effects
is that NENNNN(ACL) will not have an effect on this user.

NNNNNN

AN NNNENNNNNANNANNNNNNNNNNL DA PRNNNNANNNNNNNNNNNNN NNV NN NNV NNV NNV NNNNN

NNNNNNNNNIN
1. MNNNNANN NNANEN NNN
2. NNNNNAN
3. NN AN AN
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* Tag Reference
Natifications are sent to an agent or a customer.
ou can use the following tags:

<0TOBO_AGENT_SUBJECT[20]>
To get the first 20 character of the subject (of the latest agent article).

<OTOBO_AGENT BODY[5]>
To get the first 5 lines of the body (of the latest agent article).
<OTOBO_AGENT *>

To get the article attribute ( . g. <OTOBO_AGENT From>, <0TOBO AGENT To>, <OTOBO AGENT Co>).

<0TOBO_CUSTOMER_SUBJECT[20]>
To get the first 20 character of the subject (of the latest customer article).

<0TOBO_CUSTOMER_BODY([5)>
To get the first 5 lines of the body (of the latest customer article).

<0TOBO_CUSTOMER_REALMAME>
To get the name of the ticket's customer user (if given).

<OTOBO_CUSTOMER_*>

To get the article attribute ( e. 9. <0OTOBO_CUSTOMER From=, <OTOBO CUSTOMER To>, <OTOBD CUSTOMER Cc>).

<OTOBO_CUSTOMER_DATA *>

Attributes of the current customer user data ( e. §. <OTOBO_CUSTOMER_DATA UserFirstname>).

<OTOBO_OWNER_+> OF <OTOBO_TICKET OWNER_*>

Attributes of the current ticket owner user data ( e. 9. <0TOBO_OWNER_UserFirstname:> Or

<DTOBO_TICKET OWNER UserFirstname>).

<0TOBO_RESPONSIBLE_*> or <OTOBO_TICKET RESPONSIBLE *>

Attributes of the current ticket responsible user data ( e. g. <0TOBO RESPONSIBLE UserFirstname= Or

QDTOED_TICKET_RESPONSIBLE_USEIFiIStnamﬂ>L

<OTOBO_CURRENT +>

Attributes of the current agent user who requested this action { e. g. <OTOBO_CURRENT UserFirstnames).

<OTOBO_*> OF <OTOBO_NOTIFICATION_RECIPIENT +>

Attributes of the recipient user for the notification { e. g. <0TOBO_uUserFullname> or

QDTOED_NOTIFICATION_RECIPIENT_USEIFullnamBhL

<OTOBO_TICKET_ *>

Attributes of the ticket data ( e. 0. <0OTOBO_TICEET TicketWumber>, <OTOBO_TICKET TicketID>,

<OTOBO_TICKET (ueue>, <OTOBO_TICKET State>).

<OTOBO_TICKET DynamicField_*>

Ticket dynamic fields internal key values ( e. g. <OTOBO_TICKET DynamicField TestField=,

<0OTOBO_TICKET DynamicField TicketFreeTextl>).

<OTOBO_TICKET DynamicField_*_Value>

Ticket dynamic fields display values, useful for Dropdown and Multiselect fields { e. g.

<0TOBO TICKET DynamicField TestField value>, <OTOBO TICKET DynamicField TicketFreeTextl Value=).

<OTOBO_CONFIG *>
Config options ( e. 9. <0TOBO_CONFIG_HttpType=).

Example notification:

Subject: Ticket Created: <OTOBO_TICKET _Title>

Text:

Hi =OTOBO NOTIFICATION RECIPIENT UserFirstname>,

ticket [<OTOBCO CONFIG TicketHook><OTOBO TICKET TicketNumber>] has been

created in gueue <OTOBO TICEET Queue=.

<0TOBO_CUSTOMER REALNAME> wWrote:
<0TOBO_CUSTOMER Body[30]>

<0TOBO CDNFIG_HttpTYpB}:ff(UTDBD_CDNFIG_FQDN}

/<0TOBO_CONFIG ScriptRliasrindex.pl?Action=AgentTicketZoom;TicketID=

<0TOBO_TICKET TicketID>

&

90

N 1.106: RRNNNNN
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& Agent Management
Actions
| [2]
Wildcards like ™" are allowed.
[+] Add Agent
Hint

Agents will be needed to handle tickets.

Attention: Don't forget to add a new agent to
groups and/or roles!

Add Agent

List (2 total)

USERNAME NAME EMAIL
Admin

root@localhost root@localhost
OTOEO

. Super sa@trash-
Admin mail.net

LAST LOGIN
11/02/2020 12:33
(Europe/Berlin)
11/02/2020 13:02
(Europe/Berlin)

N 1.107: NNNNANAN

Title or salutation:

# Firstname:

* Lastname:

# lJsername:

Password:

Will be auto-generated if left empiy.

#* Email:

Mobile:

Validity:

valid

@ or Cancel

N 1.108: NNNNNNEN

VALIDITY

valid

valid

CHANGED
08/21/2020 17:08
(Europe/Berlin)
11/02/2020 13:01
(Europe/Berlin)

CREATED
08/21/2020 17:08
(Europe/Berlin)
09/21/2020 19:16
(Europe/Berlin)

1.3. DONRNAN
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AN NNNNNNNNNNNNN NNNNN SN NN SN NN SNNENNY

NNNNNNNNNNNY
1. MNNNNNENNNNNNNNNN
2. NN
3. NN AN N ANNAN RN

Edit Agent

Title or salutation:
* Firstname:  Admin
* Lastname: OTOBO
# Username: root@localhost
Password:
# Email: root@localhost
Mobile:

Validity: | walid

D - G - o=

N 1.109: NNNNNNAN

NANANNNANNNNNNNN ANNNNNNNNN ANNANNN ANNENNEN NRNNNNNNNNNNNNN NN
NNNNNNNNNNY

[N NN NN N NYNNNNNNN

ZARNNNNNNNNNNNNNN NN EENN

AN NNNERNNNNENNNNNNNNNENNNNNRNNAN IRNNNNENNTO0ONNNENN

NNANNNANANNAN & N AN NNNANNNNNENNNNNNNNNNNNNANAN ANNEAN NNNENNNNNANNNNNNNN NSNSV NNV NN NNNNANN

NNNNNN

NNANNNNANNNNENNNNEN ANNNENNNNENNN

AN NNNANNNNNNNNNNNNNN

NNANAN ANNNNENNNNENNAN MrNDrNJr AN
(N NNNNNNNNNYN
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Effective Permissions for Agent

Group Permissions

GROUP RO MOVE_INTO CREATE NCTE OWNER PRIORITY = RW

admin W o W v 4 v o
stats v v v v v v v
users v v v v v v v

Table above shows effective group permissions for the agent. The matrix takes into account all inherited permissions (e.g. via
roles).

NN ORNNNNNNNNNNNN

NANNNNNNN
N3
NNNNANNANAN FirstnameLastnameOrder NNNNNNNNANN
NNV NN N NN NN NN
AN NNRRNNNN NNNNNNNNNNN
Email * RNNNNNNNN.

AN ANNNNNNNNMXNNNNNNNRRNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNSNNNNN Agent Configuration
OptionsN

NNENNNNNNNNNN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

NNNNNNN

Agents can be read and synchronized from an Active Directory® or LDAP server.

NN:  The following configurations are taken care of by the Customer Solution Team in OTOBO. Please
contact the Customer Solution Team via support@otrs.ch or in the OTOBO Portal.

INNNNNNAN

NNNNNusersSNNNNINENNNN  NENNNNNNNNLDAP/Active  DirectoryNNNNNNNNNNNNNNNN  NNNNNNNN
Defaults.pm NNNNNNNNNNNAN Config . pm AN

# This is an example configuration for an LDAP auth. backend.
# (take care that Net::LDAP is installed!)

# SSelf->{AuthModule} = 'Kernel::System::Auth: :LDAP';

# SSelf->{'AuthModule: :LDAP: :Host'} = 'ldap.example.com';

# S$Self->{'AuthModule: :LDAP: :BaseDN'} = 'dc=example,dc=com';
# SSelf->{'AuthModule: :LDAP::UID'} = 'uid';
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# Check if the user is allowed to auth in a posixGroup
# (e. g. user needs to be in a group xyz to use otobo)

# $Self->{'AuthModule: :LDAP: :GroupDN'} = 'cn=otoboallow, ou=posixGroups, dc=example,
—dc=com';

# SSelf->{'AuthModule: :LDAP: :AccessAttr'} = 'memberUid';

# for ldap posixGroups objectclass (just uid)

# S$Self->{'AuthModule: :LDAP: :UserAttr'} = 'UID';

# for non ldap posixGroups objectclass (with full user dn)

# SSelf—->{'AuthModule: :LDAP: :UserAttr'} = 'DN';

# The following is valid but would only be necessary if the

# anonymous user do NOT have permission to read from the LDAP tree
# $Self->{'AuthModule: :LDAP: :SearchUserDN'} = '';

# SSelf—->{'AuthModule: :LDAP: :SearchUserPw'} = '';

# in case you want to add always one filter to each ldap query, use

# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter => ' (objectclass=user)
!

# or if you want to filter with a locigal OR-Expression, like AlwaysFilter =>

— ' (| (mail=*abc.com) (mail=*xyz.com)) '

# SSelf->{'AuthModule: :LDAP: :AlwaysFilter'} = '';

# in case you want to add a suffix to each login name, then

# you can use this option. e. g. user just want to use user but

# in your ldap directory exists user@domain.

# SSelf->{'AuthModule: :LDAP: :UserSuffix'} = '@domain.com';

# In case you want to convert all given usernames to lower letters you
# should activate this option. It might be helpful if databases are

# in use that do not distinguish selects for upper and lower case letters
# (Oracle, postgresqgl). User might be synched twice, i1f this option

# is not in use.

# S$Self->{'AuthModule: :LDAP: :UserLowerCase'} = 0;

# In case you need to use OTOBO in iso-charset, you can define this

# by using this option (converts utf-8 data from LDAP to iso).

# S$Self->{'AuthModule: :LDAP: :Charset'} = 'iso-8859-1";

# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
# S$Self->{'AuthModule: :LDAP: :Params'} = {

# port => 389,

# timeout => 120,

# async => 0,

# version => 3,

# }i

# Die if backend can't work, e. g. can't connect to server.

# S$Self->{'AuthModule: :LDAP::Die'} = 1;

You should uncomment the following settings as a minimum.

NNNNNNNNNNNNNNNNN

SSelf->{AuthModule} = 'Kernel::System::Auth::LDAP';
$Self->{'AuthModule: :LDAP::Host'} = 'ldap.example.com';
$Self->{'AuthModule: :LDAP::BaseDN'} = 'dc=example, dc=com';
SSelf->{'AuthModule: :LDAP::UID'} = 'uid';
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Host NNNNNNDNSNWNIPY
BaseDN NNNNNNAN
UID NNANNANANNN

AN: NNActive DirectoryllN sAMAccountNamelN

NNNNERNNNNNNNNNNNEN Config . pm NNNNNN NNNNNNNNNNNNN -9 TNNNNNNNNNNNNNNN

### Backend One

SSelf->{AuthModule} = 'Kernel::System::Auth::LDAP';
$Self->{'AuthModule::LDAP::Host'} = 'ldap.example.com';
$Self->{'AuthModule: :LDAP::BaseDN'} = 'dc=example, dc=com';
$Self->{'AuthModule: :LDAP::UID'} = 'uid';

### Backend Two

$Self->{AuthModulel} = 'Kernel::System::Auth::LDAP';
$Self->{'AuthModule::LDAP::Hostl'} = 'ldap.example.com';
$Self->{'AuthModule: :LDAP: :BaseDN1'} = 'dc=example, dc=com';
$Self->{'AuthModule: :LDAP::UID1'} = 'uid';

AN NNNNNANNNNNNNNNNNN U DNNNNNNNNNNNNNNNNNNNNY

NNNNNNNNNNNNENNNEN Agent User Data NNNNNNNNENNNN Agent Authentication Back EndNNNNNNNNNNN
Defaults.pm NNNNNNNNNNNN Config . pm AN

$Self->{'AuthModule: :UseSyncBackend'} = 'AuthSyncBackend';

ANNNNNNNNNNNNNNNEAN config . pm NNNNAN ANNNNNNNNNNNN -9 TRNNNNNNNNNENNNN

$Self->{'AuthModule: :UseSyncBackendl'} = 'AuthSyncBackendl';

NNNNNAN Agent Synchronization Back Endi

S$Self->{'AuthModule: :UseSyncBackendl'} = 'AuthSyncBackend';

NNNNNNAN

AN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NNV

(NNNNNNAN

ANNENNENNENNNNNNNNNN Defaults . pm MNNNNNNNNNNN Config . pm NN

# This is an example configuration for an LDAP auth sync. backend.
# (take care that Net::LDAP is installed!)

# SSelf->{AuthSyncModule} = 'Kernel::System::Auth::Sync::LDAP';
# S$Self->{'AuthSyncModule: :LDAP: :Host'} = 'ldap.example.com';

# SSelf->{'AuthSyncModule: :LDAP: :BaseDN'} = 'dc=example, dc=com';
# SSelf->{'AuthSyncModule: :LDAP::UID'} = 'uid';
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The following is valid but would only be necessary 1if the

anonymous user do NOT have permission to read from the LDAP tree
$Self->{'AuthSyncModule: :LDAP: :SearchUserDN'} = '';
$Self->{'AuthSyncModule: :LDAP: :SearchUserPw'} = '';

# in case you want to add always one filter to each ldap query, use

# this option. e. g. AlwaysFilter => '(mail=%*)' or AlwaysFilter => ' (objectclass=user)
# or if you want to filter with a logical OR-Expression, like AlwaysFilter =>

— ' (| (mail=*abc.com) (mail=*xyz.com)) '

# SSelf->{'AuthSyncModule: :LDAP: :AlwaysFilter'} = '';

# AuthSyncModule: :LDAP: :UserSyncMap

# (map i1f agent should create/synced from LDAP to DB after successful login)

# you may specify LDAP-Fields as either

# * list, which will check each field. first existing will be picked ( ["givenName", "cn

oy H/ H_emptyH] )
# * name of an LDAP-Field (may return empty strings) ("givenName")
# * fixed strings, prefixed with an underscore: "_test", which will always return this,

—fixed string

# SSelf->{'AuthSyncModule: :LDAP: :UserSyncMap'} = {

# # DB —> LDAP

# UserFirstname => 'givenName',

# UserLastname => 'sn',

# UserEmail => 'mail’,

# Vi

NN NN N NN NN VNN

SSelf->{AuthSyncModule} = 'Kernel::System::Auth::Sync::LDAP';
$Self->{'AuthSyncModule: :LDAP::Host'} = 'ldap.example.com';
$Self->{'AuthSyncModule: :LDAP: :BaseDN'} = 'dc=example, dc=com';
$Self->{'AuthSyncModule: :LDAP::UID'} = 'uid';

Host NNNNNNDNSNANIPY
BaseDN NNNNNNAN
UID NRNNNNNNNNAN

NN: NNActive DirectoryllN sAMAccountNamelN

NN NNNNRN Agent Synchronization Back End NNNNNNNNNNNNNNNNNN1-9NNNNNNNNNNNNNNNN
AuthSyncModule NRN Agent Authentication Back End RRNNNN

NNNNNINY

It is possible to use security objects to synchronize users to OTOBO groups. To achieve this copy the
following block from the Defaults.pm and paste it into the Config. pm.

NN: N must be available in OTOBO to use this feature.
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NANNNNAN

It is possible to use security objects to synchronize users to OTOBO roles. To achieve this copy the
following block from the Defaults.pm and paste it into the Config. pm.

NN: NN must be available in OTOBO to use this feature.

NNNNNNIN

1.3.2 NN NN

NNAMNNNNANNNNENNNNNNNNNNAN NNNNNNNNNNNNNNANNNNENNNNNNNNNNNNNNNRNN

The OTOBO interface provides you both with the possibility to manage an agent’s access to one or
more particular groups. As well, you can change multiple users access to any one group, efficiently
and elegantly.

NNANNNNANNNNENNNNENNNAN NNV NNNENNNNENNNNNN SNNNAN NENNNAN AN NSAN N & SNNN

& Manage Agent-Group Relations

Actions Overview

s o
root@localhost (Admin OTOBO) admin

.
5a (Super Admin) stats

users
Filter for Agents

Just start typing to filter...

Filter for Groups

Just start typing to filter...

N 1117 MRRNNNNANN

NNANAN N AN

ANNNNNNANNNNNNNN
1. AN ANAN ARNNNNNRNNN
2. NNANNNNNNNNNNANN
3. NN AN N ANNAN NN
NNV NNV NN
1. AN N NNENNAN
ZARNNNNNNNNNNNNNNNN
3. NN AN N ANNAN NN
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Change Group Relations for Agent Admin OTOBO

GROUP RO MOVE_INTO CREATE NOTE OWNER PRICRITY AW
admin
stats
LSErs
N 1.112: NANNNNNNNNN
Change Agent Relations for Group users
AGENT RO MOVE_INTO CREATE NOTE OWNER PRIORITY RW
root@localhost
.
[Admin OTOBO)
sa (Super Admin)

@ or @EEVCELCEIGITEL W or Cancel

N 1113 NNNNNNNENN

AN NNNENNNNNANNNNNNNNNENNNNNANNANNNNN NNV NNNNNNNN

NNANNNNANNNNENNNNNNNN MNENNNNNNNNNNANNNNENNNN RNNAN N8N AN 88N

AN: ANV NNENNNNNNNN

NN N ANANN

NNANNNNENNNNENNNNNNNNNNANNNNENNNNNANNNAN INNNNNSNNNNEN
roNNNN NNN/NNNNNNAN NNNAN

NN NNNNNENNN,/NNNNNN

createNNNN NNNN/NNNNNNNNNNAN
noteNNNN NNNN/NNNNNNNNNNNN
ownerNNNNN NNNN/NNNNNNNNNNNNNNE
priorityNNNNN NNNN/NNNNNNNNNNNNNNE
NNAAN - ARNNNNNNNNNNENNNNNNNNNNN
NNANN ANNNNNNNNNNNN

ANAN - ANNNNNNNNNNNN

VNN AN NN NN NN NN NN
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NN:

Not all available permissions are shown by default. See System: : Permi ssion setting for permissions
that can be added. These additional permissions can be added:

statsAVNN ANNNNNNNAN

AN NRAAAEEENAN NNNN NVNNNNNNNEN
NNENNNNNNY NN

NNENNNNNNNNNN

NNENNNN NN NN ENNENNNN
NNENNNNNNNUNNYN

NNEN NN N NNNNNYY

NN ANENNNNNNNNNNNNN

AN NNNRENNNENNNNNANNNNNNNNNNENNNNENNNAN rw ANNENNNNENNNNNNNNNENN

1.3.3 NN N AN

NNANNANANNNNENNNNNNNNNNANN NNNNNNNNNNNNNNNNNNNENNNN SNNNNNENNNNNNNNNNNNNNNNNN

OTOBO allows easy access to a predefined set of permissions via one or more roles defined. These
roles are assigned easily to one or more agents, or one or more agent to a role.

ANANNANANNNNENNNNENNNNNANN ANSENNNAENNNNNNNNANENNNNNNEAN IRNNAN SNNNAEN AN N8N N 8N
NNAN

® =~-= cToBD

Dashboard Customers Calendar Tickets Reports Admin Q

Otobo Helpdesk
# Manage Agent-Role Relations

Actions Overview

cenTs s
e i TR0 Supervisr
e
sa (Super Admin)

Filter for Agents

Just start typing to filter. ..

Filter for Roles

Just start typing to filter...

N 1.114: NNNANNNNENNN
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NANAAN N ANAN

NN NN N NN Y
1. AN NNAN NNNNNERRNN
PZANNNNNNNNNNNNNNN
3. NN AN N ANNAN RN

Change Role Relations for Agent Super Admin

ROLE ~| ACTIVE

Supervisor

@ or @EEVLELLRILIE W or Cancel

N 1.115: MNRNNNNNNNN

ANANNANANNNNNANNN
IRNNINNMINNNNNNNN
2. NNANNNNNNNANAN
3. NN AN N ANNAN NN

Change Agent Relations for Role Supervisor

AGENT ACTIVE

root@localhost (Admin OTOBO)
58 (Super Admin)

@ or EETCELCRLIE W or Cancel

N 1.116: NNNNRRNNNNN

ON: ANNMNNNNNNNNNNNNNNNNNN NN NN NNV

ANANNANANNNNENNNNNNNNN NENNNNNNNVANNNNNNENNNNEN ANNNEN AN SNEN NN

O ANANNNNANNNNENNNNNANNNNNN

AN NNNENNNANENN NN SNNNNNNNNNAN
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1.3.4 NN

Use this screen to add customer companies to the system. A fresh OTOBO installation contains no
customers by default. The customer management screen is available in the Customers module of the
Users, Groups & Roles group.

& Customer Management
Actions {1 total)
E CUSTOMER ID MNAME COMMENT VALIDITY CHANGED CREATED
Wildcards like ** are allowed. NAR/2020 110242020
acme.co Acme Inc. A great company valid 13:35 13:35
[+] Add Customer (Europe/Berlin) (Europe/Berlin)
Database Backend

AN ANNANNNNNNNNNNNNNNNY SNLDA PRNNNNNNNNNNNNNNNEN

NNNNNNNNY
1. NVNNNAN NNNN NN
2. NNNNANAN
3. AN AN NN

Add Customer

# CustomerlD:
#* Customer:
Street:

Zip:

Country:

URL:

Comment:

# Valid:  wvalid

@ or Cancel

N 1.118: NRNNAN
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AN NNNNNNNNNNN SNNNN SN SNNNN SN N NNNN SNNNNY

NNNNNNNNY
1. MNNNENENNNNNN
2. NN
3. NN AN N ANNAN RN

Edit Customer

# CustomerlD: acme.co

= Customer: Acme Inc.

123 Anywhere Strest
12345
Some Town

United States of America
hittps://acme.example.com
Comment:

A great company

valid

* \alid:

N 1.119: RNNNEN

NNNNNNNAN
(NN NNNNN N NYNNNNNNN
2N NNNNN NN NN NN NN N NN

AN NNNRNNNNENNNNNANNNNNANNNNANN NNNNNNNNNTO00RNNN

NNAN

NNNNNNENNNEENNNNNNAN NNNNNNENNNNEY

ANID * NNNENNAN NNNNNNENNNNNANNNNN

AN ANNNAEN NNNNNNNNNNNNNNNNNNNNENNNNNN NNNNNNNNNNN
AN NNNNANNN

AN NNNRRN

NNENNNNNNNNN

NN NNNNNN NNNNNNNNNN/NNN
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AN NNNNNNENURLY
AN NNNRNNNANAN NNNRNNNNNNNNNNANNNNNRNNNNNNNN NNV NNV NNANN

NN Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to valid.
Setting this field to invalid or invalid-temporarily will disable the use of the resource.

1.3.5 QNN N

NNANNNNANNNNENNNNNNNNNNANNN NNV NN NNENNNEN

OTOBO allows you to assign group permissions to a customer. Access works just the same as for
agents, preventing a customer from modifying and viewing a request. Thus allowing the customer to
focus on the results of the original communication and funneling the discussion through one ticket.

aNN:
NN NNAN N N MNNNNNNNNNNNNN
NN NN NN NN NN NN NN N NN NN NSNS NN NN N NN NN NN N O N Y N SN SN NN NN N NV N YN NN NN NN VAN NN Y

L. Manage Customer-Group Relations
Actions Search Results:
IE‘ CUSTOMERS (1) GROUPS
Wildcards like ™' are allowad. acme.co Acme Inc. admin
stats
(4 Edit Customer Default Groups

These groups are automatically assigned to all
customers. You can manage these groups via
the configuration setting
"CustomerGroupCompanyAlwaysGroups®.

Customer Default Groups:

GROUPS
users

MNe changes can be made to these groups.
Filter for Groups

Just start typing to filter...

N1.120: NNAN-NNAN

Customer group support needs to be enabled in at least one customer user back end to use this function.

For the default OTOBO back end, this can be enabled in the system configuration by clicking on the
Enable it here! button.

NN: NNNNNNNNNNNNNNNNNNNNNNANNNNNNNNNNNNNNNN  Kernel/Config/Files  NNNNAN
727_CustomerBackend . pmiN NNNNNNNNNNNNNNNNNNNN

AN ANANNNNENNNNNNNNNNNNNNNNNNNN

NN N NN

ON: ANNNNNNNNNNNNNNNN

NNV NN N NN
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Motice

Just use this feature if you want to define group
pammissions for customars

& Enable it here!

NENPARNNNNNANY

Motice

Juzt use this feature if you want to define group
permissions for customers

= Enable it here!

N 1.122: NRAN-NNN
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[N NNV NNNNNN
2. NNANNNNNNNNNAN
3. NN AN N ANNAN NN

Change Group Relations for Customer Acme Inc.

SAME CUSTOMER

“| RO RW

GROUP
admin
stats

@ or EEVCELGRILITE W or Cancel

NENPERNNNNNNNN

NN NN N NN
1. AN N NNANNAN
PANNNNNNNNNNNNNN
3. NN AN N ANNAN RN

Change Customer Relations for Group admin

SAME CUSTOMER

| RO AW

CUSTOMER (1)
acme.co Acme Inc.

@ or EEVCELE KL or Cancel

NNNPZSNNNNNNNN

NNNNNNNNNNN
1. MNNNEAN NNNNNENN NNN
2. Add or modify groups in setting CustomerGroupCompanyAlwaysGroups.

3. NNNANNNNENN

CustomerGroupCompanyAlwaysGroups

users Defines the groups every customer
will be in (if CustomerGroupSupport

iz enabled and you don't want to

manage every customer for these

groups).

N1125: CustomerGroupCompanyAlwaysGroups NNNNNN

NNV NN N NN
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AN ANNERNNNNENNNNEN VNNV NNV NN NN NN NNANNNNN

NNANNNNANNNNANNANAN ANNNANNNNNNNNNNNNNNNNN VNN NN NN NNN

AN NNNNNANNNNNNNNNNNNNN

AN N ANNAN

ANANNANANNNNENNNNNNNNNNNNNNNANN NNNNNNNNNNNAN

AN ANNENNNNNNNNNNNNNNNNNNNNNNNN DENNNNNNNN DNNNNNNNNAN
roNNAN NNNNANNNNRNN

[AVNNNNEN NN NN NNNNNNNN

NNENNN N NN N NN NN NN NN NNV

1.3.6 NNAN

NNANNNNANNNNENNNNNNNNNNANNNNENNN NNV NNNNENNNNNNNY

OTOBO offers a great way to save individual information about contacts within organizations which
your company serves. You can add as many personal connections into OTOBO as needed.

Use this screen to add a customer user to the system. A fresh OTOBO installation contains no customer
users by default. The customer user management screen is available in the Customer Users module of

the Users, Groups & Roles group.

& Customer User Management

Actions List (0 total)

IE‘ USERNAME MNAME EMAIL
No data found.

CUSTOMER ID

Wildcards like " are allowed.

[+] Add Customer User

Database Backend
Hint

Customer user are needed to have a customer
history and to login via customer panel.

N 1.126: NNNNRRNN

LAST LOGIN VALIDITY
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NANNAN

AN: NNRNNNAN AN ANNNENNNNNENNNNNNNN NNNNNNNNN NN

AN: ANNERNNNNENNNNNNNNNENN ANLDAPRNNNNNNNNNENNNNNNNN

NNNNNNNNNNNY
1. INNRAAN ANNEEN AN
2. NNNNNAN
3. AN AN NN

AN: NNNNNNNNNNNNN NNANN ANN ANNEN AN N NNAN NRNNEN

NNNNNNNNNNNY
(NN NNNNN N NNNNYNNNN
PARNNNNY
3. NN AN N ANNAN SR
NNNNNNNNNNNY
(NN NNNNN N NNNNNNNNN
ZANNNNNNNNNNNNN NN NV EENN

AN NNNENNNNNENNANNNNNNNNNNNENNNANN ANNNENNNANTO0ONNNNAN

ANANNNNANNNNANN N NNNNNNNNANN NNNNNNNNNNNNAN ANN NNNENN NNNNNNNNENNNNNNNY

NN:
NNAN NNAON N N NNNNNNEN

NNNNNN

NNNNNNNNNNNNNNNNNNN ANNNNNNNNNNNY

NN N NN N NN N NN Y

NNNNAN ANNNNNNNNNNNNEN MrSDrNJr AN
N NRNNNNANEN

(NAENNNNNNN

NAN * NNNNNNNNNNNNNN

AN ANNAEAAY NNNNNNNNNEN

Email * NENNNNENNENAN

1.3. DONRNAN
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Add Customer User

Title or salutation:
#* Firstname:
# Lastname:
# Username:

Fassword:
# Email:
* CustomerlD:
Phone:
Fax:
Mobile:
Street:
Zip:

City:
Country:
Comment:
* Valid:

Google Authenticator:

Interface language:

Time Zone:

Ticket overview:

MNumber of displayed tickets:

valid

Enter your shared secret to enable two factor authentication. WARNING: Make sure that
you add the shared secret to your generator application and the application works well.
Otherwise you will be not able to login anymore without the two factor token.Shared
Secret

English (United States)

Select the main interface language.Language

uTtc

Select your personal time zone. All times will be displayed relative to this time zone.Time
Zone

off

Select after which period ticket overviews should refresh automatically. Refresh interval

25

Select how many tickets should be shown in overviews by default. Tickets per page

Do

N 1.127: NNNNNNAN
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Edit Customer User

Title or salutation:
* Firstname:
= Lastname:
* lsername:

Password:
+ Email:
# CustomerlD:
Phone:
Fax:
Mobile:
Street:
Zip:

City:
Gountry:
Comment:
* \Valid:

Google Authenticator:

Interface language:

Time Zone:

Ticket overview:

Wiyle

Coyote

we@acme.example.com

acme.co

wvalid

Enter your shared secret to enable two factor authentication. WARNING: Make sure that
you add the shared secret to your generator application and the application works well.
Otherwise you will be not able to login anymore without the two factor token.Shared
Secret

English (United States)
Select the main interface language.Language

uTC

Select your personal time zone. All times will be displayed relative to this time zone.Time
Zone

off

Select after which period ticket overviews should refresh automatically. Refresh interval

MNumber of displayed tickets: | 25
Select how many tickets should be shown in overviews by default. Tickets per page
€D - G - -
N 1128: MNRNNNAN
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Effactive Permissions for Customer User

Group Permissions

GROUP RO RW

LISErs v v

Table above shows effective group permissions for the customer user. The matrix takes into account all inherited permissions
(e.q. via customer groups). Mote: The table does not consider changes made to this form without submitting it.

Customer Access

CUSTOMER DIRECT
acme.co Acme Inc. v

Table above shows granted customer access for the customer user by permission context. The matrix takes into account all
inherited access (e.g. via customer groups). Note: The table does not consider changes made to this form without submitting it.

N 1.129: NNNNNNNANNAN

CustomerID * The ID of the customer company the customer user belongs to. Select a customer from
the list of NN

NNENNNYNNNNNNN

NNV

NNENNVNNNNNNN

NNENNNNNNYN

AN NNNANN

NNENNNNNNNNY

INNENNNNINNWYAYNN

AN NNNRNNNNNANN NNNENNNNNNNNNNNNNNNANNNNNNNN NNV NNV NNANN

NN Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to valid.
Setting this field to invalid or invalid-temporarily will disable the use of the resource.

aN:

It is possible to assign multiple customers to customer users via the NNNN N NN screen.

Customer User Back Ends

The system works with many customer user data attributes such as username, email address, phone
number, etc. These attributes are displayed in both the agent and the external interface, and also used
for the authentication of customer users.

Customer data used or displayed within the system is highly customizable. The user login and the email
address are always needed for customer authentication.

You can use two types of customer back end: database or LDAP. If you already have another customer
back end (e.g. SAP), it is possible to write a module that uses it.

The administrator interface does not support the configuration of external back ends. Administrators
need to edit the file Kernel/Config.pm by copying and pasting code snippets from Kernel/Config/
Defaults.pm manually.
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NN: Do not modify the file Kernel/Config/Defaults.pm, it will be overwritten after upgrading the
system! Copy and paste the code snippets into Kernel/Config.pm instead.

Database

This is the default customer user back end for new installations. The example below shows the config-
uration of a database customer back end, which uses customer user data stored in the database table

customer_user.

# CustomerUser

# (customer user database backend and settings)

SSelf—->{CustomerUser} = {
Name => Translatable ('Database Backend'),
Module => 'Kernel::System::CustomerUser::DB',
Params => {

# if you want to use an external database, add the
# required settings

DSN => 'DBI:odbc:yourdsn’,

Type => 'mssql', # only for ODBC connections

DSN => 'DBI:mysql:database=customerdb;host=customerdbhost’,

HH W R HR W

User => "',

Password => '/,
Table => 'customer_ user',
# ForeignDB => 0, # set this to 1 if your table does not have create_
—~time, create_by, change_ time and change_by fields

# CaseSensitive defines if the data storage of your DBMS is case sensitive,
—and will be

# preconfigured within the database driver by default.

# If the collation of your data storage differs from the default settings,

# you can set the current behavior ( either 1 = CaseSensitive or 0 =,
—~CaseINSensitive )

# to fit your environment.

#

# CaseSensitive => 0,

# SearchCaseSensitive will control if the searches within the datay

—storage are performed
# case sensitively (if possible) or not. Change this option to 1, if youy

—want to search case sensitive.
# This can Improve the performance dramatically on large databases.

SearchCaseSensitive => 0,

}

# customer unique id
CustomerKey => 'login',

# customer #
CustomerID => 'customer_id',
CustomervValid => 'wvalid_id"',

# The last field must always be the email address so that a valid
# email address like "John Doe'" <john.doe@domain.com> can be constructed,

—~from the fields.

1.3. DONRNAN m
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CustomerUserListFields => [ 'first_name', 'last_name', 'email' ],
# CustomerUserListFields => ['login', 'first_name', 'last_name', 'customer_id’',
—'email'],
CustomerUserSearchFields => [ 'login', 'first_name', 'last_name',
— 'customer_id' 1],
CustomerUserSearchPrefix => '*',
CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['email'],
CustomerUserNameFields => [ 'title', 'first_name', 'last_name' ]
CustomerUserEmailUnigCheck => 1,
# # Configures the character for joining customer user name parts. Join single,
—space 1f it is not defined.
# # CustomerUserNameFieldsJoin => "',

# show now own tickets in customer panel, CompanyTickets
CustomerUserExcludePrimaryCustomerID => 0,

# generate auto logins

AutoLoginCreation => 0,

# generate auto login prefix

AutoLoginCreationPrefix => 'auto’,

# admin can change customer preferences

S H H R R R R H

AdminSetPreferences => 1,

# use customer company support (reference to company, See CustomerCompany,,
—settings)

CustomerCompanySupport => 1,

# cache time to live in sec. - cache any database queries
CacheTTL => 60 * 60 * 24,

# # Consider this source read only.

# ReadOnly => 1,
Map => [

# Info about dynamic fields:

#

# Dynamic Fields of type CustomerUser can be used within the mapping (see.
—~example below).

# The given storage (third column) then can also be used within the,
—~following configurations (see above) :

# CustomerUserSearchFields, CustomerUserPostMasterSearchFields,
—~CustomerUserListFields, CustomerUserNameFields

#

# Note that the columns 'frontend' and 'readonly' will be ignored fory
—dynamic fields.

# note: Login, Email and CustomerID needed!
# var, frontend, storage, shown (l=always,Z2=lite), required, storage-type,
— http-1link, readonly, http-link-target, link class(es)

[ 'UserTitle', Translatable('Title or salutation'), 'title', o

N 1, 0, 'var', '', 0, undef, undef 17,
[ 'UserFirstname', Translatable ('Firstname'), '"first_name', U

- 1, 1, 'var', '', 0, undef, undef ],
[ 'UserLastname', Translatable ('Lastname'), 'last_name', U

. 1, 1, 'var', '', 0, undef, undef ],
[ 'UserLogin', Translatable ('Username'), 'login', U

N 1, 1, 'var', '', 0, undef, undef ],
[ 'UserPassword', Translatable ('Password'), 'pw', u

60— vear— 50— undef;—undef 1
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[ 'UserEmail', Translatable ('Email'), 'email', U
[ 1, 1, 'var', '', 0, undef, undef ],
# [ 'UserEmail', Translatable ('Email'), 'email', w
— 1, 1, 'var', '[% Env("CGIHandle") %]?Action=AgentTicketCompose;ResponselID=1;
—~TicketID=[% Data.TicketID | uri $%];ArticleID=[% Data.ArticleID | uri %]', 0, '',
— 'AsPopup OTOBOPopup_TicketAction' ],

[ 'UserCustomerID', Translatable ('CustomerID"), 'customer_id',
. 0, 1, 'var', '', 0, undef, undef ],
# [ 'UserCustomerIDs', Translatable ('CustomerIDs'), 'customer_ids
!, 1, 0, 'var', '', 0, undef, undef ],

[ 'UserPhone', Translatable ('Phone'), 'phone ', u
. 1, 0, 'var', '', 0, undef, undef ],

[ 'UserFax', Translatable('Fax'), '"fax', o
[ 1, 0, 'var', '', 0, undef, undef ],

[ 'UserMobile', Translatable ('Mobile'), 'mobile’, U
N 1, 0, 'var', '', 0, undef, undef ],

[ 'UserStreet', Translatable('Street'), 'street', u
. 1, 0, 'var', '', 0, undef, undef ],

[ 'UserZip', Translatable('Zip'), 'zip', L
[ 1, 0, 'var', '', 0, undef, undef ],

[ 'UserCity', Translatable('City'), 'city', U
— 1, 0, 'var', ''", 0, undef, undef 7,

[ 'UserCountry', Translatable ('Country'), 'country', u
. 1, 0, 'var', '', 0, undef, undef ],

[ 'UserComment', Translatable ('Comment '), 'comments', u
— 1, 0, 'wvar', '', 0, undef, undef ],

[ 'ValidID', Translatable ('Valid'), 'valid_id"', U
. 0, 1, 'int', '', 0, undef, undef 1],

# Dynamic field example
# [ 'DynamicField Name_X', undef, 'Name_ X', 0, 0, 'dynamic_field', undef, O,

— undef, undef ],

1

# default selections
Selections => {

H W R

I
}i

UserTitle => {

'Mr.' => Translatable('Mr."'),
'Mrs.' => Translatable('Mrs."'),

},

If you want to customize the customer user data, change the columns or add new ones to the
customer_user table in the database.

For example, to add a new field for room number:

1. Add a new column room to table customer_user.
MySQL or MariaDB:

root> mysgl -u root -p —-e 'ALTER TABLE otobo.customer_user ADD room VARCHAR (250)"'
PostgreSQL (from the /opt /otobo directory):
otobo> psgl -c 'ALTER TABLE customer_user ADD COLUMN room varchar (250)'
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2. Copy the $Self->{CustomerUser} section from Kernel/Config/Defaults.pm into Kernel/
Config.pm

3. Add the new column to the Map array.

[ 'UserRoom', 'Room', 'room', 0, 1, 'var', '', 0, undef, undef ],

You can set the HTTP link target and link class (the last two keys) to undef in map array elements,
if they are not to be used. These keys add target="" and class="" attributes to the HTTP link
element, respectively. They are ignored if HTTP link is not set (itis ' ' in this example).

NN: It is recommended to always use English words for names.

NN:

Names can be translated into other languages with custom translation files. See the Custom
Translation File chapter in the developer manual.

LDAP

If you have an LDAP directory with your customer user data, you can use it as the customer user back
end. The example below shows the configuration of a LDAP customer user back end.

# CustomerUser
# (customer user ldap backend and settings)
SSelf->{CustomerUser} = {
Name => 'LDAP Backend',
Module => 'Kernel::System::CustomerUser: :LDAP',
Params => {
# ldap host
Host => 'bay.csuhayward.edu',
# ldap base dn
BaseDN => 'ou=seas, o=csuh',
# search scope (onel|sub)
SSCOPE => 'sub',
# The following is valid but would only be necessary 1if the
# anonymous user does NOT have permission to read from the LDAP tree
UserDN => '"',
UserPw => '',
# in case you want to add always one filter to each ldap query, use
# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter =>
— ' (objectclass=user) '
AlwaysFilter => '',
# 1f the charset of your ldap server is iso-8859-1, use this:

# # SourceCharset => 'iso—-8859-1"',
# die if backend can't work, e. g. can't connect to server
Die => 0O,

# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
Params => {

port => 389,
timeout => 120,
async => 0,

version => 3,
¥
}

# customer unique id
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CustomerKey => 'uid',
# customer #
CustomerID => 'mail',
CustomerUserListFields => ['cn', 'mail'],
CustomerUserSearchFields => ['uid', 'cn', 'mail'],
CustomerUserSearchPrefix => '',
CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['mail'],
CustomerUserNameFields => ['givenname',K 'sn'],
# Configures the character for joining customer user name parts. Join single,
—space 1f it is not defined.
CustomerUserNameFieldsJoin => '',
# show customer user and customer tickets in the external interface
CustomerUserExcludePrimaryCustomerID => 0,
# add a ldap filter for valid users (expert setting)
# # CustomerUserValidFilter => ' (! (description=gesperrt))’,
# admin can't change customer preferences
AdminSetPreferences => 0,

# cache time to live in sec. - cache any ldap queries
# CacheTTL => 0,
Map => [

# note: Login, Email and CustomerID needed!
# var, frontend, storage, shown (l=always,Z2=lite), required, storage-type,
— http-1ink, readonly, http-link-target, 1link class(es)

[ 'UserTitle', Translatable ('Title or salutation'), 'title', 0
o 1, 0, 'var', '', 1, undef, undef ],

[ 'UserFirstname’', Translatable('Firstname'), 'givenname’', u
. 1, 1, 'var', "', 1, undef, undef ],

[ 'UserLastname’, Translatable ('Lastname'), 'sn', U
— 1, 1, 'var', '', 1, undef, undef ]

[ 'UserLogin', Translatable ('Username'), 'uid', 0
o 1, 1, 'var', '', 1, undef, undef ],

[ 'UserEmail', Translatable('Email '), 'mail', w
. 1, 1, 'var', "', 1, undef, undef ],

[ 'UserCustomerID', Translatable ('CustomerID'), 'mail', U
[ 0, 1, 'var', '', 1, undef, undef ],

# [ 'UserCustomerIDs', Translatable('CustomerIDs'), 'second_
—~customer_ids', 1, 0, 'var', '', 1, undef, undef ],

[ 'UserPhone', Translatable ('Phone'), 'telephonenumber
'y 1, 0, 'var', "', 1, undef, undef ],

[ 'UserAddress', Translatable ('Address'), 'postaladdress’',
o 1, 0, 'var', '', 1, undef, undef ],

[ 'UserComment', Translatable ('Comment '), 'description',
N 1, 0, 'var', '', 1, undef, undef ],

# this is needed, if "SMIME::FetchFromCustomer" is active
# [ 'UserSMIMECertificate', 'SMIMECertificate', 'userSMIMECertificate', 0, 1,
— 'var', '', 1, undef, undef ],

# Dynamic field example
# [ 'DynamicField Name_ X', undef, 'Name_X', 0, 0, 'dynamic_field', undef, .
-0, undef, undef ],
1,
}i

To activate and configure the LDAP back end:
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1. Copy the $Self->{CustomerUser} section from Kernel/Config/Defaults.pm into Kernel/
Config.pm.

2. Remove the comments (# characters) from the beginning of the lines.

If additional customer user attributes are stored in your LDAP directory, such as a manager name, a
mobile phone number, or a department, this information can be displayed in OTOBO.

To display additional customer user attributes from LDAP directory:

1. Expand the Map array in Kernel/Config.pm with the entries for these attributes.

[ 'UserMobilePhone', 'Mobile Phone', 'mobilephone', 1, 0, 'wvar', '', 1, undef,
—undef ] ’

NN: It is recommended to always use English words for names.

NN:

Names can be translated into other languages with custom translation files. See the Custom
Translation File chapter in the developer manual.

Multiple Customer User Back Ends
If you want to use more than one customer user data source, the CustomerUser configuration param-
eter should be expanded with a number, like CustomerUserl and CustomerUser?2.

The following configuration example shows usage of both a database and an LDAP customer user back
end.

# Data source 1: customer user database back end and settings.
SSelf—->{CustomerUserl} = {
Name => 'Database Backend'
Module => 'Kernel::System::CustomerUser::DB',
Params => {
DSN => 'DBI:odbc:yourdsn',
DSN => 'DBI:mysqgl:database=customerdb;host=customerdbhost’,
User => '',
Password => '',
Table => 'customer_ user',
}!
# Other setting here.
bi

# Data source 2: customer user LDAP back end and settings.
SSelf->{CustomerUser2} = {
Name => 'LDAP Backend',
Module => 'Kernel::System::CustomerUser::LDAP',
Params => {
Host => 'bay.csuhayward.edu',
BaseDN => 'ou=seas,o=csuh',
SSCOPE => 'sub',
UserDN => '',
UserPw => '',
AlwaysFilter => '"',
Die => 0,
Params => {
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port => 389,
timeout => 120,
async => 0,

version => 3,
}!
}/
# Other setting here.
bi

It is possible to integrate up to 10 different customer back ends. Use the NNNN screen to view or edit
(assuming write access is enabled) all customer user data.

Customer User Data in Dynamic Fields
Sometimes it can be useful to also store customer user data directly in dynamic fields of a ticket, for
example to create special statistics on this data.

The dynamic field values are set, when a ticket is created or when the customer user of a ticket is
changed. The values of the dynamic fields are taken from the customer user data. This works for all
back ends, but is especially useful for LDAP back ends.

To activate this optional feature:
1. Activate the setting Ticket : :EventModulePost ##44100-DynamicFieldFromCustomerUser

2. Activate the setting DynamicFieldFromCustomerUser: :Mapping. This setting contains the
configuration of which customer user field entry should be stored in which ticket dynamic field.

3. Create the dynamic fields, if the dynamic fields are not present in the system yet.

4. Enable the dynamic fields in setting Ticket : :Frontend: :AgentTicketFreeText ###DynamicField

so that they can be set manually.

NN: The dynamic field must not be enabled in the following settings:
* Ticket::Frontend: :AgentTicketPhone###DynamicField
e Ticket::Frontend: :AgentTicketEmail###DynamicField
* Ticket::Frontend: :AgentTicketCustomer###DynamicField

If they were, they would have precedence over the automatically set values.

1.3.7 NNAN N AN

NNANNNNENNNNENNNNNNNNNNN NN NN NNV NN NNV NN NN NN NN NN NN NN NN NNV NN NN NN NNNNNEN

For all situations, OTOBO provides the means. Aside from a primary customer, your customer users
can gain access to multiple customer tickets as defined by you.

ANNNNNNANNNNANNNNNNNNNNNNY NNNNNNNNNNNNNNNNNNNNNNNNNNNNNY NNNNNN ANNNNAN NN NNNN N NN
NN
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& Manage Customer User-Customer Relations

Actions Search Results:
CUSTOMERS (1)

acme.co Acme Inc.

| Q | CUSTOMER USERS (1)
Wyle Coyote <we@acme.example.com: (acme.cc)

Wildcards like ** are allowed.

N 1.130: INNNNNANNNAN

NNANAN N NRRNN

ON: NNNNNNEN NNAN NENNEN NN AN ANNENN Customer User Settings NNNNN

NNANNNNENNNNNANNN
1. NN NN ANNNNANNNANN
PANNNNNNNNNNNNNN
3. NN AN N ANNAN RN

Change Customer Relations for Customer User Wyle Coyote (we)

CUSTOMER 1) || ACTIVE

Mo data found.

m of ETCELCRGIE W or Cancel

N 1137 NNNNNNNNNNNN

NN NN N NN Y
1. AN AN ANANNNNENN
PZANNNNNNNNNNNNNNN
3. NN AN N ANNAN RN

Change Customer User Relations for Customer Acme Inc.

CUSTOMER USER (0] | ACTIVE

MNo data found.

@ or EEVCELCRIGTEL or Cancel

N 1132: MNNNNRRNNNN

AN NNNENNNNNENNANENNNNNNNNNENNNNNNNNNNAN NNNENNNNNNTO O ONNNNNANNN
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NNNNNNNNNNNNNNNNNNNNNN SNNNNNNNNNNNNNNNNNNNNENY ANNNNN SN SN SNY

AR: NNNNNNANANNNNNENNNNNNNNN

NNENNN NN N NN NN NN NN VYN

1.3.8 NN NN

NNANNANANNNNENNAN NNNNNNENNNNRNNNNNNNNNNNNN NNV NNNSNNAN

OTOBO allows you to assign group permissions to customer users. Access works just the same as for
agents, preventing a customer from modifying and viewing a request. Thus allowing the customer to
focus on the results of the original communication and funneling the discussion through one ticket.

aN:
NN NN NN NN NN

NNNNNNNNNNNNNNNNNNNNNNNAN - SNNNNNNNNNNNNNNNNNNNNNNNNNEY VNN SENNNEN Y NN N §
NNNN

(. Manage Customer User-Group Relations
Actions Search Results:
|E| CUSTOMER USERS (1) GROUPS
Wildcards like "' are allowad. Wyle Coyote «we@acme.example.com: (acme.co) admin
stats
[¥ Edit Customer User Default Groups

These groups are automatically assigned to all
Customer USers. You can manage these groups
via the configuration setting

"CustomerGroupAlwaysGroups”. GROUPS

Customer User Default Groups:

users

Mo changes can be made to these groups.
Filter for Groups

Just start typing to filter...

N 1.133: NNNNEN-NANNN

Customer group support needs to be enabled in at least one customer user back end to use this function.

For the default OTOBO back end, this can be enabled in the system configuration by clicking on the
Enable it here! button.

AIN: NNNNNNNNNNENNNNNNNNNNNENNENNNNNNNNNNNNN - Kernel/Config/Files  NNNNAN
727_CustomerBackend . pmiNN NNNNNNNNNNNNNNNNNNNN

AR: MNRNNNNNNNNNNANNNNENNNNNNNNN
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Motice

Just use this feature if you want to define group
permissions for customers

& Enable it here!

N 1134 NNNNNNN

NNNNAN N AN

NN NN N NN
(AN NN NNNENNNNNNN NN

PARNNNNNNNNNN NN NN
SRNNMNNINNNNN VNN

Change Group Relations for Customer User Wyle Coyote (we)

GROUP RO AW

admin
stats

N 1.135: NNNNNNNNEN

ANANNNNNANNNNNNNN
1. AN N ANANNAN
2. NNNNNNNNNNNNNANN
3. NN AN N ANNAN NN

Change Customer User Relations for Group admin

CUSTOMER USER (1) RO RW
Wyle Coyote <we@acme.example.com: (acme.co)

N 1136:; NNNNNNNNEN
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NNV NNV
1. MNNNRAN NNNNNNNNEN NNN

2. Add or modify groups in setting CustomerGroupAlwaysGroups.
3. NNNNNNNNEEN

CustomerGroupAlwaysGroups

users Defines the groups every custormer
user will be in (if
CustomerGroupSupport iz enabled
and you don't want to manage every
customer user for these groups).

N 1137 CustomerGroupAlwaysGroups NNNNAYN

(NNNNNNNN N NSNS

A MNNENNNNNNNNANANNNNNNNNNNENNN NN NN ANV NN NN NN NNNNNNNN

ANANNNNNNANANNNANNNNN NNNNNANNNNNNNNNNNNANNNN NNNNNN NNN NNN NN

AN NNNNNANNNNNNNNNNNNNNNNN

NNAN N NNRRNN

ANANNNNNNANANNNANNNNNNNNANANNNNNNNNNNNN ANNNENNNNNNNNN
roNRAN NNNNNNNNNNAN
rwiNAN  NANNNANNNNNNNN

ON:  INNNNNNNNNNNNNNNENNNNNNNNNN

1.3.9 NN N AN

NNANNANENNNNENNNNENNNNNANN . MNRENNNNENNNNNENNNNENNNNNNNENN IRENAN SNNNAEN AN NN N AN
NN

NNANEN N NANN

NNV NNV NN
(N NN NNNENN NSNS NN
ZARNNNNNNNNNNNNNN
EENNINNININNNNNNNN
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L. Manage Customer User-Service Relations

Actions Search Results:
SERVICES

E CUSTOMER USERS (1)
Wildcards like ™' are allowad. Wyle Coyote <we@acme.example.com: (acme.co) Test service

E4 Edit default services

Filter for Services

Just start typing to filter...

N 1.138: NNNN-ANNNNNAN

Allocate Services to Customer User Wyle Coyote (we)

SERVICE ACTIVE

Test service

@ or @EEVLELLRILIE I or Cancel

N 1139: MUNNNRNNEEN

ANANNNNANNNNNNNN
1. AN AN NNANNNENN
AR NNNN N NNN NN NN
3. NN AN N ANNAN NN

Allocate Customer Users to Service Test service

CUSTOMER (1) ACTIVE
Wyle Coyote <we@acme.example.com: (acme.co)

@ or EVCELCRiLTE L or Cancel

N 1140: NNRNNNNNNNN

AN ANNENNNNNENNNNNNNNNENNN NNV VNNV NN NN NNNNNNNNNNN

ANANNNNNNANANNNANNNNAN ANNNENNNNNNNNNNNNANNNANN NNNNAN AN NNNN NNN

AR: NNNNNNNNANNNNENNNNNNNNN

AN NNNANNNNNNNNNNNNNNNNNNNNNAN
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NANNAN

NNV NN NNNNENNN NNV NNNNNNNENN
NNNNNNNNY

[RNNNNNNN NN NN

2. NNANNANNANNNNNANNAN

3. NN AN N ANNAN NN

& Manage Customer User-Service Relations Allocate Services to Customer User
Actions Allocate Services to Customer User
e e
Test service -

Filter for Services

Just start typing to filter...

N 1141 NNNNANNAN AN

AN: ANRNNNNNNNNNENNNNNNNNANANNNNNE NNV NNNNNNNNNNN

1310 N

Use this screen to add groups to the system. A fresh OTOBO installation contains some default groups.
The group management screen is available in the Groups module of the Users, Groups & Roles group.

L. Group Management
Actions List (3 total)
NAME ~ COMMENT VALIDITY ~ CHANGED CREATED
admin Group of all administrators. wvalid 09/21/2020 17:08 (Europe/Berlin) 08/21/2020 17:08 (Europe/Berlin)
. stats Group for statistics access. valid 08/21/2020 17:08 (Europe/Berlin) 08/21/2020 17:08 (Europe/Berlin)
Filter for Groups users  Group for default access. valid 09/21/2020 17:08 (Europe/Berlin)  09/21/2020 17:08 (Europe/Berlin)

Just start typing to filter...

Hint
The admin group is to get in the admin area

and the stats group to get stats area.

Create new groups to handle access
permissions for different groups of agent (e. g.
purchasing department, support department,
sales department, ...).

It's useful for ASP solutions

N1142: NNNN

NN

(NNNNNNAN
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[RNNNNNN NN
2. NNRNNAN
3. NN AN NN

Add Group

* MName:
* Validity:  valid

Comment:

@ or Cancel

N 1143 ANNAN

AR NNANNNNENY NNNEN AN ANANEN AN N SN NNNANN

NNNNNNAN
(ENNNNNNNNNNN
2. NN
ERNNINNIINNNNNNNN

Edit Group

* Name: USers
* Validity:  wvalid

Comment:  Group for default access.

N 1.144: ANNAN

AN NNNENNNNNANNNNNNNNNENNNNNNNNNNNNNNNEN

NN

NNANNNNNANNNNANNNNAN ANNNNANNNNNNNNN
NN A NNN NN NN NN NS N N N N N NS SN NN N N SN N N NN

NN:  Renaming a group does not affect permissions previously given. When group1 is now called
group?2, then all the permissions are the same for the users which used to be assigned to groupl.
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This result is because OTOBO uses IDs for the relationship, and not the name.

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AR: NNRNNNNNNNNNNENNNNENNNNN ANNNNENNNNNNNNNNNNNNNENN

AN NNNENNNANANN NNNENNNNNNNNNNNNNNNANNNNNNNN NNV NNNNNNNANY

AN

NNNNENNEINNNNNENNENNNN NNNNNNNNNNNNNNENNY

admin NNNNNNNNNNNNN

stats Qualified to access the stats module of OTOBO and generate statistics.
users NNNNENNNNENNNNNENNNNENSNNNENNNNENNNN

1.3.11 AN

Use this screen to add roles to the system. A fresh OTOBO installation contains no roles by default. The
role management screen is available in the Roles module of the Users, Groups & Roles group.

a Role Management
Actions List (1 total)
[+] Add Role NAME COMMENT VALIDITY CHANGED CREATED

Supervisor A role for quality assu... valid 11/02/2020 13:23 (Europe/Berlin) 11/02/2020 13:23 (Europe/Berlin)

Filter for Roles

Just start typing to filter...

Hint

Create a role and put groups in it. Then add
the role to the users.

N 1.145: NNNNNN

NN

NNNNNNNYY
1. MNNNNAN NNNN AN
2. NNRNNAN
SN NINNMNNY

AN NNNNNNNNNNN SNNNN SN VNN AN N ANNN SNNNENY
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Add Role
* Name:
* Validity:  walid
Comment:
@ or Cancel
N 1146: NNNNNN
INNNNNNNNY
1. NNNNNNNNNNNNN
2. NNNNN

3. NN AN N ANNAN NN

Edit Role

% Name: Supervisor
* Validity:  valid

Comment: A role for quality assurance

N 1.147: NNNARNN

ON: ANNANNNNNNNN NNV NNV NN NNNNNN

NNAN

ANANNNNNNNNNNNNENNN ANNNNNNENNNNN
AN * ANNNNAN ANNNNNNNNNNNNNNNNNNNNNNNNNY ANNNNNNNNNY

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NANNNNNNANN NNNNNNNNNNNNNNANNNANNNNNNNNANNNNNNNNNNNNNNN

1312 NN NN

NNANNNNENNNNENNNNNNNNNNN ANNNNENNNNNENNNNNENNNNNNNNNNN ANNNEN ANNNEEN AN AN N N NN
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L. Manage Role-Group Relations
Actions Overview
[+] Add Role ROLES GROUPS
Supervisor admin
[+] Add Group
stats

users
Filter for Roles

Just start typing to filter...

Filter for Groups

Just start typing to filter...

N 1.148: NNNN-ANNN

NNAN N NN

ANANNNNANNNNNN
1. AN AN NNANNNANN
2. NNANNNNNNNNNAN
3. NN AN N ANNAN NN

Change Group Relations for Role Supervisor

GROUP RO MOVE_INTO CREATE NOTE OWNER PRIORITY AW

admin
stats
users

N 1.149: NNNNNNAN

NN NN N NN
1. AN N NNANNAN
PANNNNNNNNNNNNNN
3. NN AN N ANNAN RN

AN NNNENNNNNANNNNANNNNNANNNNENNNNNNNNNNNNNNNENN

NNANNNNENNNNENNNNNN ANNNENNNNNENNNNNANNNNE ANNN AEN 8NN NN

AN: ANNENNNNNNNNENNNNNANN
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Change Role Relations for Group users

ROLE RO ~| MOVE_INTO | CREATE ~| NOTE | OWNER | PRIORITY _| AW

Supervisar

@ or EVCELCRiLTE L or Cancel

N1.150: NNNNNNAN

AN N ANNAN

ANANNANNNNNNNNNNNNNNNNNNNNNNNNNNNNN ANNNANNNNNNNN
roNNNN NNN/NNNNNNIN ‘NNNEN

NEN NENNNNNNN/NNNNNN

createfNNN NNNN/NNNNNNNNNNNN

noteNNNN NNNN/NNNNNNNNNNNN

ownerNNNNN NNNN/NNNNNNNNNNNNNEN

priorityNNNAN NNNN/NNNNNNNNNNNAINAN

NANAN NRNNNENNENNNNNNRNNENNENNNNNNNNNNNNNN

NANAN NNNNNNNNNNNNNNNNRNNNNNNNNNNNENN

NN NNNNNNNNNNNNNNNNN,/NNNNNNNNNNNNNNNNNNNNNNNNNNNNN
rwiNEN NN/ NNNNNNINNNNNNENN

NS

Not all available permissions are shown by default. See System: : Permission setting for permissions
that can be added. These additional permissions can be added:

statsRNNN ANNNNNNNNN

AN NNNRNNNNNAN NN ANNNNENNNAN
AN NNNNANNNNAN

NNV

NNENNNNN NN NYNRNNENNYN
NNENNNNN N NYNNYY

AN NNNNNNNNNNNNN

NNNENNN NN YN N NN NNNNN

A NNNANNNNENNNNNANNNNNNNNNNANNNNENNNAN rw ANNNNNANNNNNNNNNNNENN
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1.4 NNANAN

ANANNNNANNNNNNNNNNNNNNNNNNNNENNNNNNNNNNNNNAN
ANANNNNANNNNENNNNNNNNNNNNNNNENNNNNNNNN
NNANNNNANNNNENNNNENNNNNNNN NN NN NNENNNNRNNN

OTOBO offers many options to automate tasks based on events, time, external systems and defined
processes. OTOBO also includes the possibility to add individual information types to tickets and help
agents to lower their error rate when working with tickets by allowing only defined activities for tickets
in specific states.

1.4.1 ANNANNCACL)

AUENANNANANANANANNNNNNNANANANANNANNN NN NN AN NN NN NN NN NN NN AN NN NN NN NN NN NN NN NN NN NN NN AN NN NN NN

OTOBO uses access control lists (ACL) to restrict agents and customer users on ticket options, allowing
only correct and meaningful activities with a ticket. OTOBO administrators can easily generate ACLs
in the graphical interface to prevent ticket closure until meeting specific requirements, prevent tickets
from being moved to queues before adding the defined information and much more.

Use this screen to manage access control lists in the system. A fresh OTOBO installation contains no
access control lists by default. The access control lists management screen is available in the Access
Control Lists (ACL) module of the Processes & Automation group.

& ACL Management

Actions ACLs

Create New ACL Please note: This table represents the execution order of the AGLs. If you need to change the order in which ACLs are

executed, please change the names of the affected ACLs.

ACL NAME COMMENT VALIDITY EXPORT COPY
2 Export ACLs

No data found.

Filter for ACLs

Just start typing to filter...
N 1151 ACLNNAN

NNV

AN NNNANNNNENNNNNANNNNNNNN NN NNNNENNNNNNNNNEN

AN: ANNNNNNUser D INNNNACLANN

NNNNNNNVAGEN
1. NNNRAEAN ANACL 8RN
2. NNRNNAN
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3. AN AN NN
4. NNNNNNAN ANACL ANNANNACLANN

Create New AGL

* MName:
Comment:

Description:

Stop after match:

* Validity: | invalid

@ or Cancel

N1152: NNACLAN

NNNNENACLY
1. AINACLNMNNANACLANNNANN ANACL ANNNNNNNN
2. NNNNNACLANAN
3. NN AN N ANNAN NN
4. NNNNACLN
NNNNNVAGRN
1. ANACLNNNRRNACLY
NNNNNNNNMNMNMNNNNNY
- AN AN ANNNANNNNANNNNEN ANNNNACL NN
. NN NNNANACL NN
- NRANNANN AN NN
. NNANACLN

o U~ NN

AN: ACLNPerlNNON  zzzacl.pm NNNNNNNANNNNNNNONNNNACLON NNN SOOON OGN N
NNNNNANACLANNNNNNNNNNNNNNNNNNNNACLY

NNNNENACLY
1. MNNANAN ANACL NN

AN NNNERNNNNENNNNNNNNNNNACLNN ARN NNNNN NN NNNRNNNNNACLN

NNRNNNACLN
1. MVNANAN ANACL 8RN
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w Edit ACL Information

# Name: 00 Remove Note
Comment:  This ACL removes the note menu item.

Description: 'The agents have to write emails,
not internal notes.

# Malidity: | invalid

¥ Edit ACL Structure
Match settings
* 3 Properties
* O Queue
B Raw:
Exact match E &3]
(53]
@

Change settings
* [ Possible
* O Ticket
(53]
* B Action

Exact match E o)

Save ACL

N 1153: NNACLANAN
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2. NVNNNNNNNNNNAN Export _ACL. yml NN
NNANACLYN

1. NVANNAAN AN NN

2. NVNNNANNAN . ym1 NNN

3. NNNARNNANACLNNN NRNNNACLAN NNNN

4. AN ANACLAN 8NN

5 NN AVACL NNNNRRNACLY

AN NNNRNNNNENACLANNNNNNNENNNNENNNNNNNNANACLN

AR: ANANNNNANNNNENNNNNNNNNNNNNNNEN NN NNV NN NN NN NNV NNANA CLNNNNN VNN NNV NNV NN NNANR

ACLRN

NNANNNANANNNNANNNNAN ANNNANNNNNNNNN

NN AN N NN NN NN NS S NN NN NSNS NN N N SN N NN NN

AN NNNENNNNNAN NNNEENNNNENNNNNENNNNNEN NN NN NNV NN NNRNN
AN NNNNNNNNNNNNNNENNNAN

NNNAN ACLERNNNNNNNNNNNNNNNENACLANY

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

NNACLAN

ACLNNNNNNNENNNNNNN N NNNNNNNNNNNNACLNNNNACLNNNNNNNNNNNA C LANNNENNNNNNNNNNNNNNN A CLNNNNNNNNNNNN NN

NN

Properties NNNNNNNNNNNNNNENNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNAC LNNNNNNNN NN NNNNNNNNN

PropertiesDatabase NN Properties NNNNNNNENNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNY
NRNNNNENNNNNNNNNNNNNNNNNNNNNN

NN

Possible NN NN NN NN NN N N NN NN NN
PossibleAdd NNNNRNNNENACLANNNNNNNNNNNANAN Possible N PossibleNot NNNANA-

CLANNNN
PossibleNot NNNNNNNNNNNNNNNNNNNNNANNNNNNNNNNNN - Possible N PossibleNot
NANACLNNNAN
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NN

ANNAC LANNNNNNNNNNNNNNNNNNNNNNN NN NNNNNNNNNNNN

[Not] NNNNNNNNNNAN [Not] 2 1owlN NENNNNNNNNNNNNT very lowN 3 normall4 highN 5 very highN
[RegExp] NNNNNNNNNNNNNNNNNAN [RegExp] 1owNNNNNNNNNNNNNNN 1 very lowN 2 low NNN
[regexp] NN“[RegExp]” NNNNNNNNNNNNN

[NotRegExp] NNNNNNNNNN [NotRegExp] 1owNNNNNNNN 3 normallN4 highN5 very high NN
[Notregexp] QN [NotRegExp] NNNNNNNNNNNNN

ACLRN

ANANNNNNENNNAN

NNNNNNNENNNNNNNNNAN 5 very high NNNNNNNNNN
NNNNNNNNERAN ANNNNN 100-Example-ACLN NNNNACLNNNNNNNNNNNNNNNNNNNNNNNNNN NNNNNNNNNNNN

Create New ACL

%= Name: 100-Example-ACL
Comment:  Move Ticket to Queue based on Prioroty

Description: This example shows you how to
allow movement into a gueue of
only those tickets with ticket
priecrity "5 wery high"

Stop after match:

# Validity: | invalid

@ or Cancel

N 1.154: 100-Example-ACL - NNNN

NN AN ANNANNOOENNNAN  NNNNENNNYNNNNVENNNNNENNANACLY ANENNNNNNNNNNNNY
Row NNNNRN 5 very highDNNNNN  NNNNNNNNRNNNNNNNNNNNNNNN Raw NNNNNN 3 normal  NA-
CLANNNNNNENENNNNNNNNNNNNNEN 5 very highSNNNNNNNN

NANPossibleNNNNN NNNNNNNNNNNN NNNNNNNNNNENNNNNNNNEN Alert NEN

AN NNNAN NN AR AN NNNENNNACLEN

NNANNNNNANNNNRNNNNNNNN

ARNNNNANANANANNNANNNNNNAN Row  NNNRRNAN 5 very high  RNNNNNNNNNNNNNNNNRNN
NNANNNNANNNNENNNACLANNNNANNANN
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* Edit ACL Structure
Match settings
* O Properties
* B Ticket

B Queue:

raw Exact match 53}
B Priority:
5 very high Exact match

@B
@

Change settings

N 1.155: 100-Example-ACL - NNNN

NNRNNNNNNNNNNNNAN

ANANNNNANAN  Raw  NNANANANAINANNNN - ANANNNNNNNNNNANNNNANNNENNN - ANNNNNNNNNNNNNNNNN
NNV NNNNNNNNNY

NNAN

NNV NN NN NN NNNN NNNNIN NNV NNNNNNNNNNNNNNNNNACLE
NNV NN NN NN NN NN NN NN NN NN NN NN NSNS N NN

NNANNAN

NNNNANNNNNNNNNNNNNNNNNNNNNN NACLNNNAN HW NNNNNNNNNNNN Hardware NNN

NNNNNN

NACLNNNNID TheCustomer!D NNNNNNNNNNAN P14N

Disallow Standard Reply Function For Customers in Process

This ACL prohibits using the reply button in CustomerTicketZoom if the ticket is a process ticket of the
process with entity ID Process-0123456789abcdef.
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* Edit ACL Structure
Match settings
* 3 Properties
* 3 Ticket
B Queue:
raw Exact match /B
B8 Priority:
5 very high Exact match
/@
&3]

Change settings
* =3 Possible
+ & Ticket

B Queue:
Alert Exact match

N 1.156: 100-Example-ACL - NNNN
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* Edit ACL Structure
Match settings
* & PropertiesDatabase
* 3 Ticket
B Queue:
Raw Exact match
B Priority:
5 very high Exact match
(53]
53]

Change settings
* O3 Possible
* B Ticket

B Queue:
Alert Exact match

N 1157: 101-Example-ACL
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w Edit ACL Structure
Match settings
* [ Properties
» [ Ticket
B Queue:

Raw Exact match

Change settings
* [ Possible
* B Ticket
B State:
new open pending reminder Exact match
(5]
@B
* [ PossibleNot

+ O Action

AgentTicketClose

N 1.158: 102-Example-ACL
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w Edit ACL Structure

Match settings

Change settings
* [ PossibleNot
* 3 Ticket

B State:

closed successiul Exact match

N 1.159: 103-Example-ACL

* Edit ACL Structure
Match settings
* & Properties

* 3 Ticket

B Queue:
[RegExp]HW Regular expression
@
@

Change settings
* O Possible
+ 5 Ticket

B Queue:
[RegExp]“Hardware Regular expression

N 1160: 104-Example-ACL
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w Edit ACL Structure
Match settings
* 3 Properties
» & CustomerUser

B UserCustomeriD:

TheCustomerlD Exact match

Change settings
¥ 3 PossibleNot

+* (O Process

P14 Exact match

N 1.161: 105-Example-ACL

14.
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¥ Edit ACL Structure

Match settings
¥ & Properties
¥ B Process

B ProcessEntitylD:

Process-01234567890abedef

@ |- v

Change settings
¥ B PossibleNot
~ & Action

CustomerTicketZoomReply

@ [- =

N1162: 106-Example-ACL
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ACL W

Properties, keys and values that can be used in ACLs are highly dependent on the OTOBO installation.
For example the possibilities can be extended by installing extension modules, as well as it can de-
pend on the customer user mapping set in Config.pm. Therefore it is not possible to provide a full ACL
reference, that contains all settings.

NNAN ACL NNENNNNNNNNNNAEN YAML 8NN ACL AN N

— ChangeBy: root@localhost
ChangeTime: 2019-01-07 10:42:59
Comment: ACL Reference.
ConfigMatch:
Properties:
# Match properties (current values from the form).
CustomerUser:
UserLogin:
- some login
UserCustomerID:
- some customer ID
Group_rw:
— some group
DynamicField:
# Names must be in DynamicField <field name> format.
# Values for dynamic fields must always be the untranslated internal
# data keys specified in the dynamic field definition and not the
# data values shown to the user.
DynamicField Fieldl:
- some value
DynamicField OtherField:
- some value
DynamicField_TicketFreeText2:
- some value
# more dynamic fields
Frontend:
Action:
— AgentTicketPhone
— AgentTicketEmail
— CustomerTicketZoomReply
Endpoint:
— ExternalFrontend: :PersonalPreferences
- ExternalFrontend: :ProcessTicketCreate
— ExternalFrontend: :ProcessTicketNextStep
- ExternalFrontend::TicketCreate
- ExternalFrontend::TicketDetailView
Owner:
UserLogin:
- some login
Group_rw:
- some group
Role:
- admin
# more owner attributes
Priority:
ID:
— some ID
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Name:
- some name
# more priority attributes
Process:
ProcessEntityID:
# the process that the current ticket is part of
— Process—9c378d7cc59f0fcedcee’bb9995ee3eb
ActivityEntityID:
# the current activity of the ticket
— Activity-f8b2fdebeb54eeb7bl47a5f8eldabel35¢c
ActivityDialogEntityID:
# the current activity dialog that the agent/customer is using
— ActivityDialog-aff0ae05fe6803£38de8fff6cf33b7ce
Queue:
Name :
- Raw
QueuelD:
- some ID
GroupID:
- some ID
Email:
- some email
RealName:
- OTOBO System
# more queue attributes
Responsible:
UserLogin:
- some login
Group_rw:
— some group
Role:
- admin
# more responsible attributes
Service:
ServicelD:
- some ID
Name:
— some name
ParentID:
- some ID
# more service attributes
SLA:
SLAID:
- some ID
Name:
— some name
Calendar:
— some calendar
# more SLA attributes
State:
ID:
— some ID
Name :
— some name
TypeName:
- some state type name
TypelID:
- some state type ID
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# more state attributes
Ticket:
Queue:
- Raw
State:
- new
- open
Priority:
- some priority
Lock:
- lock
CustomerID:
- some ID
CustomerUserID:
- some ID
Owner:
- some owner
DynamicField Fieldl:
- some value
DynamicField MyField:
- some value
# more ticket attributes
Type:
ID:
- some ID
Name :
— some name
# more type attributes
User:
UserLogin:
- some_login
Group_rw:
— some group
Role:
- admin
PropertiesDatabase:
# Match properties (existing values from the database).
# Please note that Frontend is not in the database, but in the framework.
# See section "Properties'", the same configuration can be used here.
ConfigChange:
Possible:
# Reset possible options (white 1list).
# Hide or show Dynamicfields
# Please just enter the name of the Dynamic Fields, they don't need any prefix.
Form:
— SomeDynamicFieldName
— someOtherDynamicFieldName
# Hide or show Standard Fields like Article (in the future Queue, Service, etc.)
FormStd:
# Hide or show Article in CustomerTicketMessage (including all three: Subject, .
—Body and Attachment)
- Article
Action:
# Possible action options (white 1ist).
— AgentTicketBounce
- AgentTicketPhone # only used to show/hide the Split action
— AgentLinkObject # only used to show/hide the Link action
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ActivityDialog:
# Limit the number of possible activity dialogs the agent/customer can use 1in ay
—process ticket.
— ActivityDialog-aff0ae05fe6803£38de8fff6cf33b7ce
— ActivityDialog—-429d61180a593414789a8087cc4b3c6f
Endpoint:
# Limit the functions on external interface.
- ExternalFrontend: :PersonalPreferences
- ExternalFrontend::ProcessTicketCreate
- ExternalFrontend: :ProcessTicketNextStep
- ExternalFrontend::TicketCreate
— ExternalFrontend::TicketDetailView
Process:
# Limit the number of possible processes that can be started.
— Process-9c378d7cc59f0fcedcee’bb9995ee3eb
— Process-12345678901234567890123456789012
Ticket:
# Possible ticket options (white 1ist).
Queue:
- Raw
- some other queue
State:
- some state
Priority:
- 5 very high
DynamicField Fieldl:
- some value
DynamicField MyField:
- some value
# more dynamic fields
NewOwner:
# For ticket action screens, where the Owner is already set.
- some owner
OldOwner:
# For ticket action screens, where the Owner is already set.
— some owner
Owner:
# For ticket create screens, because Owner 1is not set yet. Please make sure, .
—that you enter "Firstname Lastname'.
- some owner
SLA:
- some sla—name
# more ticket attributes
PossibleAdd:
# Add options (white 1list).
# See section "Possible'", the same configuration can be used here.
PossibleNot:
# Remove options (black 1list).
# See section "Possible'", the same configuration can be used here.
CreateBy: root@localhost
CreateTime: 2019-01-07 10:42:59
Description: This is the long description of the ACL to explain its usage.
ID: 1
Name: 200-ACL-Reference
StopAfterMatch: 0
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ValidID: 3

1.4.2 NANAN

Beside general information required for all tickets, organizations have individual needs to add specific
details to tickets. This needed information takes various formats like texts, integers, date-time and
more.

OTOBO supports adding a so-called dynamic field to handle texts, integers, drop-down lists, multi-select
fields, date-time, checkboxes and more. OTOBO administrators can define where those fields should
be visible or editable, and of course, the dynamic fields are also available in statistics and reports.

Use this screen to manage dynamic fields in the system. A fresh OTOBO installation contains two
dynamic fields by default. The dynamic field management screen is available in the Dynamic Fields
module of the Processes & Automation group.

) Dynamic Fields Management
Actions Dynamic Fields List
Ticket 1-20f 2
NAME LABEL ORDER TYPE OBJECT VALIDITY DELETE
_ ) ) ProcessManagementProcessiD Process 1 ProcessiD Ticket valid
Add new field for object: Ticket . . . . i
ProcessManagementActivitylD Activity 2 ActivitylD Ticket valid

Article

Add new field for object: Article

Customer

Add new field for object: CustomerCompany

Customer User

Add new field for object: CustomerUser

FAQ

Add new field for object: FAQ

N 1163 NNNNNNAN

NNNNNN

NNRNNNNANNAN

1. Choose an object type in the left actions sidebar and select a dynamic field type from its drop-
down.

2. NENENNN
3. AN AN NN
NNNINNNNNY
1. Click on a dynamic field in the dynamic fields list.
2. NNNRN
3. AN AN N NNNNN ARN
NNNINNNNNY
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General

* Name: Validity: | wvalid
Must be unique and only accept alphabetic
and numeric characters. Field type: | Checkbeox

* | abel:

This is the name to be shown on the Object type: | Ticket

screens where the field is active.

* Field order: 3

This is the order in which this field will be
shown on the screens where is active.

Checkbox Field Settings

Default value: | Unchecked

This is the default value for this field.

N 1164 NNNNRRRNN

General

% Name: PreProcVacationStart Validity: | wvalid

Must be unique and only accept alphabetic
and numeric characters. Field type: |Date

= |abel: Vacation Start

This is the name to be shown on the Object type: | Ticket

screens where the field is active.

# Field order: 3

This is the order in which this field will be
shown on the screens where is active.

N 1.165: NNNNNNNN
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NNV NN VNN

PANNINNINYN
Dynamic Fields List £+
1-2of2
MAME LABEL ORDER TYPE OBJECT VALIDITY DELETE
ProcessManagementProcessiD Process 1 ProcessID Ticket valid
ProcessManagementActivitylD Activity 2 ActivitylD Ticket valid

N 1.166: NNNNNNNY

AR: ANAENNNNENNNNENNNNNANNNANNNNNNENNNNNNNNANNNNN

NNNNNY

NNV NNNNNNEN NNNNNNNNNNNAN

ANNNNNNN
ANNEINNENNNNNNNNNNN
General
* Name: Validity: | wvalid
Must be unique and only accept alphabetic
and numeric characters. Field type: | Checkbox
* Label:

This is the name to be shown on the Object type: |Ticket

screens where the field is active.

* Field order: 3

This is the order in which this field will be
shown on the screens where is active.

Checkbox Field Settings

Default value: | Unchecked
This is the default value for this field.

N 1.167: NNNNNNNNAN

NN * The name of this resource. The value should be alphabetic and numeric characters only. The
name will be displayed in the overview table.
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AN * NNNNNENNNNNNNENNNNNN

AR:

ANNRNNNNNNNNNN NNNNNNNNNNNRNNRNNENN
NN * NNANNENNENNNNNNNNEN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

NNRN This type has been selected in the left sidebar and can not be changed here anymore. This is a
read-only field.

NNRN This type has been selected in the left sidebar and can not be changed here anymore. This is a
read-only field.

NN:  The object type determines where the dynamic field can be used. For example a dynamic
field with object type Ticket can be used only in tickets, and can not be used in articles.

NN NN NN NN NN

NNNNN NN

NNNNNNNNRAN true N false RN

Checkbox Field Settings

Default value: | Unchecked

This is the default value for this field.

NNNTCERINNNNNNNNN

NN > ANNNRNAN
NN NN NN NN
NN NNRNNNNRNNNNN

NNNNNNNNNY

NN NN NN NSNS NN

AN * Name NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNENNENENEY - ANNNVVNNNNENNENENNNNNAN - Name
NRNNNNN Name NN

ValidID NN * valid1d NNNNNNNNNNNNNNNNNNNENNNNNNNNNNNENNNNNNN SNNNNNNNNNNNNNNNNNNNNNN
ValidID NNNNREN Validity NNN

NENN NNNNNENNENNNNN NN NNAN AN N NNENNENNNNNNNNNEN N ANNNEN N ANNENN SNNENNNNNNNNNNNNN

AN: Name NvalidID NNNNNNN N ValidiD NN NN NNNNNNNNNN
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General
* Mame: Telephone validity: | valid
Must be unique and only accept alphabetic
and numeric characters. Field type: | Contact with data

# Label: Phone

This is the name to be shown on the

Object type: | Ticket

screens where the field is active.

* Field order: | 3

This is the order in which this field will be
shown on the screens where is active.

Contact with data Field Settings

* MName Field:
* ValidiD Field:

Other Fields:

Add Field:

Mandatory fields:

Sorted fields:

Searchable fields:

Translatable values:

Mame
Validity

% Key: | Telephone = Value: Phone (=

53]
These are the possible data atiributes for contacts.

Comma separated list of mandatory keys (optional). Keys 'Name' and 'ValidiD' are always
mandatory and doesn't have to be listed here.

Mame, Telephone,vValidiD

Comma separated list of keys in sort order (optional). Keys listed here come first, all
remaining fields afterwards and sorted alphabetically.

Telephone,ValidiD

Comma separated list of searchable keys (optional). Key ‘'Name' is always searchable and
doesn't have to be listed here.

No

If you activate this option the values will be translated to the user defined language.
Note: You need to add the translations manually into the language translation files.

N 1.169: NNNNNNNNNAN
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NNAN NNNNNNNNNNNNNNNNNNN
NNNAN NNNNNNNNNNNNN

NN: Name N validID NNNNNNNNNNNNNNN

NNAN NRNNNNNENNNNAN ANNNNNNNNENNNNENNNNNNNNNNNNNNN
ANANAN ANNNNNNNNENNAN

AN: Name NNNNNNNNNNNNNNNNN

AN ANNNNNNNNNNNNNNNNNNNNNNN

NNV N NV VN

ANANNANANNNNENNNNENNNNNANEN SNNNEN SR AN SNNNNAEN ANNAN AN — SSNNAN SNNNNNEN

Contact with data management

L. Contact with data
Actions List (Phone)
Phone MNAME VALID
Internal Helpdesk valid
|' | =} | Network Operations valid

Wildcards like ** are allowed.

[ +] Add contact with data

N 1.170: NONNNANN

NNNNNNNNNNNY
1. NVANAN AN NNNANNNNNNNNNNNNNAN
PZANNNNNNNMNNNNNNENNN
RNV
4. AN AN NN

Add contact with data (Phone)

*= Name:
Fhone:

* Validity:  wvalid
@ or Cancel

NN VARNNNNNNNN
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NNNVNNNNNIN
(NN NNNNN N NINNNNNNN
2. NN
3. NN AN N ANNAN NN

Edit contact with data (Phone)

x Name: Internal Helpdesk
Phone: |555 123

* Validity: | valid

N 1.172: NNNNNNNN

NNANNANANNNNANNANN ANNNNANNNNNNNNN

~N O 0 MW

oo

12.

NNV NN NN
- NANNANANNANNNNN

o N NN NAN NamelN
* N ValidID O NN ValidityN
o NN NNAN NNNNNNNNNEN Telephone NNNNNTelephoneNNNPhonelNN

. IRNNNANNNNNNNNNNNANN Name N validIDAN

. NNNNANNANANNNNNName, Telephone, ValidIDN

- NNNNNNNENNNNNEN NameNNNNNNAN

- NRRNNANAAN AN — NNNRNNN NNRNNNNENNNNNNNNNNNNNNNANNAN

- ANNANNENNENNENNENNNN NNANNANNENNAN Ticket : :Frontend: :AgentTicketPhone###DynamicField

N Ticket::Frontend: :AgentTicketZoom###DynamicFieldNNNN NNNNNN NNNN

- DN ANNNAN NNNENNNNNNNNN NNNNNNNNNNNNNY
- NANNANNNNANNNNANNANNNNN

10.
M.

ANNNNNANNANANNN NNAN NN

NN NN NN N NN NN NN NNNNNAN NN NN NN NN NN NN NN NN N NN Y NNY
Frontend: :Module###AdminDynamicFieldContactWithData NNNNNNNNNN

If it's necessary to change the contact for this ticket, it can be done via any other ticket action
where the dynamic field is configured for display.

NNNNNNAN

NNNNNNNNNNNNNNNN
NN AN AN NNNNNNNNNNNNNNNNNNNNNNN36008-6 00NN
NNAN NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNY ANNEN SNNNNNNNNNEN
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Date Field Settings

Default date difference: |0

The difference from NOW (in seconds) to calculate the field default value (e.g. 3600 or
-60).

Define years period: | No

Activate this feature to define a fixed range of years (in the future and in the past) to be
displayed on the year part of the field.

Show link:

Here you can specify an optional HTTP link for the field value in Overviews and Zoom
SCreens.

If special characters (&, @, :, /, etc.) should not be encoded, use ‘url’ instead of 'uri' filter.
Example: http//some.example.com/handle?query=[% Data.Field1 | uri %]

Link for preview:

If filled in, this URL will be used for a preview which is shown when this link is hovered in
ticket zoom. Please note that for this to work, the regular URL field above needs to be
filled in, too.

Restrict entering of dates:

Here you can restrict the entering of dates of tickets.

N1.173: NNNNRNNN

AN ANNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
ANANN ANNNNNENNENNENNNNNNNNNNNNNNNNNN
NNAN ANNNNNNNNNNNNNNNNNNNNNNNHT TPANN NN

http://some.example.com/handle?query=[% Data.Fieldl | uri %]

NNAN ANENNNNNNNNNNNNNNNNNNNNNUR LANNNENUR LENNNNENVVNNNNNNNNNNNNNNYN U R LANNNNNNNNY
NN N NYEN NSNS NN N NN

ANNNNNENN NNANNNNNNEINNNNNNNNNNN

NNNAAANAN NNNNNNNNNNNNNNNNNNAN

NIWANNNNNNNN

NN/ NNNNNNNNENNNNNNNNN
ANANANANNNNNNNANANANANN

NNNNNNNNY

ARNNNNNNNNNNANNNNANNNNNN
AN AENNNNENNNANAN AN N SNENNNNSNNNNENNNNNANNNANNNNNNENN NNNNNNNNNNNNNNENN
AN NNNNNEINNNNNNNNNNNNNNN
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Date / Time Field Settings

Default date difference: (0
The difference from NOW (in seconds) to calculate the field default value (e.g. 3600 or
-60).
Define years period: | No

Activate this feature to define a fixed range of years (in the future and in the past) to be
displayed on the year part of the field.

Show link:

Here you can specify an optional HTTP link for the field value in Overviews and Zoom
SCreens.
If special characters (&, @, :, /, etc.) should not be encoded, use ‘url’ instead of 'uri’ filter.
Example: hitp://some.example.com/handle?query=[% Data.Field1 | uri %]

Link for preview:

If filled in, this URL will be used for a preview which is shown when this link is hovered in
ticket zoom. Please note that for this to work, the regular URL field above needs to be
filled in, too.

Restrict entering of dates:

Here you can restrict the entering of dates of tickets.

N 1.174: ON/NNNNRNNN

NNAN ANNNNNNNNNNENNNNNNNNNNNNNNNAN -8 INNNNNNEEN
ANAN - NANNNNNNNNNNNNAN
ANAAN - ANANNNNNNNNNNNNNNNNNNNNN

ON: ANANENNNNNNNNNNNNAN

AN ANNNNNNNNNNNNNNNENNNNNNNHT TPNNN 8NN

http://some.example.com/handle?query=[% Data.Fieldl | uri %]

AN NNNNNNNANNRNNRNNRNNNNNNNU R LNNSNNNU R LENNENNNNNNNNNNNNNNNNNNNNNU R LNNNNNNNANN

NNNNNNNNY

AN AENNNNENNNANAN AN N NNENNNNNENNNNENNN NNV NNNENN NNNNNENNNNNNNNNENN
AN NNNNNNNNNNNNNNNNNNNNN

NNAN ANNNNNNNNNNENNNENNNNNNNNNNNNAN -8 INNRNNNEEY

ANAN NANNNNNNNNANNNANN

ANNAN - ANNENNENNNNNNNNNNNNNNNNNN
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Dropdown Field Settings

Possible values:

Add value: B

Default value:
This is the default value for this field.

Add empty value: | No
Activate this option to create an empty selectable value.

Tree View: |[No

Activate this option to display values as a tree.

Translatable values: | No

If you activate this option the values will be transiated to the user defined language.
Note: You need to add the translations manually into the language translation files.

Show link:

Here you can specify an optional HTTP link for the field value in Overviews and Zoom
SCTeEns.

If special characters (&, @, :, /, etc.) should not be encoded, use "url’ instead of "url’ filter.
Example: hitp://some.example.com/handle?query=[% Data.Field1 | uri %]

Link for preview:

If filled in, this URL will be used for a preview which is shown when this link is hovered in
ticket zoom. Please note that for this to work, the regular URL field above needs to be
filled in, too.

N 1.175: NNNNNNNAN

154 Chapter 1. Administration Area



OTOBO Administration Manual, 8N 11.0

Multiselect Field Settings

Possible values:

Add value: B

Default value:

This is the default value for this field.

Add empty value: | No

Activate this option to create an empty selectable value.

Tree View: | No

Activate this option to display values as a tree.

Translatable values: |/No

If you activate this option the values will be transliated to the user defined language.
Note: You need to add the translations manually into the language translation files.

N 1.176: NRNRNNNNNN

AN: NNNNNNNNNNNNNNNNNNN

NNNNNNNNY

ANNNANANANNNNNNNNNN
NNNENNNNN N NN NN NN NN
ANAN ANNNNNANNANNNNNNENNNNNANHT TPNNN 8NN

http://some.example.com/handle?query=[% Data.Fieldl | uri %]

ARAN ARNNNNENNNNNNNNNNNNNNNENNUR LENNNANU R LANNNNNNNNNANNNNNNNNNNENNNNNU R LNNNNNNNNAN
ARNNANN . ANNNNNNNANNNNNENNNNENNNANANNEN xms MNNNNNNEN

~[0-91$%

AN AN N ANNNNENNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNY

NNNNNNANNNNNENNNNNANNN

AN ANNANNNNNNNNNNNN
NNENNNNNN N NN NN
AN NRNNNNENNNNNNNNNNNNNN
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Text Field Settings
Default value:
This is the default value for this field.
Show link:
Here you can specify an optional HTTP link for the field value in Overviews and Zoom
SCreens.
If special characters (&, @, :, /, etc.) should not be encoded, use "url’ instead of 'uri’ filter.
Example: http://some.example.com/handleTquery=[% Data.Field1 | uri %)
Link for preview:
If filled in, this URL will be used for a preview which is shown when this link is hovered in
ticket zoom. Please note that for this to work, the regular URL field above needs to be
filled in, too.
Check RegEx: Here you can specify a regular expression to check the value. The regex will be executed
with the modifiers xms.
Example: ~[0-9)$
Add RegEx: @
N 1177: MNNNNNNAN
Textarea Field Settings

Number of rows:

Specify the height (in lines) for this field in the edit mode.

Number of cols:
Specify the width (in characters) for this field in the edit mode.

Default value:

This is the default value for this field.

Check RegEx: Here you can specify a regular expression o check the value. The regex will be executed
with the modifiers xms.
Example: A[0-9]%

Add RegEx: @

N 1.178: NNNNNNNNNNN
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NNV ANNNNNNNNNNNNNNNNNNNNNNNNNEN xms NNNNNNNEN

~10-91s

NNNNEAN AN 8 NNV NNNNNNNNNNNEN

NNNNNNN

NN: This dynamic field is already included in OTOBO 10 Standard! The documentation on the field types
still needs to be completed.

WebNNNNEN

NN:  This dynamic field is already included in OTOBO 10 Standard! The documentation on the field types
still needs to be completed.

NNNNNNNERN

ANANNNNENNNNNANNN

- NRANNAAN NN ANN ANN

- NRRNNNRNNN NNAN NNN

- RN AN — ANNN — ANNNENNNNNNNNNNANEN

. OON ### DynamicField NNNNNNNNNN NNNNNN NNN
NNESNNNNNNNNN

. IRNNNANNNNNNANNNNENNNNNN

AN - AN N 2 - NNNNAN

. NENNNNNNENNNNNN

ANNNNNNNNNNN

JEEN

O O v O U1 A W N

Ticket::Frontend::AgentTicketZoom###DynamicField

amic fields shown in the
RedMinelD Dyn ° o

(-] sidebar of the ticket zoom
1 = Enabled screen of the agent interface.

BugzillalD
1 = Enabled

N 1179 NNNNNNNNEY
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NN NN NN NN NN NN NN NN NN NNV

NNNNNNNNNNNNN

NNNNNNNNNNNENNNNN TicketCreat e NNNNNNNNNNNNNN
1. NNANNANNAN NENN 8NN
2. NUNAN — NN — NNNNNNN Ticket : :EventModulePost ###9600-TicketDynamicFieldDefaultN
3. NN ANNNNN NNNNNNNN
4. NNNNNNNNNNNNNNN
5. NNNNNRNENAN

Ticket::EventModulePost###9600-TicketDynamicFieldDefault

Event module registration. For ° °

Module

(-] more performance you can
Kemnel::System:: Ticket::Event:: Ticketl define a trigger event (e. g.
o Event => TicketCreate). This is
Trarsaction only possible if all Ticket
(-] dynamic fields need the same
1 event.

N 1.180: NNNNNNAN

NNAN TicketCreate (NNNN)NNNWN Field1N

1. MNNNNANNAN ANNN NN
2. NNNAN — NN — DynamicFieldDefault RNRRNN Ticket : : TicketDynamicFieldDefault###Element 1N

3. NN ANRRNN NNNNNNNN
NNV N NN NN
5. MVNANANNANN

Ticket: TicketDynamicFieldDefault###Element

Event TicketCreate Configures a default
TicketDynamicField setting. "Namea”

Mame Field1 definas the dynamic field which
should be used, "Value® is the data

Value Default that will be set, and "Event" defines
the trigger event. Please check the
developer manual
(https://doc.octobo.org/doc/), chapter
"Ticket Event Module".

N 1.187; NNNNNNNNNNNNEN
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ON: NNNNRNN16N Ticket ::TicketDynamicFieldDefault###Element NNNNNNNENAN

AN:

If more than 16 fields needs to be set up, a custom XML file must be placed in $OTOBO_HOME /Kernel/
Config/Files/XML directory to extend this feature.

NNANNNNENNNAN

NN NN NN NN N NN NN NN NN NN NN
[RNNNNNNN YNNI
2. NN AN — NNAN — NN — NNNN NNNAN PreferencesGroups###DynamicFieldN
3. AN RN NNNNNNEN
Z NN NNV NNNNNVNNNY

SERNNNNNNN NN
NNANNNNENNNAN ANNNAN — NN SNNNNNNANNAN

ANANNANANNNNENNNNENNVNNNNNANANNANAENEN  Name_X  ONANNAAAN  NANNNNNNNNNENNNNNNNY
NNNNNNENNNNNNNNNNNNNNNNEXM LNV NNV NN NN NNNNNNY

AN NNNEXM LENNNNENNNNNANNNNNNNNNENNNNNNNAN PreferencesGroups###DynamicFiel1dN NN
* PreferencesGroups###101-DynamicField-Fieldl
* PreferencesGroups###102-DynamicField-Field2
* PreferencesGroups###My—-Fieldl

* PreferencesGroups###My-Field2

1.4.3 NNAN

Processing tickets requires often a workflow. Let’s say “if-then” activities.
1 £ NNONNNNNEN

 NNNNENNNNNNNN

o NNNNNNNNNNNNNNY

+ NNNNENNNNENNNN

ENNN NN NN
NEENNNNENNNNNNNNNNNNNN NN NN NNV NNNNN
NN NN NN NN NN NSO NN N NN

OTOBO supports this with the Generic Agent. Here, simple or compound time and event-based tasks are
configurable in the OTOBO front end without the requirement to learn a scripting language. Depending
on search criteria, and time or event criteriqg, tickets will automatically be acted upon.
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PreferencesGroups###DynamicField

x® Dizsable

Active
1

Block
Input

Data
[% Env(*UserDynamicField_NameX®)

Desc

This is a Description for DynamicFielc

Key
Default value for NameX

Label

MNameX

Module
Kemel::Output::HTML: :Preferences::C

Prefikey

UserDynamicField_MNameX

PreferenceGroup

Miscellaneous

Prio
7000

MNameX

Default value for
MNameX:

@ History | | ) Reset setting = % Copy direct link

e

N 1.182: NNRNNNNNNNNNAN

N1.183: NMNNNNNNNNNEN

£r Add to favourites

« Save | x Cancel
Defines the config parameters of
this item, to be shown in the
preferences view. Please note:
setting ‘Active’ to 0 will only
prevent agents from editing
settings of this group in their
personal preferences, but will
still allow administrators to edit
the settings of another user's
behalf. Use 'PreferenceGroup' to
control in which area these
settings should be shown in the
user interface.

This is a Description for
DynamicField on Framework.
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Use this screen to manage generic agent jobs in the system. A fresh OTOBO installation contains no
generic agent jobs by default. The generic agent job management screen is available in the Generic
Agent module of the Processes & Automation group.

) Generic Agent Job Management
Actions List
[+] Add Job NAME LAST RUN VALIDITY DELETE RUMN NOW!

Mo data found.

Filter for Jobs

Just start typing to filter...

N 1184 NNNNNNAN

NN

NNNENNNNNNNNN
1. MNNNAAN ANAN AN
2. NNNNNAN
3. NN AN NN

Job Settings

* Job name:
Validity: | Yes
» Automatic Execution (Multiple Tickets)
» Event Based Execution (Single Ticket)
b Select Tickets
b Update/Add Ticket Attributes
b Add Mote
» Execute Ticket Commands
» Execute Custom Module

Save Changes

@ or Cancel

N 1185 NNNNNNNNNN
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NNNVNNNNNIN
(NN NNNNN N NINNNNNNN
2. NN
3. NN AN N ANNAN NN

Job Settings

# Job name: Testjob

Validity: | Yes

» Automatic Execution (Multiple Tickets)

» Event Based Execution (Single Ticket)

b Select Tickets

» Update/Add Ticket Attributes

b Add Note

» Execute Ticket Commands

b Execute Custom Module

Save Changes
CD - CRITED - =
N 1186 NNNNNNNN
NNNNNNNNNNN
1. NNNNNNANNNNNNNN
2. NN NN NNN
List
NAME LAST RUN VALIDITY DELETE RUN NOW!
Test job valid o} Run this task

N 1.187: NANNNNAN

ON: ANNANNNNNNNN NNV NNV NNNNNNNNY
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NNNNIN

NNANNANANNNNANNANAN ANNNENNANENNN

NNANNAN

Job Settings

# Job name:

Validity: | Yes

N1.188: NNAN - AN

ANAN * NNNNANN NNNNNNNNNNNNENANANNNNNNNNNNN ANANNNNNNNN

NN Set the validity of this resource. This resource can be used in OTOBO only, if this field is set to Yes.
Setting this field to No will disable the use of the resource.

NNAN

ARNNNANNANNNNNNNNANN

w Automatic Execution (Multiple Tickets)

SCHEDULE MINUTES SCHEDULE HOURS SCHEDULE DAYS

Automatic execution values are in the system timezone.

Currently this generic agent job will not run automatically.
To enable automatic execution select at least one value from minutes, hours and days!

N 1189: NNAN - NNRN

NN NNNNNNNNNNN NNNNNNN T0NNNNNN 00:108 01:108 02:10 NNNNNNNNN
NNNEN ANNNNNNENNN SNNNNNN 10 INNNEN 02 NNNENNNNNNENNNNENO2: 108NN
AN ANNENNNNAN NNNNNEN 10 NNNNNEN 02 NNNNNNEAY Fri SNENNNENNNYNNANO2:10088N

NNNNNN

NNV NN NN NYNNNNNY
AN ANEENIENIAAN SNNNENNNNENNNYNNNNNNNEN SNNNNENENNNYNNNNNNNNAN
NNANNAN . NNNNNNNNNNNNNENN
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w Event Based Execution (Single Ticket)

Event Triggers:  Typg EVENT DELETE
Additionally or alternatively to a periodic execution, you can
define ticket events that will trigger this job. If a ticket event is

fired, the ticket filter will be applied to check if the ticket matches.
Only then the job is run on that ticket.

Add Event Trigger: | Ticket
EscalationResponseTimeMotifyBefore

To add a new event select the event object and event name.

N 1190: NNAN - ANNNAN

NN

ANNNNNNNNNNNNNNNNNNNNN
NANANNNNANNNNANNNNNNN

INIWANNNNNN

ARNNNNNNNN,/NNNNNNNN
NNNNNNNNNNNENNNNNANNN

NNAN

ANANANANNNNNNNANANNNANN

* Add Mote

From:
Subject:

Text:

Visible for customer:

Time units (work units):

N 1191 ANAN - ARAN
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NNNNIN

ANNNINNNNNNNNNNNNNNNNNNNN

w Execute Ticket Commands

Send agent/customer notifications on | Yes

changes:

CMD:
(This command will be executed. ARG[0] will be the ticket number. ARG[1] the ticket id.)

Delete tickets: | Na
Warning: All affected tickets will be removed from the database and cannot be restored!

N 1.192: NRAN - RRNNNN

NNNNN/NNNNAN ANNAN Yes,/ANNNNNNNNNNNNNNENNNNNNNN
AN ANNNNNNNNNEN ARG[OJNNNNNNN ARG T]NENIDY

N NARNNN NN NN NN N NEE NN NNV

NNNN NNNAN Yes,/NNNNNNNNNNNNNNNN

AN NNV

NNNNNN

ANNNNNNNNNNNNNNNNNNNNNN

w Execute Custom Maodule

Module:
Param 1 key: Param 1 value:
Param 2 Key: Param 2 value:
Param 3 key: Param 3 value:
Param 4 key: Param 4 value:
Param 5 key: Param 5 value:
Param 6 key: Param 6 value:

N 1.193: NNAN - NNNNRNN

NN NNNNNNNNY
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AR: NNNANNANAAN = - ANNNNERNN

NNNENNNN NN NN
NMNENNNN N NN NNNNY

1.4.4 NNAN

AUENANNANANANANANNNNNNNANANANANNANN NN NN NN NN NN NN NN NN NN AN NN NN NN NN NN NN NN NN NN NN AN NN NN

OTOBO supports this requirement by process management. Process tickets help by using the required
mandatory and optional fields (see NNNN) that information is not forgotten upon ticket creation or during
later steps of the process. Process tickets are simple to handle for customer users and agents, so no
intensive training is required.

Processes are designed completely and efficiently within the OTOBO front end to fit the requirements
of your organization.

NANANNNNNNNNNNNNAN NANN ANNENN NN NNAN NANN

NN

NNNVNNNNWY
1. ANNNNENN NENNNN NN
NNV
INNMINMVINNN
Add activities, activity dialogs, transitions and transition actions.
ININNINNINNNN
NNV

otk W

Create New Process

* Process Mame:

# Description:

State: | Inactive

@ or Cancel

N 1194: NNNNNENN

NNNNNNNYY
[NV NN
2. NNANNNNENN
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NN NN NNNNNN

ZNNNNNNN
NNNNNNNNY

1. NVANNNNNSANNNANN

2. NNANNNNNNNNAN
NN NN

1. NVNNNNNNNNANN
NINNNNNMNNNNN
- AN AN ANNNANNNNENNNNEN NNNNENNN NN
SN NEINNNNNNNNENNY
SNNNYNNNNNNNNY
BNNNNNNN

N U~ NN

AN: NENPer NNNNNNNNNENNNNNNNNNNNNNNNNNNNNNANNANNAN O NNAON SNNN N AN
NN NN NN

NNANNANANNNNENNNNNNNNNNN NNV NN NNV NN NNV NNV NN NNNNENN
AN NNANNANNNNN
AN RNV NNNNNNNNNNNNENY
NNAN NRNNNNNNNNNNNNNNENN
NNNNNNNNY
1. MVNANAN NNNNAN NN

AR ANNRNNNNNNNNANANNNNNNNNNNY AN NNNEN AN ANNNNNNNNNNN

NNRNNNNRN
1. MNNNNAN4NNNNNAN
2. ANNANNANNNNNRN Export_ProcessEntityID_xxx.yml NN

AN ANANNNNENNNNNANNNNNENY NNNENNNNENNN AN

NN
1. MNNANANN NNNN ANNN AR, AN
2. NNNNNNNAN . ym1 NNN
3. AN ARANAN AN
ZNNNNNNN
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NN:  Before import of a process, it is still necessary to create all RN, NNNN and RNNN, as well as to set

NNRN, that are needed by each process before the import. If the process requires the use of NNNNNN(ACL)
those are also needed to be set manually.

AR NNNENNNNNNNNNNENNNNENNNNENNNNNNNNNNNNNN

NNAN

NNNNNNNNNNNNNN NNNNNENNEN (BPMN) 1SONNNNNNNNNNNNNNNNNNNNNNN
ANANNN - NNNANNNNNNNANNNNANNANNNNANNNNNNNNNN

Edit Activity "Example task activity"

Cancel & close
¥ Activity
* Activity Name:  Example task activity

w Activity Dialogs

You can assign Activity Dialogs to this Activity by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also possible by drag
'n' drop.

Filter available Activity Dialogs... ASSIGNED ACTIVITY DIALOGS
AVAILABLE ACTIVITY DIALOGS

Recording the demand A&
Order denied A [#
Shipment received A [
Order placed A @
Approved A @
Approval denied A

Create New Activity Dialog

N 1195 NNNNNANANN

ANNNNNANNNNANNNNENN NNNNNNNNENNAN
AAAN * NNNANNNNNNENNNNANNNNENNNNNNNNNNNNNAN
NRAN * NNRRNNNNNNNNNN
o NRNNNNANNNNN
» NNANAN
» NRANAN
NNNNENN NN N NN NN NS NN NN NS
NRNNAN . NNNERNNNNANNNNNNNNNNENNNNENNNNNNNNNNN
ARNNANN . NNENNNNNANNNNNNNNNNY ANNNNNNNNNENN
NNNNYN
NN NNNNNNNN
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+ DNNNAN

AN ANNNENNNNNNNNNNENNNNNANNNNRNNNNNNN NN SNNNNNNENEN)N

NNANAN ANNNNNEN WEB NNNNNANN

Edit Activity "Example task activity"

Cancel & close

w* Activity

* Activity name: | Example task activity

* Activity type:  Service task activity

Agent Interface

w Service Settings

Please select the invoker which should be triggered immediately if this activity is set.

* Web Service:

# Invoker:

N 1.196: NNNNRRNN

NRNNNNENNNNNNNNNANN NNNNNNNNENNAN
NAAN * NNNANNANNNNNNRNNNNNNNNNANNNNNNNNNAN
AN * NNANNNNNNNNNEN

« NNNNAN

L NNN NNV N NN

o NRANAN
ANEN ANNNNENENNN INENNENENNNNNNNNNNNNNNNENNNNNN
NN NN NN NS N N Y SN NSNS
ARNNANN . NNNNNNNNANNNNNNNNNY ANNNNNNNNNENN

» NNANAN

NNNNNNNNNNN

« NRARNAN
Web NN NNNNNNNNNN WeblN N
NNEN * N Web NENNNNNNNNNENN NN NNNNNNNNNNNN

ANNNAN ANENNNNNNNNNNNNNNNNNNNNNNNNEN

ANNNANENNNNNNNNNANN NNNNNNNNANNAN
NN * NNNNNNNNNNNNNANNNNNNNNNNNNNNNNNNNN
NN NN NN NN NN

Configure

efine a custom error code for script or service task activities. The custom error code must be a posit

ve intezer number
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Edit Activity " Example task activity”
Cancel & close

w Activity

* Activity name: | Example task activity

* Activity type: | Usertask activity

w User Task Activity Dialogs

You can assign User Task Activity Dialogs to this Activity by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also
possible by drag 'n’ drop.

Filter available User Task Activity Dialogs... ASSIGNED USER TASK ACTIVITY DIALOGS
AVAILABLE UISER TASK ACTIVITY DIALOGS

Request filed A=

Recording the Application for leave AE [

Approval A

Create New User Task Activity Dialog

N 1197: RNNNNNNNN

ENNNNYN
ENNNNYN
L NNNNNNNNNNNY

Activity Dialogs You can assign activity dialogs to this activity by dragging the elements with the
mouse from the left list to the right list. Ordering the elements within the list is also possible
by drag and drop.

Click on the Create New Activity Dialog button to create new dialogs.

NNAN

Processes are more complex than other resources in OTOBO. To create a process, you need to do
several steps. The following chapters show you, how to define a process from the specification and
create the needed resources. Let’'s see an example to make it more demonstrative. We will define a
book order process.

NN

NNNVNNNNNNEY
ANAN NNENNNNANNNNNENNNNENNNNNNNNNNNNNNNENN

Title: Prozessmanagement fir Dummies
Autor: Thilo Knuppertz
ISBN: 35210.03713

NN NN N N NN SN S N NN YN NN Y
NN NN N NN NS N N S N N NS NS N S N SN NS Y N NS N NSNS Y NN NN NN
AN ANNNNNANNNNNNNNNNANNNNNNNN NNV NNV NN NN NNV NN NN NNNNNNNN
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NANNAN

ANANNNNANANANNNANNNNNNANANNNANNNNN NN NN NN NNNNNNNANANNNNN

NNNNNNNNNNNNNNNNNNNNNN

* Possibility to record data, let’s call this activity dialog.

» Check which can react to changed data automatically, let’s call this transition.

* Change which can be applied to a process ticket after successful transitions of a process ticket,

let’s call this transition action.

» Apossibility to offer more than just one activity dialog to be available. In our example thisis needed

when the manager must have the choice between Approve and Deny. Let’s call this activity.

Now, with activities, activity dialogs, transitions and transition actions we have the necessary tools to
model the individual steps of our example. What is still missing is an area where for each workflow the
order of the steps can be specified. Let’s call this process.

NNNNNNN

NNANNNNENNNNENNNNNNNNNNENNNN ARN ANAN & ARNN NNREN ANV NN

NNAN NAN
* NN
* NN
* AN
* NAN
NNRN NNNAN
* AN
* NN
NNNNINNNNN
NN NN NN NN NN
NN NN Title NN
AN NN Author AN
NN NN ISBN ISBN
NN NNENN Stat AN
atus . 5N
LNNNN
LNNANN
* NNAN
* NNAN
« NNAN
AN AN Supplier AN
AN NN Price AN
AN AN DeliveryDate ANAN
AN NN DateOfReceipt | NNAN

NNANNN NNAN NN
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* Ticket::Responsible
- NN
* Ticket::Frontend: :AgentTicketZoom###ProcessWidgetDynamicFieldGroups
- Book —+ Title, Author, ISBN
- General — Status
- Order — Price, Supplier,DeliveryDate
- Shipment — DateOfReceipt
* Ticket::Frontend: :AgentTicketZoom###ProcessWidgetDynamicField
- Author — 1- Enabled
- DateOfReceipt — 1- Enabled
- DeliveryDate — 1- Enabled
- ISBN — 1- Enabled
- Price — 1- Enabled
- Status — 1- Enabled
- Supplier — 1- Enabled

- Title — 1- Enabled

AN NNNANNNNENNNNNANY

NNANAN NEAN NNNAN ANNNNNNNNENNAN

Create New Process

* Process Name: | Book ordering

% Description: The process to order a book.

State: | Active

@ or Cancel

N 1.198: NNAN - NNNRAN

NN NN NN NN N NN Y

Create Activity Dialogs

Click on the Activity Dialogs item in the Available Process Elements widget in the left sidebar. This action
will expand the Activity Dialogs options and will collapse all others doing an accordion like effect. Click
on the Create New Activity Dialog button.
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Available Process Elements

« Activity Dialogs
Filber Activity Dialogs...

Mo data found.

(4 Create Mew Activity Dialog

N 1.199: Book Ordering - Activity Dialogs

ANANNNNANNAN NNNNN N NN ANNNNNNNNNNNNNNNNNNNNNNNNNN

To assign fields to the activity dialog simple drag the required field from the Available Fields pool and
drop into the Assigned Fields pool. The order in the Assigned Fields pool is the order as the fields will
have in the screen. To modify the order simply drag and drop the field within the pool to rearrange it in
the correct place.

NNNNNNNNNIN
* Article NNNNNAN
* DynamicField_TitleNDynamicField_ AuthorfNDynamicField_TISBN NNNNNNNNNNNANN
* DynamicField_Status NNN NAN

NNNNEN NNNN NNNNREN ANNNN NNN

AN NNNENNNNNANNANN DynamicField  NNNN DynamicField TitleNNNNNNNNWN Title NN

As soon as the fields are dropped into the Assigned Fields pool another popup screen is shown with
some details about the field. We will leave the default options and only for Article fields we should
make sure that the Communication Channel field is set to OTOBO and that the Is visible for customer is
not checked.

After all fields are filled in, click on the Save and finish button to save the changes and go back to the
process management screen.

Create the following activity dialogs with fields:
+ NNAN NNNNNEN
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Create New Activity Dialog

Cancel & close

w Activity Dialog
* Activity dialog Name: Recording the demand
Available in: = Agent Interface
# Description (short): New demand
Description (long):
A
Permission:
Required Lock: | [No
Submit Advice Text:
Submit Button Text:
N 1.200: Book Ordering - Add Activity Dialog
¥ Fields

You can assign Fields to this Activity Dialog by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also possible by drag
'n' drop.

Filter available fields... S

Article £
AVAILABLE FIELDS DynamicField_Title 4
CustomerlD DynamicField_Author =
DynamicField_DateOfReceipt DynamicField_ISBN &
DynamicField_DeliveryDate DynamicField_Status =

DynamicField_Price

DynamicField_Supplier
Lock

Owner
PendingTime
Priority
Queue
Responsible

N 1.201: Book Ordering - Add Activity Dialog Fields
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Edit Field Details: Article »
Description (short):

Description (long):

Default value:
Communication Channel: | OTOBO
Is visible for customer:

Time units: | Do not show Field

Display: = Show Field

N 1.202: Book Ordering - Edit Activity Dialog Fields

- Article NANNANAN

- DynamicField_TitlelN DynamicField_ AuthorNDynamicField_TISBN NNNNNNNNNNNNN

- DynamicField_Status NNN NN
» NN

- Article NANNANAN

- DynamicField_Status NNN NNNAN
« NN

- DynamicField_Status 8NN NN
« NN

- Article NANNANAN

- DynamicField_Status NNN ANNAN
« NN

- DynamicField_SupplierNDynamicField_Pricel DynamicField_DeliveryDate
NANNANN

- DynamicField_Status NNN NNNNAN

« NN
- DynamicField_DateOfReceipt NNNNAN
- DynamicField_Status NNN NNNAN
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Create Transitions

Click on the Transitions item in the Available Process Elements widget in the left sidebar. This action will
expand the Transitions options and will collapse all others doing an accordion like effect. Click on the
Create New Transition button.

Available Process Elements

» Transitions
Filter Transitions...

Mo data found.

[+ Create Mew Transition

N 1.203: Book Ordering - Transitions

In the opened popup screen fill in the Transition Name. For this example in the Condition Expressions
we will use just one condition expression and just one field. For both we can leave the Type of Linking
as and and we will use the filed match type value as String.

After all fields are filled in, click on the Save and finish button to save the changes and go back to the
process management screen.

Create the following transitions:
EENNINNNNNNN

NN DynamicField_Status NNANNN NN
NN

NN DynamicField_Status NNNNN NNNNN
NN

AN DynamicField_Status NNNNN NNN
NN

NN DynamicField_Status NNNNN NNNNN
NN

NN DynamicField_Status NNNNN NNNNNN
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Create New Transition

Cancel & close

w Transition

+ Transition Name: Approval

* Conditions

Conditions can only operate on non-empty fields.
Type of Linking between Conditions: | land
Condition 1
Type of Linking: and

Fields

Name: DynamicField_Status Type: String Value: Approval (=]

Add New Condition

N 1.204: Book Ordering - Add Transition

« NNAN
NN DynamicField_Status NENNN NNNNN

Create Transition Actions

Click on the Transition Actions item in the Available Process Elements widget in the left sidebar. This
action will expand the Transition Actions options and will collapse all others doing an accordion like
effect. Click on the Create New Transition Action button.

In the opened popup screen fill in the Transition Action Name and the Transition Action module then
click on the Save button. A new Configure button will appear next to the module field.

NN NN NN NN Y NN NYY

After all fields are filled in, click on the Save and finish button to save the changes and go back to the
process management screen.

NN:

Each module has its own and different parameters. As soon as you add a TransitionAction, the options
are displayed directly. Further information can currently only be found in the source code:

* DynamicFieldSet

*» TicketArticleCreate

» TicketCreate

* TicketCustomerSet

*» TicketLockSet

* TicketOwnerSet

* TicketQueueSet
 TicketResponsibleSet
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Available Process Elements

= Transition Actions
Fitter Transition Actions...

Mo data found.
4| Create Mew Transition Action

N 1.205: Book Ordering - Transition Actions

* Transition Action

* Transition Action Name: Move the process ticket into the "Management" queue

* Transition Action Module: | TicketQueueSet

N 1.206: Book Ordering - Add Transition Action

Config Parameters

Key: Queue Value: Management

N 1.207: Book Ordering - Transition Action Parameters
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TicketServiceSet
TicketSLASet
TicketStateSet

TicketTitleSet
» TicketTypeSet

All transition action modules are located in the legacy naomed Kernel/System/ProcessManagement /
TransitionAction.

Create the following transition actions:
+ NNNNNNAN“ManagementNNNN"NNN (NNNNNN)
To be executed when the transition Approval applied.
+ NNNNENNNNEN “ManagerfNRNN”
To be executed when the transition Approval applied.
+ NNNNNNNN”EmployeesNNNN" NN
NERNNNNNNNN
- The transition Approval denied applied.
- The transition Order denied applied.
- The transition Shipment received applied.
+ NNNRNNNNNNEN “EmployeeNNNN”
NNNINNNNNNY
- The transition Approval denied applied.
- The transition Order denied applied.
- The transition Shipment received applied.
+ NNNNENNN"PurchasinglNRN” AN
To be executed when the transition Approved applied.
+ NNNNENNN"Post officeNNNNN” NN
To be executed when the transition Order placed applied.
« NNNREN
To be executed when the transition Shipment received applied.
+ NNNREN
NNENNNNENNN
- The transition Approval denied applied.
- The transition Order denied applied.

There are places where the same transition actions should be executed. Therefore it is reasonable to
make it possible to link transition actions freely with transitions to be able to reuse them.
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NN

NNNNNANN ANNNNANN NNNEN NN NNNNNNAN SN NNNNANNNNENNNNNNNNNNNNNN ANNEN AN

Available Process Elements

= Activities

Filter Activities...

Approval IINES
Example task activity ITIRES
Incoming IINES
Order W [
Process complate ITRES
Recording the demand ITIRES

& Create Mew Activity

N 1.208: NNAN - AN

NNNNNNNNNNNN NNNN ANNNEN NNNN SNNNNNY MENNNNEN

w Activity

* Activity Name: | Recording the demand

N 1.209: RNAN - NNAN

To assign dialogs to the activity simple drag the required dialogs from the Available Activity Dialogs
pool and drop into the Assigned Activity Dialogs pool. The order in the Assigned Activity Dialogs pool is
the order as the dialogs will be presented in the Ticket Zoom screen. To modify the order simply drag
and drop the dialog within the pool to rearrange it in the correct place.

NN:  This order is specially important in the first activity, since the first activity dialog for this activity is

180 Chapter 1. Administration Area



OTOBO Administration Manual, 8N 11.0

the only one that is presented when the process starts.

In this example we need to assign only the Recording the demand activity dialog. Drag this dialog from
the Available Activity Dialogs pool and drop into the Assigned Activity Dialogs pool.

w Activity Dialogs
You can assign Activity Dialogs to this Activity by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also possible by
drag 'n' drop.

Filter available Activity Dialogs... ASSIGNED ACTIVITY DIALOGS

Recording the demand A [
AVAILABLE ACTIVITY DIALOGS
Order denied [F
Shipment received
Order placed
Approved

Approval denied

Create New Activity Dialog

[r]

= B B P

=

N 1.210: Book Ordering - Assign Activity Dialog

After all fields are filled in, click on the Save and finish button to save the changes and go back to the
process management screen.

NNNNNNN
* NNNN NNNNNNN
Assign the activity dialog Recording the demand.

Assign the activity dialogs Approval denied and Approved.

Assign the activity dialogs Order denied and Order placed.

Assign the activity dialog Shipment received.
NNNN

This is an activity without possible activity dialogs. It will be set after Approval denied,
Order denied or Shipment received and represents the end of the process.

Now we can clearly see that activities are precisely defined states of a process ticket. After a successful
transition a process ticket moves from one activity to another.

NNNNNN

Let us conclude our example with the last missing piece in the puzzle, the process as a flow describer.
In our case this is the whole ordering workflow. Other processes could be office supply ordering or
completely different processes.

The process has a starting point which consists of the start activity and the start activity dialog. For any
new book order, the first activity dialog of the first activity is the first screen that is displayed. If this is
completed and saved, the process ticket will be created and can follow the configured workflow.
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The process also contains the directions for how the process ticket can move through the process. Let’s
call this process path. It consists of the start activity, one or more transitions (possibly with transition
actions) and other activities.

Assuming that the activities have already assigned their activity dialogs, drag an activity from the ac-
cordion in the Available Process Elements widget in the left sidebar and drop it into the canvas area
below the process information. Notice that an arrow from the process start (white circle) to the activity
is placed automatically. This is the first activity and its first activity dialog is the first screen that will be
shown when the process starts.

w Add and Edit Activities, Activity Dialogs and Transitions Show EntitylDs

a

Recording the
demand

N 1.211: NNAN - NNNNNNERN

NNNNNNNNNNNNNNNNN NN NN NN NN NN NN NNV NN NNNNEN

Then let’s create the process path (connection) between this two activities. For this we will use the
transitions. Click on transition in the accordion, drag a transition and drop it inside the first activity.
As soon as the transition is dropped the end point of the transition arrow will be placed next to the
process start point. Drag the transition arrow end point and drop it inside the other activity to create
the connection between the activities.

Now that the process path between the actions is defined, then we need to assign the transition actions
to the transition. Double click the transition label in the canvas to open a new popup window.

After the transition actions are assigned, click on the Save button to go back to the main process edit
screen. Click on Save button below the canvas to save all other changes.
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w Add and Edit Activities, Activity Dialogs and Transitions Show EntitylDs
a
Recording the
demand
a
Approval

N1.212: DAY - ANNNNNNNN
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w Add and Edit Activities, Activity Dialogs and Transitions Show EntitylDs

a

Recording the o A nproval
demand PP

Approval

N 1.213: Book Ordering - First Transition On Canvas

Edit Path

Cancel & close

w Path

Recording the demand Approval < Approval

Edit this transition

w Transition Actions
You can assign Transition Actions to this Transition by dragging the elements with the mouse from the left list to the right list. Ordering the elemeants within the list is also possible by
drag 'n' drop.

Filter available Transition Actions... ASSIGNED TRANSITION ACTIONS
Change ticket responsible to “Manager” (TransitionAction-07fdfe5...

AVAILABLE TRANSITION ACTIONS Move the process ticket into the "Management" queue (Transition...

Move process ticket into the “Employees™ queue (TransitionAction...

Create New Transition Action

N 1.214: Book Ordering - Assign First Transition Action
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Complete the process path by adding the following activities, transitions and transition actions:

« NNAN NNNNRRNN

NN

NN

Possible transition: Approval

NNNNNNNNN

NNV

NERNNNNNNNNNNENNNNAN NNN

Additionally, the following transition actions are executed:
- NANNNNNN“ManagementiNNN"RNN
- NNNNNNNNEEN “ManagerNNNN”

The activity Recording the demand is a defined step of the process ticket, where there is
the possibility for the transition Approval. If this applies, the ticket will move to the next
activity Approval, and the transition actions Move the process ticket into the “Manage-
ment” queue and Change ticket responsible to “Manager” are executed. In the activity
Approval, the activity dialogs Approval denied and Approved are available.

Possible transition: Approval denied

NNNNNNN

NNNNNNNEN

NENANNNENNNNNEN AN

Additionally, the following transition actions are executed:
- NNNNNANN"EmployeesfNRN” NN
- NNNNNNNNNEN “EmployeefNNRN”
- NNNNAN

Possible transition: Approved

NNNNNNN

NNNANNN

NN NN NS NN NN

Additionally, the following transition actions are executed:
- NNNNNNNN"PurchasingNNNN” AN

We can see that from the current activity, which defines a step of the process ticket,
there are one or more possibilities for transition which have exactly one target activity
(and possibly one or more transition actions).

Possible transition: Order denied
NN

NNNNNNNNN

NNNUNNNN NN N NN

Additionally, the following transition actions are executed:
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- NNRNNNNN"EmployeestNNN NN
- NNNNNNNNNEN “EmployeefNNRN”
- NNNNAN
Possible transition: Order placed
NNV
NNNANNN
NNNINN NN NNV
Additionally, the following transition actions are executed:
- NNNNNNNN"Post officeNNNNN" NN
* NN
Possible transition: Shipment received
NNV
NNNNNVNNNN
NNENNNNNNNNNNEN NNNNN
Additionally, the following transition actions are executed:
- NNNNNNNN"EmployeesfNRN” NN
- NNRNNNNRENN “EmployeeNNNRN”
- NNNNAN
NNENENNNENENNNNNNN
NENNNNNENNNNEEN NEENN ANNNNNENNNNN
NEENNNNN NNNEEN NNENNNNEENNNNENNNNNNNNNNENNNNEN P e r NNNNNNNENNNNNNNN NN N NNV N NN NN NN NSNS

ON: - ANNANNNNNNNN NNV NN NNV

14.5 Ticket Masks

1.4.6 WeblN

ANANNANANNNNANNNNNNNNNNNNN NN NN NNV NNNNNNNAN
+ CRMWN
NNNNYN
NNNNYN
» NNAN
NNANNNNANNNNANNNNENNNNNNNNNNNN

OTOBO supports this requirement by the Generic Interface. It empowers the administrator to create a
web service for a specific task without scripting language knowledge. OTOBO reacts on incoming REST
or SOAP requests and creates objects or provides object data to other systems transparently.
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* Add and Edit Activities, Activity Dialogs and Transitions Show EntitylDs
&
Recording the
demand :>_ Approval
[

Approval :>_ Approved

Approval denied

a
— Order [>—— Order placed

I Order denied
I ' Incoming

Process complete I l Shipment received

N 1.215: NN - NNNN
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A web service is a communication method between two systems, in our case OTOBO and a remote
system. In its configuration, the operation or invoker determine the direction of communication, and
the mapping and transport take care of how the data is received and interpreted.

By configuration, you can define what actions the web service can perform internally (operation), what
actions the OTOBO request can perform on a remote system (invokers), how data is converted from
one system to the other (mapping), and which protocol is used for communication (transport).

The generic interface is the framework which makes it possible to create web services for OTOBO
in a predefined way, using ready-made building blocks that are independent from each other and
interchangeable.

Use this screen to manage web services in the system. A fresh OTOBO installation contains no web
service by default. The web service management screen is available in the Web Services module of
the Processes & Automation group.

a Web Service Management
Actions List
NAME DESCRIPTION REMOTE SYSTEM PROVIDER TRANSPORT REQUESTER TRANSPORT VALIDITY
Elasticsearch
N 1.216: WebNNNNNN
NNWebNN
NNNENNWebNN

1. NNNNNNEN NNWebRNN NNN
2. Fill-in the required fields.
3. NN ON AN

General

* Mame: Debug

wvalid

P OTOBQO as provider
b OTOBO as requester

Save

@ or Cancel

N 1.217: ARNNWebNNNN
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NNNNNEWebNNN
1. NNWebNNNNNNNNWebNNN
2. NN
3. NN AN N ANNAN NN

General

% Mame: Ticket Connector Debug threshold: | Debug
Description:  This is a test web serv Validity: | walid

Remote system:
P OTOBO as provider

¢ OTOBO as requester

Save

N 1.218: NNWebNNNN

NNNNNNWebNNN
1. NRWebNNNNNNNNWebNNN
2. NNNNNNAN ARWebNN NRN
3. NNARANAAN NN NNN

Delete web service x

N1.219: NYWebNINN

NNNNNNWebNNN
1. NNWebNNNNNNNNWebNNN
2. NNNNNNAN NRWebNN NN
3. NNNWebNNNNNNNNNNN
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-
Clone web service
« Mame: Ticket Connector-1606732155778
The name must be unique.
Loone
|
N1.220: NNWebNRNY

NENNNNWebNEN

1. NRWebNNNNNNNNWebNNN
2. NNNNNNAN AWebNN NEN

3. Choose a location in your computer to save the Export_ACL.yml file to.

AN: NNRNNW EBNNENNNNNNNNNNNANNNNN

NNNNNNW e b NNNRNNNN
1. NWebNNNNNNNNWebNNN
A NNNNN NNNENNNNAN

Configuration History List

VERSION CREATE TIME
1 2020-11-30 10:24:23

Select a single configuration version to see its details.

N 1.221: WebNNNNNNNAN

NNNNNW e b NNRRNNNN
1. NNWebNNNNNNNNWebNNN
ZANNNNNNNNMNNNMINNNY
NNNNNNWe bNNN
1. NNNNNNRN NNWebRNN NNN
2. NNNNNNAN ARWebNN NEN
ERNNNNNNNN NN
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Request List

TYPE TIME COMMUMNICATION ID REMOTE IP
No data found.

Filter by type:
Filter from: [12 )4 10 <2019 ] ()
Filterto: (1 +J{30 =]/ 2020 ~| [T

Filter by remote IP:

Select a single request 1o see its details.

Limit: |10

Order: | descending

N 1.222: WebNNNNNNN

4. NONNNNNAN . yml 8NN
5. NINNWe b NNNNNNNNNNNNNNNNNNNNNNNNNN
6. NN AN AN

WebNNNN

NNNNNNNNNNNNNNNNNNY ANNNNNNNNNNNY

WebNNNNNN

General
* Mame: Debug threshold: |  Debug
Description: Validity: | | walid

Remote system:

N 1.223: WebNNWN - AN

AN * NNNNANN NNNANNNNNNNNNNNNNNNNNNNANAN ANNNNNNNNNNN
NNENNNNN NN NN NN N NN
NNAN

NNNN The default value is Debug. When configured in this manner, all communication logs are regis-
tered in the database. Each subsequent debug threshold value is more restrictive and discards
communication logs of lower order than the one set in the system.

NANNNNNNNNNNN
* DebugNRN
o InfoRNAN
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* NoticeNNNN
e ErrorNAN

NN Set the validity of this resource. Resources can only be used in OTOBO if this field is set to valid.
Setting this field to invalid or invalid-temporarily will disable the use of the resource.

NNNNWe bNNRRN
NN: To access the otobo webservice, please use the following URL: https:
//SERVERADDRESS/otobo/nph-genericinterface.pl/Webservice/WEBSERVICENAME/
OPERATION
w OTOBO as provider

In provider mode, OTOBO offers web services which are used by remote systems.

Settings
Metwork transport:

Error Handling Modules

Error handling modules are used to react in case of ermors during the communication. Those modules are executed in a specific
order, which can be changed by drag and drop.

# NAME DESCRIPTION BACKEMD
1 Mo data found.

Operations

Operations are individual system functions which remote systems can request.

MAME DESCRIPTION COMTROLLER INBOUND MAPPING OUTBOUND MAPPING
Mo data found.

N 1.224: Web Service Settings - OTOBO as Provider

NNNN Select which network transport you would like to use with the web service. Possible values are
HTTP:REST and HTTP:SOAP.

NN: - After selecting the transport method, you have to save the configuration by clicking on the
Save button. A Configuration button will be displayed next to this field.

NN The Configuration button is visible only after a network transport was selected and saved. See the
configuration for OTOBO as Provider - HTTP:REST and OTOBO as Provider - HTTP:SOAP below.

NNNN This option is visible only after a network transport was selected and saved. Selecting an opera-
tion will open a new screen for configuration.
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Operation Details
* Mame:
The name is typically used to call up this web service operation from a remote system.
Description:

Operation backend: |Ticket:TicketGet

This OTOBO operation backend module will be called internally to process the request,
generating data for the response.

Mapping for incoming request data:

The request data will be processed by this mapping, to transform it to the kind of data
OTOBO expects.

Mapping for outgoing response data:

The response data will be processed by this mapping, to transform it to the kind of data
the remote system expects.

@ or Cancel

N 1.225: Web Service Settings - OTOBO as Provider - Operation

OTOBO as Provider - HTTP::REST

To use the OTOBO REST interface, choose the network transport method “HTTP:REST”. Save and reload
the screen to load the ticket operations.

Web Service Settings - OTOBO as Provider - HTTP:REST

You should now be able to select an operation.

Operations

There are different Ticket Operations which all serve a specific job:
* Ticket:TicketCreate
* Ticket:TicketGet
» Ticket:TicketSearch

Ticket:TicketUpdate

Ticket:TicketHistoryGet

In this example, we are going to use the Ticket: TicketCreate operation. Click on “Add Operation” and
choose the “Ticket:TicketCreate” operation. Choose a descriptive name, save the operation and go
back to the webservice overview.

You now should see a new entry “Route mapping for Operation ‘TicketCreate™. Enter for example
“/TicketCreate”

This will define the route, which will translate to: https://YOURSERVER/otobo/
nph-genericinterface.pl/Webservice/<WEBSERVICE_NAME>/TicketCreate
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Click “Save and finish”.

Now you can send a request to the endpoint.

Here is an example using curl:

} 1

curl -X POST --header "Content-Type: application/json"
—-—data '{

https://YOURSERVER/otobo/nph-genericinterface.pl/Webservice/<WEBSERVICE_NAME>
—/TicketCreate

"UserLogin": "AgentUser",
"Password": "Password"
"Ticket": {
"Title": "created by Webservice request",
"QueuelID":5,
"CustomerUser": "CustomerUser",
"State": "new",

"PriorityID": 1
}
"Article": {
"CommunicationChannel": "Email",
"From": "test@test.de",
"Subject": "Webservice Create Example",
"Body": "This was created by a Webservice request!",
"ContentType": "text/html charset=utf-8"
}

This request is using the least amount of attributes needed to create a new Ticket.

A full list of all attributes needed for operations can be found here:

TicketCreate: https://github.com/RotherOSS/otobo/blob/rel-10_1/Kernel/
Genericlnterface/Operation/Ticket/TicketCreate.pm#L70

TicketGet:  https://github.com/RotherOSS/otobo/blob/rel-10_1/Kernel/Genericinterface/
Operation/Ticket/TicketGet.pm#L70

TicketUpdate: https://github.com/RotherOSS/otobo/blob/rel-10_1/Kernel/
Genericlnterface/Operation/Ticket/TicketUpdate.om#L70

TicketSearch: https://github.com/RotherOSS/otobo/blob/rel-10_1/Kernel/
Genericlnterface/Operation/Ticket/TicketSearch.pm#L70

TicketHistoryGet: https://github.com/RotherOSS/otobo/blob/rel-10_1/Kernel/
Genericlnterface/Operation/Ticket/TicketHistoryGet.pm#L70

XLST-Mapping for OTOBO as Provider - HTTP::REST

The XLST standard can be used to transform XML, JSON and CSV data.

In this example, we are going to use the XLST mapping to transform the response from the webservice
into Dynamic Fields.

Create a Dynamic Field of Type Ticket->Text and name it for example “RemoteTicketID”.

Given the incoming data: { “incidentID” : “12345”, “incidentTitle” : “Test Ticket” }

We can save the data in the Dynamic Field as follows: <example code here>
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OTOBO as Provider - HTTP::SOAP

NNNWebRNANN

NANN . ANNNWe b NNNNNNNNNNNNNNNEN HTTP:REST N HT TP:SOAPN

NN:  After selecting the transport method, you have to save the configuration by clicking the Save
button. A Configuration button will be displayed next to this field.

NN The Configuration button is visible only after a network transport was selected and saved. See
the configuration for OTOBO as Requester - HTTP:REST and OTOBO as Requester - HTTP:SOAP
below.

NNNNNNRN This option is visible only after a network transport was selected and saved. Selecting an
operation will open a new screen for its configuration.
OTOBO as Requester - HTTP::REST

OTOBO as Requester - HTTP::SOAP

1.5 NANNAN

AN: TODO: This part of the documentation is out out of scope and needs someone to help updating
the changes introduced with the latest releases.

NNANNNNANNNNENNNNNNNNNNNNNNNANNNNENNNNNNNNNNENN NNV NNNENNNNNNNNN

OTOBO provides access to create and manage demands, as well as receive valuable information such
as the service catalog and knowledge base.

NNNNNNNANNNNANNNNNNNNNNNNNNNANN

1.5.1 NANNAN

NN:  Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

Use this screen to add categories and items for use in external interface. A fresh OTOBO installation
doesn’t contain any categories or items by default. The catalogue management screen is available in
the Customer Service Catalogue module of the External Interface group.

NNANNNNANNNNANNNNNNNNNNNNNNNNN

NNNNNN

NNANNNNANNNNENNNNNNNNNNENN NNNENN NNENN NNNENNNN SRNEN ANEENN ANRNN
NNNNNNNNNNNY
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Network Transport

Properties

Type:

* Set SOAPAction:

* SOAPAction scheme:

* SOAPAction separator:

* Namespace:

* Request name scheme:

* Response name scheme:

Additional respense headers:

#* Maximum message length:

Sort options:

HTTP::50AP

Yes

Set to "Yes" in order to check the received SOAPAction header (if not empty).
Set to "No”® in order to ignore the received SOAPAction header.

<NameSpace><Separator><Operation:

Select how SOAFAction should be constructed.
Some web services send a specific construction.

Character to use as separator between name space and SOAFP operation.
Usually .Net web services use */* as separator.

URI to give SOAP methods a context, reducing ambiguities.
e.g um:otobo-com:soap:functions or http://www.otobo.de/Genericinterface/actions

<FunctionName=DATA</FunctionName:=

Select how SOAP request function wrapper should be constructed.
'FunctionMame’ is used as example for actual invoker/operation name.
'FreeText' is used as example for actual configured value.

<FunctionNameResponse>DATA</FunctionMameResponse>

Select how SOAP response function wrapper should be constructed.
'FunctionName' is used as example for actual invoker/operation name.
'FreeText' is used as example for actual configured value.

[# Add response header

Here you can specify the maximum size (in bytes) of SOAF messages that OTOBO will
process.

Add new first level element: Add

Outbound sort order for xmil fields (structure starting below function name wrapper) - see
documentation for SOAFP transport.

@ or EVCELERIGTE W or Cancel

N 1.226: Web Service Settings - OTOBO as Provider - HTTP:SOAP
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w* OTOBO as requester
In requester mode, OTOBO uses web services of remote systems.
Settings

Metwork transport:

Error Handling Modules

Error handling modules are used to react in case of errors during the communication. Those modules are executed in a specific
order, which can be changed by drag and drop.

# NAME DESCRIPTION BACKEND
1 Mo data found.
Invokers

Invokers prepare data for a request to a remote web service, and process its response data.

NAME DESCRIPTION CONTROLLER INBEOUND MAPPING OUTBOUND MAPPING
Mo data found.

N1.227. Web Service Settings - OTOBO as Requester

1. MVNANAN ANNNAN NN

2. NNNNAAN

3. AN AN NN
NNNNNNNNNNNY

1. MNNNNNENNNNNNNNNN

2. NN

3. AN AN N NNNAN 8RN
NNNNNNNNNNNY

(NN NN NNNNNNNN

PANNINNINNY

AR NNV NNENNNNNNNNNENNN NN NNNNNNNNNNN

NNNNNN

NNANNNNNANNANANNANAN ANNNANNNNNNNNN

AN * NENNNEN NNNNENNENNENNNNNNNNNNNNNNNN NNNNNNNNENN
AN ANAAENNNNNNNNNNNNNN AN ANN:ANEN

AN ANNNNNNNNNNANNAN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.
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* General options

* MName:

Description:

Error handling module backend:

* Processing options

Invoker filter:

Error message content filter:

Error stage filter:

Error code:

Error message:

Stop after match:

* Request retry options

Submit

* Schedule retry:

The name can be used to distinguish different error handling configurations.

RequestRetry

This OTOBO error handling backend module will be called internally to process the error
handling mechanism.

Configure filters to contral error handling module execution.
Only requests matching all configured filters (if any) will trigger module execution.

Only execute error handling module for selected invokers.

Enter a regular expression to restrict which error messages should cause error handling
module execution.

Error message subject and data (as seen in the debugger ermor entry) will considered for a
match.

Example: Enter *A.*401 Unauthorized.*$' to handle only authentication related errors.

Only execute error handliing module on errors that occur during specific processing

stages.
Exampie: Handle only ermors where mapping for outgoing data could not be applied.

An error identifier for this error handling module.
This identifier will be available in XSLT-Mapping and shown in debugger output.

An error explanation for this error handling module.
This message will be available in XSLT-Mapping and shown in debugger output.

Define if processing should be stopped after module was executed, skipping all remaining
modules or only those of the same backend.
Default behavior is to resume, processing the next module.

Retry options are applied when requests cause error handling module execution (based
on processing options).
Mo

Should requests causing an error be triggered again at a later time?

198
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Network Transport

Properties

Type:

% Endpoint:

* Timeout:

Authentication:

# LJse Proxy Options:

* [Jse SSL Options:

Default command:

HTTP:REST

URI to indicate specific location for accessing a web service.
e.g https://www.otobo.de: 10745/api/v1.0 (without trailing backslash)

120

Timeout value for requests.

An optional authentication mechanism to access the remote system.

Mo

Show or hide Prooxty options to connect to the remote system.

Mo

Show or hide S5L options to connect to the remote system.

GET

The default HTTP command to use for the requests.

@ or EEEVCELCRIGTE W or Cancel

N 1.229: Web Service Settings - OTOBO as Requester - HTTP:REST
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Metwork Transport

Properties

Type:
* Endpoint:

* Timeout:

# Set SOAPAction:

* SOAPAction scheme:

# SOAPAction separator:

» Namespace:

# Request name scheme:

# Response name scheme:

Encoding:

Authentication:

# Use Proxy Options:

* Jse S5L Options:

Sort options:

HTTP::S0AFP

URI to indicate specific location for accessing a web service.
e.g. https:/local.otobo.de:8000/\Webservice/Example

120

Timeout value for requests.

es

Set to "Yes" in order to send a filled SOAPAction header.
Set to "No”® in order to send an empty SOAPAction header.

=MNameSpace><Separator=<Operation=

Select how SOAPAction should be constructed.
Some web services require a specific construction.

Character to use as separator between name space and SOAP operation.
Usually .Net web services use "/ as separator.

URI to give SOAP methods a context, reducing ambiguities.
e.g um:otobo-com:soap:functions or http/Ywww.otobo.de/Genericinterface/actions

<FunctionName=DATA</FunctionMame:

Select how SOAFP request function wrapper should be constructed.
'Functionhame’ is used as example for actual invoker/operation name.
'FreeText’ is used as example for actual configured value.

<FunctionNameResponse=>DATA</FunctionNameResponse=

Select how SOAF response function wrapper should be constructed.
'FunctionMame’ is used as example for actual invoker/operation name.
'FreeText’ is used as example for actual configured value.

The character encoding for the SOAP message contents.
e.g utf-8, latin1, iso-8858-1, cp1250, Etc.

An opticnal authentication mechanism to access the remote system.

Mo

Show or hide Proxy options to connect to the remote system.

Mo
Show or hide SSL options to connect to the remote system.
#Add new first level element: Add

Outbound sort order for xmi fields (structure starting below function name wrapper) - see
documentation for SOAFP transport.
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A Customer Service Catalogue
Actions Customer Service Catalogue
n Goto category management

= Gotoitem management E .

Manage customer service catalogue Manage customer service catalogue
categories. items.

N 1.231: MNNNNNNNNY

A Customer Service Catalogue Category Management
Actions List
Add Category TITLE LANGUAGE VALIDITY DELETE CHANGED CREATED
Test Category English (United States) valid w 11/05/2018 17:15 11/05/2018 1T:15
= Gotoitem management

Filter for Categories

Just start typing to filter.

Filter for Languages

English {United States)

N 1.232: RRRNNNNN
Add Category
* Title:
Sub-category of:
# Language: = English (United States)

* Validity: | valid

N 1.233: NNANNANN
Edit Category
# Title: | Test Category
Sub-category of:
# Language: = English (United States)

* Validity: | valid

N 1.234: NNNNNEAN
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List
TITLE LANGUAGE VALIDITY DELETE CHANGED CREATED
Test Category English (United States) valid 11/05/2018 1T:15 11/05/2018 1T:15
N 1.235: NNNNNNNN
NNNNNN

ANAMNNANANNNNENNNAN ANNNNENNNNNANNNAN SNNNAN ANNNE SRNNNNEN ANNAN ANNNNN ANNAN

[ Customer Service Catalogue Item Management Edit Item: Test tem
Actions Edit ltem
. EDDIEEL # Internal Title: | Test ltem
* Validity: | walid
Item Content
w English (United States) =]
* Title: | Test item
» Text: Test Text
Test Category
* Link: | https:/example.com
Save Changes
Save or Save and Finish  or Cancel
N 1.236: NNNNNNNN
NANNRNNANNYN
1. NNANNANN ANNANN NN
2. NNNNNAN
3. NN AN NN
Add ttem
* Internal Title:
* Validity: | wvalid
N 1.237: NNANNANN
NANNNNNANAYN
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(NN NN NN NN
2. NNANN
3. NN AN N ANNAN NN

Edit Itermn
* Internal Title:  Test Item
# Validity: | wvalid
N 1.238: NNNNNNNN
NNNVNINNNVYNNN

IARNNNN NN NMNNYNNNYNN

AN NINNENNY
Edit termn

* Internal Title: | Test ltem

* Validity: | wvalid

N 1.239: NNNNNENN

AN ANNANNNNNNNN NNV NN NN NN NN NNNNNN

NNANAN

NNNNNNENNNEENNNNNNAN NNNNNNENNNNEY
NNAN * NNNNNNNNNANNANENN NNNENNNNENNNNNNNNNNNNNNNENN NNNANNNNNENN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

ANNNAN ARNENNNNNNNNNNNNNNNNNENY
AN ANNNENNNNNAN NNNENNNNNNNNNNNNNNNNNNNNENN
NN NNNNNNYNNNN
NNAN ANNNNNNNNNNNNNNNNNN

AR NNNENNNNNENNNNNNNNNENNNNNANN

AN * ANNNNNNURLANEN
ANNNNNAN . ANNNENNNNNNNNNNNNNNNN NNNNNNNNNNNNNNNNNN NNV
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1.5.2 NNRAN

NN: Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

Use this screen to add custom pages for use in external interface. A fresh OTOBO installation already
contains some custom pages by default. The custom page management screen is available in the
Custom Pages module of the External Interface group.

L Custom Page Management Add Custom Page
Actions List
Add Custom Page INTERMALTITLE ROUTE LINK VALIDITY DELETE CHANGED CREATED
Privacy Policy example fc/privacy-policy-example wvalid & 039/18/2018 15:17 09/18/2018 15:17
Imprint example fc/imprint-example wvalid & 09/18/2018 15:17 09/18/2018 15:17

Did you know?

Contact Us example fc/contact-us-example wvalid & 039/18/2018 15:17 09/18/2018 15:17

configuration. Manage navigation menus of
the external interface.

Filter for Custom Pages

Just start typing to filter...

N 1.240: NNNNNRNNN

NNRNNAN

AN: ANANNNNNNNNNENNNNNANN

NNNNNNNNNNEY
1. MVNNNAN NNNRNEN NN
2. NNNNNAN
3. AN AN NN
NNANNNNANNAN
NN NN NN NN VNN NN NNNNNY
2. NN
NN NN NNNNNN
NN NN
1. NVNNNNANNNNNNAN
PANNINNINNNY

AR NNNRENNNEENNANANNNNNNNNNNENNNNNNNNNNNNNNNNNNNN
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Add Custom Page

# Internal Title:
# Slug:
Route Link:  Route will be available after saving the custom page.

* Validity:  valid

Custom Page Content

* English (United States)

=
* Title:
* Content: B I US| ;= := Pl 2 2= = w = Q
Format - | Font | size - A B T, | [@Souce Q) 9 92 &I
Add new custom page content:

Save Changes

Save or Cancel

N 1.247: NANNNNERN

1.5, NNANAN 205



OTOBO Administration Manual, NN 11.0

Edit Custom Page

* Internal Title:

Privacy Policy example

* Slug: privacy-policy-example
Route Link: fc/privacy-policy-example
* Validity:  valid
Custom Page Content
w English (United States) (=]
# Title: | Privacy Policy
wContentt B 7 y g = ;= Eleg 2= = M = Q
Format - | Fant | size - A~ B~ I, | [@Souce Q) 9 9% 53
Here you can put the privacy policy that you would like to apply to your QTRS help center.
Add new custom page content:
Save Changes
Save or| Save and finish or Cancel
N 1.242: NNRNNNNRN
List
INTERMNAL TITLE ROUTE LINK VALIDITY DELETE CHAMNGED CREATED
Privacy Policy example fc/privacy-policy-example valid i 09/18/2018 15:17 09/18/2018 15:17
Imprint example fcfimprint-example valid 0] 09/18/2018 15:17 09/18/2018 15:17
Contact Us example fc/contact-us-example valid ] 09/18/2018 15:17 09/18/2018 15:17

N 1.243: NNNNNNNAN
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NANNANN

NNANNANANNNNANNANAN ANNNENNANENNN
NNAN * NNNNNENNNNENNNNEN NNNNENNNENNNNNNENNENENNNNEN NNNNENNNNNY
Slug * NNNNNNINNUR LY NNENNNNNNNNNNNNNNY

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

NNNENAN NNNNNNNNNNENNNNENNNNNN
NN NNV NN NN NN NN NSNS N N N YN
NN N NNNNYNNNN
ANNNANANYN - ANNNNNANNNNNNNANANNAN NNNNNNNNNNNENNNNNNNNNNNNNN

1.5.3 NN

NN: Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

NENNNNNENNNNNNNNNNNNNNNNNNNNNNN NNNNNNNN NNNNN SN NN NNNN
NN NN NN N NN NN NN NN NN

AR: NNNNNNNNNNNNNNNNNNANN

ANANNNNNNNNANANANNN ANNNNNNANNNNN

NNAN

NNEN NNV NSNNNNNY
ANAN NENNNNNNNNNNNNN NNNNNNNEN
ENNNNNNN
« NNANNAN
L NNNNNNNNNN NN
AN NENNNNNNNNNNANNNAN NNNNNNANN NNNNENNN MNNNNNNNNNNNANNNNY
AN ARAAAAENNNNNNNNNNNNNEEIN ANNNVNNNNNNNNNNENENNYN NN NNV YNNI NNNNAY

NNARN

ANANNANANNAN . ANNNNNNNNANNNNNNNNNNEN
AN ARANEENNNNNNNNNNNNNNNNNEN
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Hero Unit

Title

How can we help you today?

Background Style

Only use the background color

Background Image

[zal Select image to upload

Background Color

N 1.244: NNNNNAN

Ticket List

Show a ticket list for logged in users

Yes

Row Title

N 1.245: NNNNNAN
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NNNNNN
NN NN N NN NN NN NN

Image Teasers

Row Title

Row Background Color

L

N 1.246: NNNNNNNAN

AN ANRNNNNNNNNANNNNNNENNNNNN

Add

ANAN - NNNNNNANANNNANNNNNNNNANAN ANNNNNNNNNNANNNNNNNANNNNN NN NN NNNNNNNNN NN NNNNNNN

NNNNNNNNNNN SN MNNNNNNNNNNNNNNNAN

AN NNNNNNNNNENNNNNENNNNENNNANANNNN NEENNAN SNNNNNANNNNNNNNNNEN

(NN RNNY NNNNY NN
NNV NNNNNN
NNAN * NNNNENNNNNENNNNENNNURLY

NN

NNANNNNANNNNNNNNNNNNNN

AN ANNAAENNNNNNNNNNNNNNNNNNY

NNANNNNANEN AN INNNNNENNNNNNNNNN

AN ANNNNNNNNNAN

NNNNENMNNNMNNNNNYY

NNAN N NSNN NNRNURLN

(NN M NN NN NN NN
NANNAN . NNNNANNNNANNNNNNNNNNENNNAN
NNNAAAN NNNNNNNNNNNNNNNNNNNNNNNEN

NN

NN NN NN NN NN Y
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Image

[za] Select image to upload

* Title

Create Custom Content Pages

« [ext

Use custom pages to provide your users with
individualized content.

* Link Target

lotrs/index.pl ? Action=AdminCustomPage

N 1.247: NNNNNN

Link Lists

Row Title

N 1.248: NNNNNRN
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& Title 5

Manage Your Content

Link Text (for the show more link)

Discover the OTRS Admin Area

Link Target (for the show more link)

fotrefindex.pl ? Action=Admin

* Link List Type

Add the ltems Manually [+

N 1.249: NNAN

fotrsfindex.pl?Acti || Manage servicecal || ™

Jotrs/index.pl? Acti || Manage customcc || =

Jotrsfindex.pl?Acti | Manage home pag |

Cancel Save

N1.250: NNNNAN
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Search Query

Number of Search Results to be Shown

Cancel Save

N1.257: ANNNNAN

Content Cards Add

Row Title

N 1.252: NNNNNEN

212 Chapter 1. Administration Area



OTOBO Administration Manual, 8N 11.0

NNV NN NN N NN NN NN NN
NNANNNNANEN AN INNNNNANNNNNNNNAN

* Title

Add Helpful Resources for your Users

# lext

With OTRS 7, you can add even more helpful
resources for your users like frequently asked,

Link Text

Manage Teaser Cards for the Home Page

Link Target

Jfotre/index.pl ? Action=Admin ExternalHomePage

* Link List Type

Add the ltems Manually [

N 1.253: NNAN

NN AENNNNNNNNNNNN

NN RENNNNNNNY
NNNNENMNNNNNNNNYY

ANAN - NNNNNNNNANNNNANNNANUR LN

1.5.4 NNAN

NN:  Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

ANANNNNNNANANNNANNNNNNNNANAN ANANNN NN NNNN NNNY

A fresh OTOBO installation already contains a default layout. In this screen all parameters can be
changed.
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Edit Layout
Logo
z Preview
(5] Select image to upload Make changes to your layout on the left and preview them here.

* OTH L e A& C =< httpy/vo5226 virtual.otrs.com/external
Favicon )*(
OTRS

[Za] Select image to upload

Will be displayed in the browser address bar.

Primary Color
B

Will be used as background color for certain
areas [e.g. buttons, header) and link hover
color.

Highlight Color
N

Will be used as background or border color
for certain areas (e.g. status badges).

Default Avatar

[Eal Select image to upload

Will be used as the default avatar for all
outgoing communication.

N 1.254: NRRNNN
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AN NNNNNNNNNNNNNNNNNNNNN

Logo LogoRNNNNNNNNNENNNNNNNNNAN

NANLogoNNNN NNNNNNN NNNNNNNENLogoNNNNNNNNNNNPNGY
NANAN ANNNN SNNNWebNNNNUR LENNNNN

NNNNNRRNNNN NNNNNNN NNNNNNNNRNNNN NNNNPNGNICONNN1T6x16NNNNN
AN NNNRNNNNNNNNNNNNNNNENNNNN

ANANANNNNNNNNANNNNNNNNN ANANNNNNNNNANNNNNNNNNNNNNNANANNNNNNNNNNNNNNNNNNNN
NNV NN NNNNNNN

NNANAN ANNNNANNNNNENNNNENNNNNNNNNNNNNAN

ANNNANANNNNNNNNNENNN NNV NNV NNV NNV AN NNV NNV SN NN NNV NNV NN NN AN NN NNAANE
AN NNANNNNNNNNNANN

NNNAAANAN AN ANNNNNNNNENNNNEY
ARNCSS  NNNNNNNNNNNNNNNNNNNNNNNNCSSN

w Custom C55

Add your custom C55 here to make changes which can't be made using the configuration above. Please note that your custom CS5
changes are not visible in the preview area above.

N 1.255: NNNCSSEAN

NNNNNNN

External interface application has been built with security-first mindset in place. It contains several
mechanisms to make sure that all code in the front end is provided directly by the OTOBO framework.
NNNAN Web NNNNNNNNN ANNNNN NENNNNNN NNNNNNNNNNNNNENNNNNNNNNNNNNN N NN NN N NNNNNNNNNN

NNANNNNANNNNENNNNEN W E B NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNENNN NNV NN NNNANNNNENNNNNNNNN
WEB NMNNNNNNNNN

N\
NNNNNNNN NENN NNNNNNNNNN
* ExternalFrontend: :ExternalScripts

* ExternalFrontend::InlineScripts
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* WebApp: :Server::AdditionalOrigins

WEB NNNAN

NNNNNNNNNNNNNNNNNNNNNNNN WEB NNNNNNNNNNNNNNNNNNN NN NN NN NN NN NN NN NN NN NN NNV
ANANNANNNNNNNNNNNNNNN

<script async src="https://www.example.com/track/js?id=UA-XXXXXX-Y"></script>
<script>

window.datalayer = window.datalLayer || [];

function track () {datalayer.push (arguments) ;}

track('js', new Date());

track ('config', 'UA-XXXXXX-Y');
</script>

NNANNANANNAN AN ANNNNNEN script NNANN
ANANNANNNNANAN NN NNNNNNNNNNNNAN

NANNNNAN

ANNNNNNNANNNNNNNNNNNNNN
[RNNINNNNINNY
. NNNN ExternalFrontend: :ExternalScriptsl
. NNNRENNNAN
. INNNENNNNNNNNN NN NN NN NNNNEN
. NRANNNAN AN NNNSNNNNAAN https: //www.example . com/track/ js? 1d=UA-XXXXXX-YN
. NNNRENNNNNNNNNNN
ANNNNNNNNNNY

<N O AN

NNNNNNIN

NENNNNNNNNNNNNNNNNNNNN
1. NN NRNN NNN
2. NNONN ExternalFrontend: :InlineScriptsN
3. NRNNNNNNAN
4, NNNNNNNNNNNNNNNNNNNNNNNNNNN
5. NUNNVENENNNNNNNNNNNEN script NNNEN:

window.datalayer = window.datalLayer || [];
function track () {datalayer.push (arguments) ;}
track('js', new Date());

track ('config', 'UA-XXXXXX-Y');
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6. NNNNNNNNNNNNENNN
7. NNNNNNNNNNN

NN NN N NN

NNNNNNNNENNNNNNNNNNNNNNNENNNNN shel [NNNNNNR:

bin/otobo.WebServer.pl —--deploy-assets

NNANNNNANNNNRNN

ANANNNNANNNNANNNNNNNNNNNNNNNNNNNNANNN NNNANNNNNNNNNNNNEN AN N AN ANNNNNNNNNNNNNNNENNN
NNANNNNANNNNENN NNNENN NNNNNNNNENNNNNNNNNNN

NNNNNNNENNNNNNN WEB NNNNNNNNNNNNNNNNNNNNN Mozilla Firefox AN WEB NNNNNNNNNAN NN—Web
NAN—web NNN NNNN F12 NNNNNN

NNANNNNANNNNNNNNNNNNNNNANNNNNAN:

[ Console

0}

Errors Warnings Logs Info Debug

A Loading failed for the <script> with
Content Security Policy: The page’'s settings blocked the loading of a resource at eval ("
Content Security Policy: The page’s settings blocked the loading of a resource at https://ww
APIClient: Opening WebSocket connection...
Content Security Policy: The page’s settings blocked the loading of a resource at eval ("script-sr
APIClient: WebSocket connected!

N 1.256: NNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNN N3N MNNNN,NNNNNVNNNN A5 ) NNNNNNWNNNEWN script-sre N NNNNAN
ANANNANNNNANN
NNNNNNNNNNNNNNNNY NNNNN NNNNNNNNNN

1. N RN NNN

NMNNN WebApp: : Server: :AdditionalOriginsN
NNNNNNNNEN
W script-src NNNENENNNNNNNNNNNNN NNNNNNRNNNY
NNNNNNNNNNNNNNNNNNNEN: https://www . example . comNNNNNNNNNNN
NNNNNNNNANNNNNNNNNNNNAN
NNNNERNNNNNNNNAN: 'unsafe-eval ' NNNNNNNNNNN
NANNNNNNNNNNNNNN

9. NNNNNNNNNNN
NNNNNNNENNNENNNNNNNNNN NN NN NNNNNN
NNNNNNNENNNNNNNNNNNNNN NN NN NN NNNNNNNNNNNNNNNN

© N O A W
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R On or [J Console O Style Editor () Pe ice  {F Memory T Network [
0]

Errors Warnings Logs Info Debug
Content Security Policy: The page’s sett cked the loading of a resource at https://www.example.com/track/track@2x.png (*img-src”).
APIClient: Opening WebSocket connection...
APIClient: WebSocket connected!

» |

N1.257: NNRNNNNNNNNNEN

ANANNANANNNNANNNNNNNNNNANINAN  OAONANANNENAN  ANNANAN AN img-src  NANNNNNANN
NNNNNN NN NN NNNNY

IRNNINNNNINNN
2. NNNN WebApp: : Server: :AdditionalOriginsl
EENNNNNNNNNNY
4. NNNNAN img-src NNNNENNNNNNNNAN NNNNNNNNNNN
5. NVVNNNNAINNNNNNNNNNNAN: https://www. example . comNNNNNNNNNNNNN
CANNNNNNNNNNNNNNNN
FANNNNNNNNNNN
NNNNNNNNRRNNNNNNNNNNNNNNNRRNN ANNNNNNNNNNNNNNNNN

NNANNNANNNNNNNNNNNANN NANNANENNNNNNNNNNNNNNNENNNNNNNN NN NN NNENNNNNNNY
NNNENNNNENNNNNNNNNNNNN

AN NNNRNNNNENNNNNNNNNNNNNNNANNNNENNNNN

NN:  Whitelisting external resources opens potential security risks in your OTOBO application! Only
allow those resources that you are sure are not malicious and come from reputable sources. Keep
in mind that if something is secure today, does not mean it will be tomorrow. Stay safe!

1.6 Rother OSS Services
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

The following chapter describes the tools you have available to integrate your system with the powerful
cloud service offered by Rother OSS.

1.6.1 NN

NN: Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.
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Use this screen to add cloud services to the system. A fresh OTOBO installation doesn’t contain any
configured cloud services by default. The cloud service management screen is available in the Cloud
Services module of the Rother OSS Services group.

3 Cloud Service Management

Hint Available Cloud Services

NAME DESCRIPTION
SMS This will allow the system to send text messages via SMS.

an configure available
ommunicate st

N 1.258: NRNNNNN

NN

NNANNAN

NN: Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

To be able to use SMS cloud service in OTOBO, you have to activate it first. To activate the SMS cloud
service:

(NN NN NN MNNNNNNMNNN
2. NNNNNAN
3. NN AN NN

NN

NN: Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

NNANNNNANNNNENNNNNNNNNNRNNAN

NNANNARN * ANNNNNNNNNANNNNNNNNNNNNNNNENN

ANANEN * NNNNNNNANNNNNNNNNNNNNNNANN

NNV NN NN NN NN NN N NN NN NN

NNANNAN . ANNNNENNNNENNNNENNNNNNNNNNNNNNNNNNAN

ANANEN ANNNNNNNNNENN

NN ANNNNNNNNNNNNNN NNNNNNNNNNNNNNNNNNNNNN +49179123456 7MNNNNNNNNNN
AN NNNENNNNNAN NNNNNNNNNENNNNNANNNNEN NN NNV NN NNRNN

NNN Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.
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Configuration

Name: SMS

# Phone field for agent:  UserMobile

Agent data field from which the mobile phone number for sending messages via SMS
should be taken.

* Phone field for customer:  UserMobile

Customer data field from which the mobile phone number for sending messages via SM5
should be taken.

# Sender string:  Example Company

Will be shown as sender name of the SM5 (Mot longer than 11 characters).

Allowed role members:

If selected, only agents assigned to these roles will be able to receive notifications via SMS
(optional).

Perform URL shortening: v
Perform URL shortening before sending the message.

Phone black list: Add phone number

A blacklist of telephone numbers where it is forbidden to send SMS messages to. Phone
numbers must be added in international format without spaces, e.g. +491791234567, one
number per field.

Comment:
Validity: | [walid

C] In order to be able to use the SMS transmission feature of the OTRS
AG, | hereby declare that | have read and understood the Data

Protection Information.

Save or Cancel

N 1.259: NNNONEN
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NNNNAN In order to be able to use the SMS transmission feature of the Rother OSS GmbH, the Data
Protection Information needs to be read and understood.

1.6.2 NANNANN

Support data collector is used to collect some data and sent to Rother OSS on a regular basis.

Use this screen to review the data to be sent to Rother OSS.

a Support Data Collector

Note w Database

A support bundle (including: system registration BN Qutdated Tables

information, support data, a list of installed -

packages and all locally modified source code Table Presence

files) can be generated by pressing this button: Bl (Client Connection Charset (utfB8mbad)

B Generate Support Bundle Bl Server Database Charset (utf8mbd)
BN Table Charset
B |nnoDB Log File Size (256 MB)
B |nvalid Default Values
Bl Maximum Query Size (64 MB)
Bl Query Cache Size (16777216)

Database Size (0.038 GB)

B Default Storage Engine (InnoDE)
Bl Table Storage Engine
B Database Version (MariaDB 10.3.23)

Support data collector is used to collect some data and sent to Rother OSS on a regular basis, if the
system is registered. To register your system:

1. MNNNNAN NNNN ANN

ZARNNNNNNNN
NNNNNNNNNNNNANN

1. MNNANANN NNNENNNN AN

2. NNANNNNEAN NNNNAN N NNNAN
NNNENNNNNNNNN

[RNNNNNNNNNN
NNANNNNARNN

1. MVNANANN NNNANNNN NN

ZANNNNNNNNNNNN

3. NNNARNNNNANNNNN
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Support Bundle x

The Support Bundle has been Generated
Flease choose one of the following options.

Send by Email

MName: |Admin OTOBO

Emall:  admin@acme.com

The support bundle will be sent to OTOBO Team via email
automnatically.

Download File

& Download

A file containing the support bundle will be downloaded to the local
system. Please save the file and send it to the OTOBO Team, using an

alternate method.

Close this dialog

N 1.261: NNNNNNNNNN
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NANAN

NNANNANANNNNENNNNNNNNNNNNNNNNNNAN
 ANLEDNNNNNNNNNANN
» ANLEDNNNNNNNNNAN
+ ANLEDNNNNENNNNENNNNNNNNNNAN
+ NNLEDNNNNENNNNNNNNNNAN

NNNYN

This section displays information about OTOBO cloud services.
NN ANNNNNANNNNNNNNNNNNNNLEDNNNNN

NNNYN

This section displays information about the database used by OTOBO.

AN ANNEENNNNNANL EDNNNNNNNAN

NNNE NN N NN NN NN NN

NNANNANN NNNNNNNENNAN NN ut £8N
ANANNANANY - ANNNNNNNNNNAN NN ut £8N
AN ANAENNNNNAN NNAN ut £8N
INnnoDBRRNNAN NNINno DBNNNNNNNNANNN NNENNAN 512 MBN
ANANEN ANNNNNNNN NNLEDNNNNNNNNANN
ANANAN ANNNNANNNNNANN NNNNWN 1024 MBN
NNAAN ANNNNENNN NNANNNNN

NNANNAN ANNNANNNNNENNN NNEN InnoDBN
NN ANNNNNNNNANN ANNN InnoDBN
AN ANNENENNNNNNNNNNL EDNNNNNNAY

NNNNNN

NNNNNNNNNNNNNNNNNNNEN
NNENNNNNNYN

NNANNAEN NNNNNNNENNNNENN
NNNEAN INNNNNNN
NNNNNNENNNNNNNNNY

NNANAN ANNNNNNNNEN

1.6. Rother OSS Services
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NANNAN

ANANNNNNNNNNNNNNNNNNNNNNNNNNNN

NNENN NNNENNNNENNNN

OTOBO Disk Partition Display the disk partition to where OTOBO is installed.
NEENNNAN NNNNNNNNNNNNNN

NNEN NNNENNNNENNN

NNNVENNNNINNNNNY

NNAN . ANNNERNNNNNNNNNNNNNNNNNNNNC P UNNNNNNNNSNC P UNNNNNS NNNNNNNNNNNNN
PerlNN NNPerNNN

NNENNEN(%) NNNNNNNENNNNENNNENN60 %NNNNNNNN

NNNRNNR(MB) M BNNNNNNENNNNNNNNNNNNNNNEN200 MBN

OTOBO Section

This section displays information about the OTOBO instance.
NNNNNNAN ANNNNNNNNNNNNN

NNV NN VNN NN NN NN NN

NN ANNNRNNNNNNN

NNNNNNNENNN2488N . INRN24NNNNNNNNNNNRNEN

NENNNNEN . ANNNNNNNNNNNNNNNEN

NN ANNNENNNNNNNNNNNNNNY

NN INNNENNNNNNNNNNNY

NNNN Display whether the OTOBO daemon is running or not.

NNNEN Display the main OTOBO object and the related number of records in the database.
NNENNNNENN NNLEDNNNNNNNENNNNN

NNNUNNNNE NN NN NN

NN Display the fully qualified domain name set in system configuration setting FQDN.
NNNINNN NN NN

NEENAN NNLEDRNNNNNENENNNNNNNN

NERNNNN ANLEDNNNNNNNNNNNNNN

NNNNNNNAN Green LED means, that the OTOBO framework version is suitable for the installed packages.
NNNRNNN Green LED means, that all installed packages are verified by the Rother OSS.
ANANNN - NNNANNNNNNNANNNNNNNN

NNNVNENN NN NN

NNID Display the system identifier set in system configuration setting SystemID.

NNNNAN Display the ticket index module set in system configuration setting Ticket: : IndexModule.
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ANNNNNEAAAN NNNNNNNNNNNNNNNNNNNNNNN
NN NNNENNNNNNNNN NNNNNNN60,00 ONNNNNNNNNNNNNNNNNNNN

NNNENNNN Display  the  ticket search index module set in system configuration setting
Ticket::SearchIndex: :ForceUnfilteredStorage.

ticket_index NNNENAN NEN ticket_index NNNNNENNNN

ticket_lock_index NNNNNNN NN ticket_lock_index NNNNNNRNAN

NNEN Display timezone information for OTOBO, for the calendars and for users.
NNEN - AENNNNENAN NENNNNNENENNEN

NEON - MENNNEENAN NERNNNNNNENNNENENNN

NEEN - RNNEN . AENNNNENNNNENNNNNNNNNNNNNNNNNNNRN

OTOBO Version Display the version number of OTOBO.

1.7 NNAN

ANANNANANN NNNNNNNNENNNNNNNNNNANNNAN

OTOBO offers several administration tools to configure, monitor, control and extend OTOBO.

171 NN

NNANNANANNNNENNNNNNNNNNAN NNNNNNNNNNNNNNNNNAN

OTOBO supports this requirement with calendars. Calendars allow management of appointments and
resources inside the ticket system. You can connect your tickets to scheduled tasks and make them
available to all users to see. This feature adds transparency to show your teams workload and prevent
users from promising resources which are not available.

Use this screen to manage calendars in the system. A fresh OTOBO installation contains no calendars
by default. The calendar management screen is available in the Calendars module of the Administration

group.

& Calendar Management

Actions Calendars

s Calendar Overview NAME GROUP VALIDITY ~ CHANGED CREATED EXPORT DOWNLOAD URL

- 20 e i 2020-10-29 2020-10-29 N s o
imin valm
Add Calendar calender 06:52:02 06:52:02

Import Appointments

N 1.262: NRNNNNN

NN

NNNNNNNNNNNY
1. MVNANANN NNNN NN
2. NNNNAAN

1.7. NN 225



OTOBO Administration Manual, 8N 11.0

ERINNINNINNN

w Add new Calendar

Calendar

= Calendar name:

* Color: [ +

# Permission group: = admin

# \alidity:  valid

N 1.263: NNRRNNNN

AR: NNRNNNNENEN MNEEN NN ANNAN SN & ANNN SSNNAN

NNNNNNNNY
1. NVNNENNNNNANN
2. NNARN
3. NN AN N ANNAN NN

w Edit Calendar
Calendar
# Calendar name: | admin-calender
* Color: ] +
# Permission group: = admin

* Validity: ~ valid

N 1.264: RRNNNN

NNNNNNNNN
1. MNNNNANNNNANN

2. NNNNNNNNNNNNNN Export_Calendar_CalendarName.yml NAN
NNNNNIY

1. NNNNAEN AN ARN

2. NNNNNNNAN . ym1 NNN

3. NNNNNNNNNENNAN NNNNNNEN NNNN

EANNINNNNINEN
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AN VNNV NNNNNNNNNNN NNV NNNNNNNNN

NN

NNNNNNNNNNNNNNNNNNN ANNNNNNNNNNNN

NNNNNN

NNAN * NNNNEEN MNNENNNNENNNENENNENENNNNENN NENENNNNENN
NNV AENNN NN NN NNV NN NN
ANNNANANNNNNNNNNNENNNANANN NENANNNNNENNNNNNNNNNNNNANEN NNV NN NN NNENNNNNNNY
NN ANNAN N ANNNNRN
NNV NN N NN NN SN N N NS NNY
« NNANNNNANNNNENNNNENNN
o NNANNANANNANENNNNNNNNNENNAN
o NNNENNNNNNNNNNNNNNN
NN NNNNNNNNEN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

NNNNNY

ANANNNNENNNNNNNNNNANNNNNY ANNNNNNNAN NEN NN

w Ticket Appointments

Rule1 3@

Start date: | First response time

End date: | +5 minutes

Use options below to narmow down for which tickets appointments will be automatically
created.

#* Queuss: Raw

Search attributes: | Attachment Mame

Define rules for creating automatic appoiniments in this calendar based on ticket data.

£ Add Rule

N 1.265: NNNN - RRNN

1.7. NNAN 227



OTOBO Administration Manual, 8N 11.0

NNNNENNNNNNNNNNNNY

NNAN NNANNNNENNAN

AN ANNNNNNENNNNANNNNNENNNNNNNNN

NN NNNNNNNNENNNNENNNNENNNNNNNNNNNNN

NN

NNANNANANNNNANNNNNNNNNNNNNNNAN
NNV

[RNNNNNNNNNNNEY

2. WNiCalNNNNNNNN

3. NN NNAN AAN

Import Appointments

* Upload: Durchsuchen...  Keine Datei ausgewdhli.
% Galendar:

Update existing appointments?
All existing appointments in the calendar with same UniquelD will be overwritten.

Import appointments [l

N 1.266: MNNNANN

NN * NN AN NNNNNNNNNENICal (. ics) ANAN
NN RNV NNNNNNY

AN NNNNNANNNNNNNNNNNNNN AN 8NN

ANANNANAN NNNENNNNENNNAN Unique ID NNNNNNNANNNNNN

1.7.2 FAQ N

Use this screen to manage categories available in FAQ articles. The FAQ package can be installed
from the OTOBO addons repository with the NRNNNN, A fresh OTOBO installation already contains a
category by default. The category management screen is available in the FAQ Category module of the
Administration group.

AN FAQ AN

NNNNNNNNNIN
1. MNNNNAN NNNN ANN
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L. FAQ Category Management
Actions List
o cen

Misc valid T
N1.267: FAQ NNNNNN

2. NNNNNNN

3. NN AN NN

Add Category

* Mame:
Subcategory of:
# Permission:

Agent groups that can access articles in this category.
Validity: | wvalid

& Comment:

Will be shown as comment in Explorer.

@ or Cancel

N 1.268: NRRNNNNN

NNNNNNNNNNY
[NV NN NN NN
2. NNANN
3. NN AN NN
NNNNNNNNNIN
1. MNNNNANNNNENNN
A NNNNNNNNINENNY Y

FAQ NN

NNNNNNENNAEENNNNNAN NNNNNNENNNEEN

AN ANNNAEN ANNNNENNNNNENNNNNENNNNRNNNNEN ANNNRNNNNEN
AN NENNNNNNNNNNNNNNNAN NNNEN NNN:NENN

NN AENNNNNNNNNNNNNN
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Edit Category
* Name: Misc
Subcategory of:
* Permission: | admin Users
Agent groups that can access articles in this category.
Validity: | valid
® Comment: Misc Comment
Will be shown as cormment in Explorer.
m or Cancel
N 1.269: NNNNNNNY
List
NAME VALIDITY DELETE
Misc valid jm}

N 1.270: NNNNANAN

230 Chapter 1. Administration Area



OTOBO Administration Manual, 8N 11.0

NN Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN ANNNNRNNNAN ANNNNNNNNNENNNNNNNNNNNN VNSNSV NNNNNANN

1.73 FAQEN

Use this screen to manage languages available in FAQ articles. A fresh OTOBO installation already con-
tains some languages by default. The language management screen is available in the FAQ Language
module of the Administration group.

L. FAQ Language Management

Actions List

[+] Add language NAME DELETE

de o
en o)

N 1.271: FAQ NNNNNN

AN FAQ NN

NNNNNNNNY
1. ONNNAAN ANAN AN
2. NNNNNAN
3. NN AN NN

Add Language

* Name:

@ or Cancel

N 1.272: NNNNNN

NNNNNNNNY
[N NNNNN NN
2. NNANN
3. NN AN NN
NNNNNNNNY
1. MNNNNANNNNENNN
2. NNANNANEN N NN
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Edit Language

* Name: en

m or Cancel

N 1.273: NNNNNN

List

NAME = DELETE

de |
en i)
N 1.274: NNNNAN
FAQ NNNN

NNANNNNANNNNRNNNNEN ANNNRNNNNENNN
AN * NNAN SO 639-1RRN

1.74 Import/Export

1.7.5 NANNAN

NNNNNNNNNNNNNNNNNNNNNNN SNNNNNNNNNNNNNNNNNNNN NN NNV

OTOBO uses a package manager to perform all package-related activities as mentioned above in the
graphical interface.

Use this screen to install and manage packages that extend the functionality of OTOBO. The package
manager screen is available in the Package Manager module of the Administration group.

NANAN

AN: The installation of packages which are not verified by Rother OSS is possible by default, cause
we love open source.

aNN:

You can deactivate the installation of not verified packages in the system configuration setting
Package: :AllowNotVerifiedPackages.
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L. Package Manager

Actions e}
Durchsuchen... Keine Datei ausgewdhit.

+ Install Package

OTOBO Addons

s Update repository information

[C] Update all installed packages

nline Repository
NAME

CodePolicy

FAQ

ITSM

MasterSlave

Survey

SystemMonitoring

TimeAccounting

Local Repository

NANAN

ANNNNNNNNNNNNNN
1. NNNNNNNNNNNNNNNNNNNY

NAME

Fred

NN

- AN ANNANAN ANNNNNNNNANNAN
- N AN ANNNNNNNNNNANNNNNNNNAN NN

2

3

4, NNNNNNANN

5. NNANNENNENN NNNNEN NN
NS

NN

VERSION
10,02
10.0.2

10.0.1
10.0.1
10.0.1
10.0.1
10.0.1

VERSION
1002

N1.275: NNNNNNAN

VENDOR
Rother OS5
GmbH
Rother 0SS
GmbH
Rother OS5
GmbH
Rother OS5
GmbH
Rother OS5
GmbH
Rother OS5
GmbH
Rother OS5
GmbH

VENDOR
Rother 0SS
GmbH

DESCRIPTION

OTOBO code quality checks.

The FAQ/knowledge base.

The OTOBO:ITSM bundle package.

Includes "Ticket Master/Slave" feature.

A customer survey tool.

Basic mail interface to System Monitoring Suites.

Al

A Time Registration Medule.

DESCRIPTION
A tool to help the developer during
development.

STATUS

installed

ACTION

Install

Install

Install

Install

Install

Install

Install

ACTION

Uninstall

The repository list can be changed in system configuration setting Package: : RepositoryList.

NNNNNNNNNIN
1. ANNNRAN AN NN
2. NNNNNNNNNNAN . opm NN
3. NN ANAAN NAN
4. NANNNNNANN
5. MVNNENNNNEN ANNNAN NN

NNNYN

NNANNNNENNNNNANNN

NN

10 AN AN AN ANNAN SNNNAN SNNNNNNNNNNEN

1.7. NN
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Online Repository

MNAME VERSION  WENDOR DESCRIFTION ACTION
) Raother 055 ,

CodePolicy 10.0.2 OTOBO code quality checks. Install
GmbH
Rother OS3

FACQ 5| 10.0.2 The FAQ/knowledge base. Install
GmbH
Rother O5S

ITSM 10.0.1 The OTOBO:ITSM bundle package. Install
GmbH
Rother OS5 )

MasterSlave & 10.0.1 GmbH Includes "Ticket Master/Slave" feature. Install

m

Rother OS5

Survey 10.0.1 A customer survey tool. Install
GmbH

o Rother 055 Basic mail interface to System Monitoring Suites.

SystemMonitoring  [8 10.0.1 Install

GmbH Al...
) ) Rother 055 o
TimeAccounting 10.0.1 ambH A Time Registration Module. Install

N 1.276: NNNNAN

Local Repository

NAME VERASION ~ WENDOR DESCRIPTION STATUS  ACTION
Rother OSS Atool to help the developer durin _ )
L 10.0.2 P P g installed ~ Uninstall
Fred GmbH development.

N1.277: NNNNNNNAN
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PANNINNINNNY

3. NNNRRNNAN

4. NNNNNNANNAN ANNNAN ANNAN
NNNNNNNNYNNNN

1. ANNNRAN AN NNN

2. NNANNNNENNNNNENNANEAN . opm NN

3. NN ANAAN NAN

ENNNNNNNNN

5. MUNNNANNNNN ANNNNN ANNAN
NNANNNNANN

1. NNANNAN ANNNANNNNAN ANN

2. NNNNNNNAN

3. NNNANNNANAN NNNNAN NNNEN
ANANNANNNNNNENNNNNNNN NNV NNANNNNENNN NNV NN NN NN NNV NNV NN NN NNV NN NN NN NN NN NNNNAR

AN: NNNERNNNNENNNNNNNNNNNNN NNV NN NNV NNV NN NN NN NN NNNEN

NNNNNNN

AURNANNANANANANANNNNNNNANANNNNNNNNNNANANNNNNNNNN
NNV NN
1. N NNNNAN ANANNNNANNNNNNNNNNN
PZANNINNNNNNNNNNNY
3. NNNRRNNAN

NNNNN

NNNNNNNENN
1. N ANNNAN NNNNRNNNNEN
ZANNINNINNNINIINAN
ERINNNNNNNY

Local Repository

MAME VERSION  VENDOR DESCRIPTION STATUS  ACTION
) Rother 0SS A tool to help the developer during , )
10.0.2 installed  Uninstall
Fred GmbH development.

N 1.278: NNNNANNAN
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1.7.6 NNAN

NNNNNNNWe b NNNNNNNNNNN SNNNNNNNNENNNNNNNNNNNNNNN NN NNNNNNNNNNNNNNNNNEN

OTOBO supports this requirement with the performance log. The performance log can, when it is acti-
vated, log activities and display various activity types and their min/max/average response time and
a number of requests for different time frames.

Use this screen to view the performance log of OTOBO. The log overview screen is available in the
Performance Log module of the Administration group.

NN: To be able to see performance log in OTOBO, you have to enable its setting first.

Hint
This feature is disabled!

Just use this feature if you want to log each
request.

Activating this feature might affect your
system performance!

& Enable it here!

N 1.279: NNNANNAN

If the performance log is enabled, OTOBO collects all the information about requests and responses in
an overview table.

NN NN NN

1.7.7 NONAN

NEW e b NNNNNRRNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

OTOBO offers the session management to quickly get an overview of agent and customer sessions,
unique agents and customers currently logged in and the ability to kill sessions with just a mouse click.

NNNNNNNNNNNNNNNNNY ANNNNNNN NN SN SNNN SN

NN

NNANNNNNNNNNNANN
(NN NNNN NNV NN NNNN
2. NNANN
3. NANAN
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Overview

Range (last 5 m)

INTERFACE REQUESTS MIN RESPONSE MAX RESPONSE  AVERAGE RESPONSE
Agent 14 Os 15 0.07s
Admin 2 Os Os Os
AdminPackageManager&AJAXGetPackageUpg... 1 Os Os Os
AdminPerformancelog 1 Os Os Os
AdminsystemConfiguration&AJAXNavigati... 1 Os 0s Os
Admin3ystemConfigurationDeployment; Su... 1 1s 1s s
AdminsystemConfigurationDeployment; Su... 1 Os 0s Os
AdminSystemConfigurationDeployment; Su... 1 Os Os Os
AdminSystemConfigurationDeploymentHis... 1 Os Os Os
AdminSystemConfigurationGroup 1 Os Os Os
AdminSystemConfigurationGroup&Lock 1 Os Os Os
AdminSystemConfigurationGroup; Subacti... 2 Os Os 0s
AdminsystemConfigurationGroup, Subacti... i Os Os 0=
Range (last 30 m)
INTERFACE REQUESTS MIN RESPONSE MAX RESPONSE  AVERAGE RESPOMNSE
Agent 55 Os 15 0.07s
Admin 7 Os Os Os
AdminAppointmentCalendaridanage i Os Os 0=
AdminAppointmentimport 1 Os Os 0=
AdminPackagefManager 4 Os 1s 0.5
AdminPackageManager@AJAXGetPackageUpg... 28 Os Os Os
AdminPackageManager&ChangeRepository 2 Os 0s Os
AdminPerformancelog 1 Os Os Os
AdminSystemConfiguration&AJAXNavigati... 1 Os Os Os
AdminSystemConfigurationDeployment; Su... 1 s 1s s
AdminsystemConfigurationDeployment;Su... 1 Os Os Os
AdminSystemConfigurationDeployment;Su... 1 Os Os Os
AdminsystemConfigurationDeploymentHis... 1 Os Os Os
AdminSystemConfigurationGroup 1 Os Os Os
AdminsystemConfigurationGroup&Lock 1 Os Os Os
AdminSystemConfigurationGroup; Subacti... 2 Os Os 0=
AdminSystemConfigurationGroup; Subacti... 1 Os 0s Os
AgentDashboard 1 1s 1s s

N 1.280: NNNARN
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Range (last 5 m)

Interface: Agent, Module: -, Period: 1 minutes

DATE REQUESTS MIN WA AVERAGE

11/03/2020 17:44 (Europe/Beriin) o] Os Os Os

11/03/2020 16:44 (Europe/Beriin) 0 Os Os Os

17/03/2020 15:44 (Europe/Berlin) [#] Os Os Os

11/03/2020 14:44 (Europe/Beriin) 0 Os Os Os

11/03/2020 13:44 (Europe/Beriin) 3 Os Os Os

N 1.287: NRNNNNAN
) Session Management
Actions List

All sessions 3 SESSION TYPE USER KILL
Agent sessions 3 PrGkP1RANLxSFRmMhBKNJG4V07CnEARg Agent Super Admin Kill this session
Customer sessions 0 vXbyfpYOBavQnFZZciDWRIiGrsMBJx 11 Agent Admin OTOBO Kill this session
Unique agents 2 *qOHH|jdOEwWvF2ucwjaCLBR1CBBwKadbV Agent Admin OTOBO Kill this session
Unigue customers 0

Filter for Sessions

Just start typing to filter...

N 1.282: NNNNAN
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Detail View for SessionlD: PrGkP1RANLxx5FRmMhBKNJE4VOTCnBARg - Super Admin

KEY
AdminCommunicationLogPageShown
AdminDynamicFieldsOverviewPageShown
ChangeTime

CreateTime

SessionlD
SessionSource
UserChallengeToken
UsarEmail

UserFirstname
UserFullname

UserlD

UserLanguage
UserLastLogin
UserLastLoginTimestamp
UserLastRequest
UserLastname

UserLogin

UserMobile

UserPw
UserRemoteAddr

UserRemotelseragent

UserSessionStart
UserTicketOverviewMediumPageShown
UserTicketOverviewPreviewPageShown
UserTicketOverviewSmallPageShown
UserTimeZone

UserType

ValidiDy

VALUE

25

25

2020-11-02 12:01:47
2020-09-21 17:16:35
PrGkP1RANLxx5FRmMhBKNJE4VOTCnBARg
Agentinterface
175s5MyXPLMt4JOPGoyLUoSCMOB30FVT
sa@trash-mail.net
Super

Super Admin

2

en

1604422064
2020-11-03 16:47:44
1604422235

Admin

sa

+49171471108

[o0d]

62.99.246.203

Mozillass.0 (Macintosh; Intel Mac OS5 X 10.14; rv:82.0) Gecko/20100101

Firefox/B2.0

2020-11-03 16:47:45/0h
20

15

25

Europe/Berlin

User

1

N 1.283: NANNNNAN
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NNNNNNNNN
(NN NNNNN N NINNNNNNN
ZANNINNEN NN NN NN

List
SESSION TYPE USER KILL
PrGkP1RANLoSFRmhBKMNJB4WVOTCnEARg Agent Super Admin Kill this session
vXbyfpY OBavQnFZZciDWRIIGrsMBJx11 Agent Admin OTOBO Kill this session
%qOHHjd0EwvF2ucwjaCLBR1CBBwKadbV Agent Admin OTOBO Kill this session

N 1.284: NNNNNN

AN: AN AANNN ANNNNNNANNNNNNNNNNNNNNNNNNNAN

NNNNNNNAN
1. MVNANAN ANNNAN 8NN

AN AN NNNNNN NNNNNNNNNNNNNNNNNNNNNNNNNNNN

AR NNNRNNNNENNNANANNNNNNNNNNENNNNENNNNNNNY

1.7.8 SQLANAN

ANNNNNNANNNNANNNNNNNNNNNNNNNANNNNNAN NNNNNNNNNNNNNNNNNNNANNNNNNNN NN NN NN NN NNNNNNNNNNNNN

Direct access to the database requires access to the command line which an administrator may not
have. In addition to username and password for the command line access, which is not given by all
organizations, the username and password for the database are needed. These hurdles can prevent
an administrator from using the database for more complex searches and operations.

OTOBO offers application administrators the SQL Box in the GUI (graphical user interface). It allows
read access to the database. All results can be seen in the GUI or exported to CSV/Excel files.

NNANNNNANNNSQLANN SQLNNNNNNN ANAN NN SQLNNNN NNAN

NNSQLEN

NN: The SQL statements entered here are sent directly to the application database. By default, it is not
possible to change the content of the tables, only SELECT queries are allowed.

NN:

Itis possible to modify the application database via SQL box. To do this, you have to enabled the system
configuration setting AdminSelectBox: :AllowDatabaseModification. Activate it to your own risk!
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L. SQL Box

Hint

Here you can enter SQL to send it directly to
the application database. It is not possible to
change the content of the tables, only select
queries are allowed.

NNNNNNSQLRNNN
1. NSQLANNNNNSQLENRN
2. NNNNAAN
3. AN AN AN

L. SQL Box

Hint

Here you can enter SQL to send it directly to
the application database. It is not possible to
change the content of the tables, only select
queries are allowed.

SQLEN

Options

* SQL: SELECT * FROM

Limit: | 40

Result format: | |[HTML

N 1.285: SQLANNNNNN

Options

% S0L: SELECT * FROM

Limit: 40

Result format: | | HTML

N 1.286: SQLNNNNNAN

NNANNNNNANNANANNNNAN ANNNANNNNNNNNN

SQL * NNNNNSQLNRN

AN ANNANENNNNNNNNNNNNN SNNNNNNNNNNNNN

AR NANSQLNNNAN 1, TMT TN NNNRNNNNNNNNNRNN

NNAN SQLANNNNNNANAN

HTML NNNRNNNANNNNNSQLNNAN
CSV NNNNINNNNNNNNNNNNNNNNN

Excel NNNNNNMicrosoft Excel NNNNNNNNNNN

1.7. NNAN
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SQLEN

ANANNNNNANNNNNENNNANNEENNHTMLE

SELECT id, login , first_name, last_name, valid_id FROM users

2 Results
D LOGIN FIRST_MAME LAST MNAME VALID_ID
root@localhost Admin OTOBO 1
2 ] Super Admin 1

N1.287: SQLANAN

NNANNNNENNAN NN ANNNNNNNNNAN

’ SHOW TABLES

NN users MNNNNNNNNNNENNTNNNNNNNNENNNNNNNN

’SELECT * FROM users

1.7.9 NNAN

ARNANNNANANNNANNNANN ARNANNNNANANANNNNNNNNANANANANNNNNN AN NN NN NN NN NNANANN
NNANNNNANNNNENNNNNNNNNNNNNNNENNN ANANNNNENNNNNNNNNNNNNNN

OTOBO uses a comfortable graphical interface to configure the system. All changes to the default sys-
tem configuration are stored in the database and can be audited (who changed a setting and when,
what was the old and what is the new value) and rolled back to a previous state in case of misconfigu-
ration.

NNNNNNNNNNNNNNNNNNNNNNN
NN:

By using the System Configuration History package, you can easily roll back changes made by users.
Contact sales@otobo.de to add this feature to your system. In one of the next OTOBO releases this
feature is included in the standard framework.

Use this screen to manage the system configuration settings. OTOBO brings about 2200 configuration
settings. The system configuration management screen is available in the System Configuration module
of the Administration group.

NN

AN ANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNAN SNNNN Kernel /Config . pm NNNNNN

NNNNNNNNNNNNNNNNAN SNNNNENNNNNNNNNNNNNNNNAN FirstnameLastnameOrder
1. ONNAANNANNNAN 1astname NNNNNNNN
NNNAAANEENNNNNNNNNNNNNNEENNN ANNVNNNNNNNNNNNENNNNYN NNV NN NN NNV NN NNNNEN
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4

MNavigate through the available
settings by using the tree in the
navigation box on the left side.

Q

Find certain settings by using the
search field below or from search
icon from the top navigation.

v

Find out how to use the system
configuration by reading the online
administrator documentation.

| lastname

ZARNNNNNNNNNNN

FirstnamelLastnameOrder

Firstname Lastname

3. NANNENNNNNNNNN

4. NNNNNNNNNNNENEN NNNNAN NN

N 1.288: NRNN - NRNN

N 1.289: NNAN - NNNN

Specifies the order in which the

firstname and the lastname of agents

will be displayed.

5. Click on the Edit this setting button to activate the edit mode. In edit mode the widget gets a yellow

border on the left.

ON: If a setting is currently edited by an other administrator, it is not possible to get access to the
edit mode for that setting until the other administrator finished his work.

- NNNNANN NNNAN AN ANNNNNNN Esc NNNNNNN NNANNNNNNNNNNNNNNNNNNNNNNN

- AN AN AN ANNNNNNNNNNNNNNNNNNNNNNN

O O g O

AINNNNNNN

10. ANNANNNNNNNNNNENNNNNNN

- NRANNANNNAN AN AN NNNNNNNNNNNNNNNNNNENNNNN

1. AN ANNNAN ANN ANENNNNNNNNNNNNNNNENN
12, NNNNNANNENNENNNNNNNNNNNN NNNNNNNNNN

1.7. NNAN
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FirstnamelLastnameOrder

@ History "D Reset setting

Firstname Lastname

Default: 0

FirstnamelLastnameOrder

FirstnamelLastnameCOrder

Firstname Lasiname

FirstnamelLastnameOrder

@ History "D Reset setting

Lastname Firstname

Default: O

FirstnamelLastnameOrder

@ History | | D Reset =etting

Lastname Firstname

Default: 0

% Copy direct link

N1.291: DAY - NNNNAN

% Copy direct link

% Copy direct link

1r Add to favourites

N 1.290: NNAN - NN

[ Edit this setting

Edit this setting

N 1.292: NNAN - NNAN

1r Add to favourites

N 1.293: NNON - RNNN

tr Add to favourites

N 1.294: ANON - RNNN

[ Edit this setting

Specifies the order in which the
firstname and the lastname of agents
will be displayed.

Framework.xml Frontend::Base &

Specifies the order in which the ° °

firstname and the lastname of
agents will be displayed.

v Save | x Cancel

Specifies the order in which the
firstname and the lastname of
agents will be displayed.

[# Edit this setting
Specifies the order in which the

firstname and the lastname of agents
will be displayed.
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Changes Overview

You have 1 changed settings which will be deployed in this run. Switch to advanced mode to deploy settings changed by other
users, too.

FirstnamelastnameOrder Frontend::Base

Lastname Firstname

Deploy selected changes [elgi®f=1ylel=]]

N 1.295: NNON - NNNNNN

Changes Overview

You have 1 changed settings which will be deployed in this run. Switch to advanced mode to deploy settings changed by other

users, too.
FirstnamelLastnameOrder nNow FirstnameLastnameOrder Hew
User modification: disabled User modification: disabled
Setting state: enabled Setting state: enabled
Firstname Lastname Lastname Firstname
Default: 0 Default: 0

N 1.296: NNON - ANNNNN

Deploy

Modified the display of agent name

Deploy now Jsly

N 1.297: NNAN - NNAN
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13. NRNNNANNAN 1astname NNNNENNNNAN ANNNNENNNNNNNNNNNNNNNANNAN

FirstnamelastnameOrder
Lastname Firstname Specifies the order in which the
firstname and the lastname of agenis
will be displayed.

N 1.298: ANAN - NNNAN

14, NNNRNNNNANNNNENNNNENNNN NRNN NNNN 8NN

Heset setting

FirstnamelLastnameOrder

Do you really want to reset this setting to it's default valuae?

N 1.299: NNAN - NNNN

15, AN AN NN
16. NNNAN

NNNYN

NN NN NNNNY NNNNNNNNNYNYNNNNY NN NN NN N NN NN NN NN
NNV NNNNNNNNNNNNNNNNNNNNNENNNAN TS MENNNNNNNNN NNV NNNEN
ANNANNNNNNNNANNNNNNNNAN

ANANANNNNNNNNNNNNY NNNNNANNNNNNNNNNNNN NNNNNNNNNNANNNNNNNNNNNNNNNNNNNNN
ANNEINNENNENNNNNN INNENNNENNNNNNNNNNNNNNNENNNNNNNNNNN

NWNFirstnameLastnameOrder NNN Frontend — Base NNNN

NNNNNNNYY

ANANANAN NNNNN ANNNANANNNNNN
NN NNNNYNY
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w MNavigation

All Settings o

¥ CloudService (1)
» Core (12)
» Daemon (1)
» Frontend
» Genericlnterface (1)

N 1.300: MAINNNAN

FirstnamelastnameOrder =
@ History | "D Reset setting | | % Copy direct link | ¥ Add to favourites [ Edit this setting
Firstname Lastname Specifies the order in which the
firstname and the lastname of agents
will be displayed.
Default: 0
N 1.307: NNAN - NNNN
Import Export
Upload a file to be imported to your system (.ymil format as Download current configuration settings of your system in a
exported from the System Configuration module). yml file.
Durchsuchen... Keine Datei ausgewdhlt. Include user settings

X Import system configuration &, Export current configuration

N 1.302: NNAN - NNNNN
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(RNNNNNNNN NNV
2. NExport_Current_System_Configuration.yml NNNNNNNNNNNN
3. NNNNNNNNNNNNENEN
NNNNNNNIN
1. AN AN NNNAN AL, NNN
2. NNNNNNNAN . ym1 NNN
ERINNINNNNNNINNN

1.710 NN

NN NN NN NN NN NN NN NN NN NN

These logs are usually not available to application administrators without a certain level of permissions,
and skills on the operating system.

OTOBO allows application administrators to access the system log comfortably by using the graphical
interface without the need to have access to the server's command shell. The administrator can decide
which level of logging is needed, to make sure that the log files are not unnecessarily filled.

Use this screen to view log entries of OTOBO. The log overview screen is available in the System Log
module of the Administration group.

# System Log
Filter for Log Entries Recent Log Entries
Just start typing to filter... TIME PRIORITY  FACILITY MESSAGE
Tue Nov 3
17:47:32 2020 errar OTOBO-CGIl-49 No UserlD found fo
Hint (Europe/Berlin)
) ) _ Tue Mov 3
;'g;;{:_“ will find log Information about your 17:47:062020  emor OTOBO-CGI-49 No UserlD found fo
° : (Europe/Berlin)
Tie Nov 3
17:46:28 2020 = error OTOBO-CGI-49 Invalid Challenge Tt
(Europe/Berlin)
Tue Nov 3 Can't perform GET
17:24:19 2020 efror OTOBO-CGI-49 /pub/otobo/misc/pi
(Europe/Berlin) Name or service na

N 1.303: RNNNNN

NNNNNNNNNNNNNNNNNNNNN NN NNNNNN

AR NNNANNNNENNNNNNNNNNNNN NN NNV NNNNNNNNEN

NNNNNNIN

Core — Log
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1711 DNAN
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OTOBO supports this with the System Maintenance module, which allows administrators (agents who
have access to the group “admin”) to schedule maintenance windows in advance and inform users with
login messages and notifications about the planned maintenance. Also, during a scheduled mainte-
nance window, only administrators are allowed to log into the system.

ANANNANANNNNENN NNNENNNNNN ANAN NN ANNN NNNN

& System Maintenance Management
Actions List
£} Schedule New System Maintenance START DATE STOP DATE COMMENT VALIDITY DELETE

2020-10-29 12:00:00 2020-10-29 14:00:00 W

Filter for System Maintenances

Just start typing to filter...

Hint

Schedule a system maintenance period for
announcing the Agents and Customers the
system is down for a time period.

Some time before this systern maintenance
starts the users will receive a notification on
each screen announcing about this fact.

N 1.304: NNNNENAN

NNNNNN

NNNNNNNNNNNY
[N NN NN NN NNN N NN
2. NNNNAAN
3. AN AN NN
NNNNNNNNNNNY
1. MVNNNANNANNNNNNENNNNNNNNAN SNNNANAN ANNNNNNAN
PARNNNNNY
3. NN AN N ANNAN RN
NNNNNNNNNNNY
1. MNNNENNNNNNNNNNN
PANNINNINNY

A NNNENNNNENNNANANNNNNNNNNNENNN NNV NNNNNNAN
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Schedule New System Maintenance

# Start date:
% Stop date:

* Comment:

Login message:

Show login message:

MNotify message:

* Validity:

[11 =18 <)M z020 =] (-[10 ~)z6 ~|
(1 =)/ =|fz020 =] (B)-[10 = 26 =]

valid

N 1.305: NNNNNNNNAN

w Edit Systern Maintenance Information

Start date:
Stop date:

* Comment:

Login message:

Show login message:

Maotify message:

» Validity:

(10 )29 ~]f2020 ] [®-[12 ~):(00
[10 ~|/|29 ~|q2020 ~| ﬂ-ha {00 -

update OTOBO to 10.0.5

OTOBO not running for update
reasons

invalid
@ or EVCE L RIGEY W or Cancel

N 1.306: NNNNNNNNAN
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List
START DATE STOP DATE COMMENT VALIDITY DELETE
2020-10-29 12:00:00 2020-10-29 14:00:00 Tiir
N 1.307: NNNNNNAN
NNNNIN

NANN NNANNRNNNNNN
NN NNNNNNNNNNNNNN
AN * NNRNNAN ANNNENNNNNNENNNNNNNNNNNNENN SNNNNNNNNAN
NANN NNANNANNNNNNNNRNNRNNANNRNNENNENN
AN:
NRNNNNNNINNNNNNNNNNN ANNNENNNNNNNNNNNNNN

* SystemMaintenance: :IsActiveDefaultLoginErrorMessage
e SystemMaintenance: :IsActiveDefaultLoginMessage
* SystemMaintenance::IsActiveDefaultNotification
NNNENN If checked, the login message is displayed in the login screen of OTOBO.
NNAN NRNNNNNNNNNNNNNNNNNNNNRNNNNNNNNNENNNN
O
ANNNANANNNNNNNNNANNNNANNNNNNNY
* SystemMaintenance: :TimeNotifyUpcomingMaintenance

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NANNNNNNNNNNANNNAN NN NNNYN NANNNNANNAN NNNNNNIN NRNNNNNANNAN
NNV NN NNNNNNN

1.712 Translation

1.7. NN 251



OTOBO Administration Manual, 8N 11.0

¥ Manage Sessions

0
Agent Sessions
SESSION TYPE USER KILL
CamMMCBgEj3ujiryy y4 Gyt TKOEzINjOO Agent QOTOBO Admin Kill this session
Customer Sessions
SESSION TYPE USER KILL

Mo data found.

[ Kl all Sessions, except for your own

N 1.308: NNNNAN - NNNN
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CHAPTER 2

How-Tos

How-Tos on configuring your OTOBO.
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CHAPTER 3

NAN

AN ANANANNAN
AN ANANNNNNANNNNNNNNNNNNNNNNNAN

NN A configuration file, module, script or other functional item within OTOBO which is not reachable
via the browser.

AN NNAN ANNN MNANNNNENNNNNNNY

AN ANANANNNNNANNNNNNNNNNNNNNNNNNNNNNN

NNAN NNANNNNANNNNENNN NNANNNNRNN

ANAN  ANAENNNNENNNNNNNNNNNNNNNENNNNENNN NNV NNNNNNNENN
NNAN  NNNNRNNNNNNNNNNNNNNN

NN The graphical interface to OTOBO as viewed in a browser.

N Thisis aresource within OTOBO. An agent or a customer can be assigned permissions to this resource
as needed. Additionally, they can be used for access control, processes and web services.

NNRN  An invoker is a special Perl module which allows OTOBO to provide information to a remote
system via REST or HTTP. Invokers must be developed in Perl by a back end developer.

NN A mapping allows OTOBO to provide inbound and outbound translation of data allowing us to offer
a specific data construction to rebuild incoming structures to meet our needs.

NN Similar to a web hook, a provider operation offers a specific sub-set of OTOBO Perl API functionality
to external systems.

NN Part of the process management. A process defines the workflow for a task and consists of activi-
ties, activity dialogs, transitions and transition actions.

NNNN  Part of OTOBO to support definition of workflows for recurring tasks.

NNNN  Part of the process management. A process path describes the connections between the parts
of a process.

AN ANNNANNNNENNNANENNNNNNNNNENNN NN NNNNNNNN
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NN A graphical interface to OTOBO viewed in a browser (see also Front end).

NN N NN NN N NN N NN NN OO NN SN N OO N NN NN

NEENAN  ANNNNNNSLANNNNNNENNNNNNNNNNENNN NN NN NNE NN NN ENNNNENS L ANNNN NN NN NN N NN NN NN NN NNNNN
NNNVENNNINNNN

Transition NNNNNNRRNN

Transition Action NNNNNNNAN

SLA NAN NNNNRNNN

NN A ticket is a collection of all communications with a customer during the course of a service request.
A ticket contains articles, which are the communication received from or sent to customers, agents,
external systems, etc. Tickets belong to a customer user, are assigned to agents and reside in
queues.

NN A transport is the method chosen for communication. OTOBO supports REST and SOAP.
Activity Dialog RNNNNNNNN
AN NEN NN NNNNNNNNNNNNNNNNNNN
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Documentation History

1) 2019 - OTRS Administration Manual - OTRS AG (https://otrs.com)
2.) 2020 - OTOBO Administration Manual - Rother OSS GmbH (https://otobo.de)

Published by: Rother OSS GmbH, (https://otobo.de), Oberwalting 31, 94339 Leiblfing, Germany. Authors:
OTRS AG (original version), Rother OSS GmbH (https://otobo.de)
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